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i. Mk 17 or. MCU~2IP Gas Masks. 

'j. Inspection Mirrors~ To be used in searches. 

.()bta:ln~n51GpvgrnIDen~Ermip;'ent; .. ~hefollowing secti()ns,ccmtain .... ' 

"~-'-'''''CC-7'-'''''''' ,!:!{::~~?nE~~~~ .• "a;~~~\c~:e~~~~~_~n~~~6int~~,~6,~.'co~:~:t,·.,us~~~:,_~~r ..•• o:_~~~-=:~~~~~c"-'----'''--;--.• :-/';c,; 

fefsfknCEf .' (a) : 

>., . " .....BodYArm0r, Class II. . Kevlarbody armor il3 availablE;! from the 
su:pplysys'tem~It will stop low vel.ocitYrounds sU6h as.38 and.45calibers, 
but not high power rounds .. Class II Plus, ,armor is addressed in paragraph 5 . 

. .... ... , 

SI:ZB: NSN: ~.". 

XS 8470-00-092-8697 
.. i.:' . 

S 8470-00-092-8498 
.... 

M 8470-00-092-8499 

L 8470-00-092-8500 

·XL 8470-00-092-8501 
.''', "". , . ~'" ,::L, .. : .. /::,::,.,:-" .: .:::": "<:"<".'::' 

:: ":', ,"" '" 
Mi:r:rors~ ':i:'.E!l,el:l~oping Ha)ldl,e. 
Si20-00-6i8-G9~i ' .. 

. " 

b. NAVSEAsYSCOM WASHINGTON. DC 

(1) Small ArmS and Ammunition 
Fax Number 

Commercial 
(703) 602-9159 
(703) 602-5194 

(3) IN. 

(a) Small Arms and Ammo 
Fax Number. 

(b) M&E 
Fax Number 

(c') Outfitting 
Fax NUmber 

(d) Keys and Locks 
Fax Number 

(e) Night Vision Scopes 
Fax Number 

(812) 854-1211 
(812) 854-1044 

(812) 8~4-1892 

(812) 854-1883 

(812) 854-1872 
(812) 854-1221 

(812) 854-1879 
(812) 854-1221 

(812) 854-3190 
(812) 854-1044 

(f) Small Arms Lockers (812) 854-1879 
Fax Number (812) 854-1221 
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i.>\··> " ....... />.~...Typ::~ ·.:~~~~rrn!~~tli~ .t¥Pe •... ~r!~c!ci~~~.···H~~ly: ......... ~.?5i.~':f;~aIl~~; .. , ................... . 

''c .••.• ·s,~~~i~:~i1r:~;~~~~:f~~:~tl!~~~~~;;~t~~ditl:;:~s~k"::~~:~~-""-"-"-"~'"-""';"H; 
-.!", . 

'b:' nYfi4~ics .. i~iilitb~·q~a.l0C:al~ .... ~at1on~:l.; 

w:\;::2t:; 'i~i::l:~: ::pp~~? ah::i:::di:a:::?··o~ .. w~~' .• impbrtance is 
t:hfs·tar'gEh::?· Wl.ta.# ;ci~ma,ge is liJtely? Is it a symbolic orp:ragmclti~ target? 

'd .;~iX'bri~~s. wiiatate tkeir recogrii~able~<iguidin9'C~ClractefistiCS? 
cons~~e~n~tional..i.t:y, race ,ages," tracli tional clotl'ling, langu!!ge , accents, 
ment·a.i~1:ate~ and ·.).lse of drugs or alcohol . 

. ' 

' ..... e. qrganization ... To' whcii:kind of. group dothet:errori~ts belong?' Is it 
politicai,well organizec1 , previouslydocumen1:~ci,esF-ablisheci in the' 
P0l'\i1Citlon;·()r affiliated with other groups? Hciwlllilnyieaders?' Wha:t:cau~es 
d<.)they represent? How do tl1.ey 1,lse +hl:it:oric? .. 

_~:~;":d~~:~~:::.~:~-j~,::~B:._LT;~.i;:;j.~~~~L:Z:~Z:~~.::L:~ ·"C·:;.;'~~::~;L ::;::~~~~~:b:'~~:~:~~~~':~~~:~;'~:i: >.:~~~~:L:=;·:.: '.=:.::::.;._ .. ; .. __ ~~:, .. ~.: .:~;j~ ;;::-:;:",~~=_: _~',L-~.;,,~; '" : ___ .. ,=.?:::;J,:oc.:' .. -"_~ ___ .... ~'"~ ._'_';:'~'~~:':_o' __ '_ ~,"~'~. ',,-0"' 

,,~~ ... ,~~t,,~~g;,;f~~~.·.e*~~i:~f.:9~~;~;;1:t~:~/~:q~~ig~~~:~:;~;;ii~:~~~iity .. 
th¢Yn$Y pO~f:le~spec~al.weapons J~uc:leari' cliemJ,cal,·. 1:JClcter10log1cal., 

'.; .. incendiary~ iirepositionedbbinbs). . .•. .... . . •.. 
··'~:·):.~'l.;'·; ... / ·::.c .. ' '. -

g. Pri6-i acticms, publicity, where cOriducted,targetii'ludience, 
advanceCl~l.t:atlon ()rra.lli~l:I~ publishedprograms, ~s~c)fknown personalities 
··~~~ar~W~·.W119 .... are •• ·.the.speake+s, are.··known .radiC::Clls' i,n;t:he .. area? "00' 
terrc:;ristsworkthe c:eIltel:' of a crOWd, 'ta\lIltauthorities, provoke riot, come 
eqUipp·edfo+confrollta.tio~orfor a hit arid run. ..' 

~': :.,.,,:: ," '. . • . . '::.': '. ... ' . • . ,.<;';: . :, • '-. .: .', . . .: 

.............. h." ·~ll~c:ause ~),:±s' thekh~wn ca\1sepolitical'7ccnlo~c, 
inteinatl.~llaf,ant.i~u$, i~~esponse to a~S ac.tioYl,irel.a.ted 
~~~o£t~~~:~~'?~ 'dispute bet.weeri t~irci parties? what' .is 'th~ 

racial, ethnic, 
to foreign . 
popular support 

<; .•.. 

6.'; ;·s:i~tegi~IndicatQrs. .~he f~llow+ngare. genel:"al .. c()ndi t:ions. that. in the 
. pii.lSlt1ia~epr().ventoinciic::ate .ser~()usoppositiori· which m~y devel.op. into 
1:~2.'rb~+s1::' ",iole~ceand r~yo~tl1:i91'1Clryac::ti ",i ties.' " l,'lpt~that many of . the 
indiC::Clt:():t,"s:LiElt.~4:t>eloWmaya:ppeClf· as people normally .exez-cise their rights, 
but sE!eni~ cPlllPina.tion, ·tll.ey may" fo:retell potential. violence. . . . 

a: .. POliEtccii~" Governrri~ntnotr~present~t:lve. of the people'; l.0~s 'of· faith 
. in goyernmeht; • :i:neffici.eIltgoverIiment:appara~us; comnrunicationsgap;' failure 
to id'entify le~itimate grievances; cor:tUptip:n ingo",et:ntnent; lack of loyalty; 
restrictiori on political activity; governm~nt repr~ssion of opposition; 
peopl~'swisliesign.ored; outside political influence and interference; elitism 
in politics. 
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L1C~6ffO()cl;uriequal distribut:ion6(T,01eaith and land; 
unemPloYtnent;\inde,rdeveloped industry or. agri cult;tire; Poorgovernmen.t 

, pla1lning;lack()f'~dequate prog#culls;. unsta1:>~e 7collomiCI>0stur~; unstcilile 
'. · .•.. ;'«·c\ll?!~nc}rti,llfJ:~.()tfl:)i~eign:LCibo~;private invest:ment imbalan.ce; '. . ....... . 

(R 

; .......... ·overpopulati9n.:i~gener~l..Pf·ce~taill .. ~reas;poor p·roduc:tion)·prices. high; 

-c7·-c_:~~~ •. ~~~~~Htt~:~ft;.,~~~~!?~fC5I1~§~~£U~1?bal~_:~~~ts;_~~~gh . inftt~:s~~}:ates" .• -~c---~;~~. ~ .. '-''-.''-'''_.'' _""~~"_ 
' •..• c:·'!.s.6~l~1·.~b6fliving·~oll~itions;sharpcl~ssd-i~~inCti~n;hd 

oppprtuil~'ti~s; hig~. iltit~racYi·. J;lo()r education, prC?granmli~~r .• d~srespectof 
iaws::t lapk .d~' organiz.at;i8n~lgrpups ;po6rsocialdJ.ssiPll.riermaIly- . . ..• 

·~$~!f~!£~~f~~~Mf~:tM~~~~Ii£rr{ffc:i":b~f}"M;!'\~~ki~poor · 
'. ..... . ..:~.':::'I.a:,~'~Il.fd~cE!nl~nt an~M:i.l:i.t:ary. . C01"ruptionl.zi .poii'¢.e .andm:i:l i tary; 
POlit~9CJ.l.JIif~u.~nc:~s;' influencE! of\'iea'lth; idleness;. poor'illteil:i.sence;weak 
lea:dTi:~~ip;~o'~tateCigoals;lackof funds and . equipment; . lowlnorCilfi!; . lack of 
resJ)eg~~Yt~~·i?OPUla:~,ion;. ,inef.f~ctive counter-tE!rrorism programs'; 
ovetreaci:i6n'and use of excessive force allowediPOWerof the military over 
c:i.viil.~/~o:pti{at:iC)ii:\ <" '. ..... .... 

6htrar~s!~~.( following' are measurable signs 'wh~ch . evidence the 
existence of : the iirtates .' dE!~cribedabo;'e. . Seeing' thes.eeir.en~s signif'ies the 

W<JL.L"~U·· cc,ulci . threaten COLE'sphys icalse cu~i ty : 
:::':'':':';'A;:':;=':;~::;·;:::~:,:~~?~= 'i;;2~ ·• .. 7..,c . .,;: •••••. :.'.-.• :,; •. : •. ;: •. :.~.;..,.,;' ··:·:C.o:": CO":'·:: ";:;"'.:..c-:c.,,,,,,: ... : •. :::';:-#;;:::' .. ,;';''.;;'::0:.::::: .. :';.:: •....•. :C ':.; •... \?.:.: d::L:.::,::,,,. ' .• ··.·:~;;:;:·'iL;.:'--;,L::::.2L::. ::·i.:~ . .:.::.:' .' .:;.; 

--... -.. -~ .. ·~i~; .. ~re~:~!~!i~~~~e.~.~~~~5 
cal leaders; sabotage of 'governmentlnstC1~lat~c)Jis ; . terror 

gC.VE~l:lI1l1l. ent workers; taxcbl~ect~o~ by other than legiti~tetax 
CC;1.L.I.t::'C .... , ...... IL.......al::mormal government.r~si9Ilations;. increas~.inanti-g~."e:rilment 
proPCl.gaAcIal 9:t"itici~m; f()rmatipI);·. · .. of .. opposi tion groups; .•• ·travelto: 'qe,mmunist 
cOunt:rf~~ i I1t::l:"easing; deiloun.celll~litby commUllist governments;str~kes, riots 
politic.ize¢l;increase in espionage; increaseiri foreign presence:< or visitors. 

b~~1~~~~~. Signs. Dis'appearance of som~ food-stuffs/hoarding; ~emand 
~0:t:'small" a::tmsandammun~.tion on market ; incr~~sed demand for. medical 
suppi:ies,d~gs; i~cr.eased thefts; priceincreas,e in arllU3,amm,~it:i9n,. lIIedical 
~upp~i~~; : inc.Fease~ cieman.df0:t:',.;:acii9-S0tJununicationsis~p~a:,9~'~d .th,ef1:s .' of . 
incl\l$t~i~lancl. com\JItinicati?ns;~r()lfferationOf weap~ns.ande4uiJ;lmerit::; 
apJ;l~a.t~;lciaof .. col.tiiterfeitnlon:~yapci docUments;. increase iI:l>e:iCl,dc 'ni~r~~t; 
mcinilow.ar' shortage i ··.decrea·,.;.ein> pr()ducti vi ty; l'J:"icef1uct\1i3.~i~n::J;str:i.~~sl 
a:gain~t pow:eral?:d.",ealthy gr9tips ;tri~rxist rhE!toric; blamiIl9PreSTrits¥st:em, 

c .$~C:ial~:igns. Return of workers to hometoWns; sch991scl,psing; 
p0tlula.t~on~\r()iding·certain are~s; shaiP'decrea~E!in.traX~liin.9:rea~l:!iIl 
g~Fheringl3; .•.... t.~l~.()f\1I1stablE!c0I:ldi t~on~;. di~n1I>ti.ClJ:l()fnO~t. patyetns, :~w 
~d 6~der ;r~iigio~~UIlrest~ .. Pbiariz~t:i.on, .appe~I"anCe9ff~~ati9s i "eduCcition . 
politicizzed.; increased educato~scriticismof goVernment; pressures On .' 
govE!rnm~t fo~ reforms ·in favor of terrorists; advocating violenCe as only 
means of solution. 

d. Police/Military Signs. Criticism 
changes in attitudes of military leaders; 

Encl 
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characterization of militaryasehemy of t:h~:people; lack of cooperatior( 
bet,*e~nc::ivn iarls';"mill tary,' 'aridpOlic~;~eri:():dsm 'against 'military' personnel 
?riIlstal~atiC>~13';' 10sso~weapons • ~n4'aniTnodn theincreas,e in military;", ,', 
in:i.Htitrypat:rc)J.f3\s~a.,tion~,orpOst~ ~ttack~d; foreign arms aIld, ammo 9aches 

, Ais;C~v~t~<i;:A:l.:r "dl:0ps,"in:r~~9~e.ai"~~s;"",di,l:!seIit among inilitary, poli_~~' an4-
;,'~~_c~_ "civilial'1s;~pp~ara.ilg,eof forei gnm;li,tarY'personnel; r<?fu/:1al ofnlilitary, " ,"'," ,;,·:--.i 

"-pol}~ce't6sehre in' certain ~a.reas:~' --, _'c .... ,-;--..;..':-,~~""~~,_'_,,'.~,_, __ ~, __ . __ ~ __ ---' •.•• ,"",~ __ .:;_,.:;,~~ .. --,~"-;-... ---~,.~- ••• ---.--~-.~-~:;-:-;~ 

,,'.. . .. ::~, ':" . ": ~ ·t: 
.... " ..... 

"',' " •• ",._,~,~ ""LOpal,'~errb:r-isTn"S,igns~"oi-h~s~ <ir,e specific·f6IlditioA~·that, ~y , 
:i.I).d:i.c~tea i>otept~Cli' for:politi9~11ytn~tiyated vi()lence iii ~peC:df:l.c "." ' 
lc>caliti~.S:'4Jsl:1eitt, for~pl:i.~ical.,13ocial or ,ethx1ic reCisonsjchargesbrought 
agaillstl.o9a.'i'g~~E&tiJlient;fo~ti~n 'of radical groups, branches "of "national' 
subyer13i V'e~fc>Up~' 's~cr:etsc:)ci7t:.ies; anti~g~ver1ltllent or anti .. usa!:Jita tion; 

'" " , ',,' fiOri'of "".,,' •.. ', ..•.• ·· •... ·o¥ u~\~s' tlieroo~13' ot problems; fiew."sI>o)Cesmen H 

.. ", '.' E!merging ;c)ut-o~-~Qwn organizers . arriving; meetings, 
- ····>iapp~~ran~eof anti-establishment ..... . 

. .... .• I>res~;. taking people's-concerhi~1:o polid.9al 
tic~~~t:~~no~socfalca\1ses;\1se_of kno\4ripersonalitie~ as draws 

""~'.,...~".,..,'~ espeC;ia~ly.thosethat,liave beeh i~entifiE:~d with:r.-adicCl+ causes; 
uO::lm.,>.u.1:j •. i C:ivi~disobedience,orl'rotest. marches with' the . act~al causes 
ov'ez:S1:1aCiO'fle1d', ·.,fur. l?01i~i9al':r,-h~tori'c; . increased recr\lititig , .. especiall.y by known 

"",--""0,,,;:;, .. ' ,--", ~d radical~organizations; support sought among workers for 
oJ::gcmiza 'in'creasedactivism in political spheres at colleges and 

.commuriic,iues advocating violence as the, only means 

·.c,r;:~!rl~~:~~~!~!;U~;:~~!·~~aSi~i::~~~~=~~~:~t ': . 
. , . .a!:Jitatio~iIl·':Cf,tugee'lIli~oJ:i ty;,o:r,- .f():r.-~ign. . 

cc;lI1I1nUltlit~. es; ,. polariza ion; raids6n~i"JIl0:ri~s and sporting' goods ·.stores; 
... ' . against property, looting,- d~struction,or a:rson(especially during 

demonstrat:.i~ris"marches, and mob actio~f:I); violence~gainst persons,. murders, 
at·te'!llPtea.iinur;:ders,beatings; threats/abductions, public targetting of people; 
aOPfPWeae .. ra ••.•• '··pClho'nCes .••••.•... ·<:)'f.aut0fuaticweapons ~espediafly of foreign manufacture; -discovery 

.... . .... ~actoriEl's~ariunUniti0n. caches, oriargequ.antitiesof explosives; 
indication gf·.terrc,:t:"ist.training; increased ,terrorist surveillance; open 
attabk~'()npolice, military and other symbols of authority. 
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. .. 

1?\liPq~e. To provid¢' a.flexihlesystem fCJr 
prl~f%~,~.zitig t~r~at~ f1~~i~~fCOLE. . 

.' 2.'~~J~r>Il~i'bilit~).?'. .•... '.' . . .. ·.i ... '. '.' .' .' 

'·.·2l:~'~~fi:~,~~~4~r~ff ~{~~~i:~~r~:~±~~{[~?!~~~~if~~~6[f~~!~f~t~-=' .. '·7~·'·:i 
~¥ej~:~~:~:~'~i~~%~~lf~h~#"!~~lP!;:~.t~~dt!~~r:~f~~~Y;~~Z!~=r/ 
irtd1catdrsandjocaIte:r:d)ri~m :indicatorscontairied in Tahle7-i: . .... . 

. . ,)' .i~j~I~i/~i~;~i~§~~~~~!!!~e:· :;!~ta:.~:~~t/I:~:~t~~·in·'· 
;'~: 
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• COLEINST 5530.1A 

TABLE 7-1 THREAT ASSESSMENT 

3. curren.t coricerning 

.4 .ThreClt.M~tdx. Using the choices on the following page as examples I 
dOmplete the following ·mat:dx. 

a. Threat Level 

(1) 

(2) 

_---"_ Malic:ious damage 
Arson. --'--
Flooding 

---.,-~. Smallc:raft attack 
FOCldt~ttqjering 

_~..,., R.eCorddestruction 
Theft 

-'--'-"- E,ctortion 
__ '- 1I?~tagfaa1:tempt 
-"-_.,... s~otage/ ~ommando raid 
...-.. __ ···E~Bionage .... ... . 

Demon.stratio:ns 
_-"-.,.... 1'4915 a:¢E ijr:i.t: y 
______ ·Terrorist event 

Intrusion 
s'lli~trier 

____ :;;;..;....- Boll1b threat 
_-.,.-_ M~il bomb 
---" __ L:i.ghta:lt-craft attack 

Boarding at sea ---

b. 

(1): 

(2) 

(3) 

(4) 

Threat c. Vulnerabilities 

(1) 

(2) 

(3) 

(4) 

Vulnerabilities 

Precious metals 
Controlled substances 

___ Main propulsion 
___ AuxiliarY Eng machinery 

senior officers 
--~ Dl.sbllrsingfunds 

postai assets ---
Sllip'f; stotes 

-~- Supply ··st6re::rooms 
___ JS.rmdry (srikll arms 
__ ....:' Arilmunition magazines 

Clas.si:fiedmaterial 
_...--_ AD~~ystems 

-----
Weapon syStems 
Ship's integrity 
Ship's crew 

Encl (110) . 
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" .. 'Non-GQV~'iliillerifEciuiprnEmt ... ' ~n:add~ti()n to the NaVy.l terns .. avail~le 
allowanc~~ist.s,there are~ddit:i.onalproducts and further information 

~-- ~~-~~ 
'. 1;' ~ " 

. ..; "J,:" ". ; .. : ; .. ~:,:; .~,':'~ ; .. 

il: ······N'£~L "c94et ~'~ 6' . 

"coh~ti~ef 
.. r~6htl()?-~gy~~~~SlSI~erit l?rc:>giatn Irii6ftnat;!ion Center" 

$'O:K. 6 60b,. . 

~~ri'~~;~::'~~~; .~b1·~~~) . 251-5060 
~.' .' . .' . . . 

~or, Clc:lSSIIPLtts . 
W~I:l~iel9- M:fg Co •. 
STE' 66 OB , 35()' 5th Ave 
, .. " .. " '.. '" .. '·r,·· . '" . ... "j / 

10001 
~Ud~~~= Body_~or 

;j;f'{"C"f",c'·"c',: .•. i •.•.•. " .•.•.•.•• 'i':0S.i.E·~.'·0·"."'·~-c.·.·.~;:·d.,.+.;.::·:.:.:0i.::.:=~:::~ •• :·::: .• ".;·. 2::";.~.",..:.. •• _ .... ",,-.· ". ,. ___ :.. ," 

a~:pC1n.~iS.for oUart~rdeCk:' 
'.., . andEC!4iptllent, .r;tiC. 

. (F;;:t:na.ndhl~Beach~ 
(so 9) 42B-05BB I 
(904) • 261-5677 ,FAX 

~~.:.(:.:/.' ;:.:,,':: 

FL:3~034 
(904) 261:-4035 

Encl (110) 
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Ref: (a) SECNAV!NST 5500.29 (series), Use of Dead.ly Force 
(b) SECNAVINST 5500.32 (series), ~l1:ysical Security/Anti-Terrorism 

'<Af":' ':"1' :0: ::a't . . 
").:,' 

(C)6PNAViN'ST sseo:i, I..aWEn.fc;reetn~nt Manual 
........ c··,;·+:·····~·~~:~~'"'(d)··-6PNAV:rNST:S5-30:];4 series,-Pllysical·Secur:ity ·arid Loss:.Pre'ven.tion_ .. _~ •. ~_ .... 

P\li.p6se.To,~~othulgateguici~ll.cia for the use of deadly fordibyshipboard 
p~:r:s9Il,Ilelengagedin physicaisecurity duties. 

," .. :.~.: 

Der#iltion;'" 
. ......... a .. ", .~~~dJ.y ForCe.F6r,c~ ihata person uses' causing, or that ·aj)ersoIl. 
·kriows6r.sbould know would cr~ate a substantial risk of causing" deatli or 

p8aii:Y~~. 

~~~iQ1,1~:Bc)diJ.Y Harm. Harm that does not inc1~lde minor injur~'es such 
as it b~a:9k eyeerbloQdy nose, .. ' bu~ dOE!~iricludefr~cttlred or dislocated bones , 
d~epc\lts,. tornl:lodY. parts, serious damage to . internal' organs and other lif'E! 
tlirea tening injuriE!s . . 
-;.. ". "... '. . ... ," :.-

3 .' . 'Securit:y . Force' Pufies and Responsibilities . 
. F6rC~ dtiti~~;~iil:be:#e,~:p6nsibl~::fo:r:':""'" 

.''-<'~:,:.(~ '"', "'~'.>.:' ,<~' "./ . p. :'. 

of individ\lai~r~itson:a~iy bE!li~ved. to have coinmitted 

c. Guardiltgofprisoners . 
. ~:.:. . " .. <>« :,,:>::," 

4 • USe OfoeladlyForce. 

a. The~'rinciplesori use of,deadly force withfirearms will b~applied 
ec;ll.1ai.l.y to" t~~ \l~~ '6£aD.ywe~pc)rior '. equipment Whic~" \:rhen properly '. employed·" in 
their" J,nb=nc;1ed applicatiori,'would' exert deadly force. i 

S~i~~l.t~For~c:!P€!+s?~~i. wil;!. avoid the us~ of foree. ""here . the¥,c~~ 
carry o\lfthta"irduties·.wifhout:reso~~ing to its uS,e.· tn.!:lu,chcaseswherethe 
\lse offorc;:e is warran.tj9d, security Force personnel will use t.hE!minimti~, ... , .. 
al1lo~to:ffp:rce necessa'rY.toClttain th~ir objective'. Deadly f6ri::e will 'oniy 
be used as 'qescribed below. 

i::~" ·····Decidly. f~fi::e is '" Just:ifi~d oniy under conditions'of extreme~p.ecessit:y 
and alii a iastreso~twhenaJ:l lesser ·means have'failed or ca.rrri?~ re~s()i1iililybe 
ern~:i6Yea. #~ad]\ff'()rd~~~:iustified under one or more of thefQl,l?win,g. 
circUmatances: 

(1) Self-Defense and Deferise of Others. when dea(ily foicereasollC!hly 
appears to benE:icessary tClprotectlaw enforeement o:rsecurity personnel whq 
reasonablybe,li~v~'thems~lves or C)tliers to be.in l.tpminentdanger of death or 
serious bodily harm. 
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(2) Inforin UIl~uthorizE!dpersons who approach COLE of pOsted security 
orders and regulatJpns·~nd.the possible penalty for violating these Orders. 

(3) . the OOD immediately1i.rhen unauthorized pe:rsons attempt to 

.' ...."", " .. 

-. - ••. "~7'C!,~tc'~-"-'-~---"'~'-+~(4l'--Iiform" Unaijtnori zea-·pi!iS'6n~r-Wn(f-·aEt~ti1pt:--Eb;c-Cotne~a:boardCC01.E '0£--" 
the c6iitentso~ thepb~ted security orders and regulations . ". . 

'.. .(5) U'sing'\!minimlunf()rCe 
from g~t tixig acce~:s to COLE: 

. ", .:.~ ~ ", ';.'. 

nec:essazY,prevent ~authorized persons'" 

<:' .. ::.:.:::~.\:':'" ':':" . <,~ 

. (6) tJIl~ui~or;zE!d'person~who come •. aboa:d COLE, despi~eal'l 
erfpJ:"tseC;p±,event'the'i:r access; will. be detairiedlJ.sing ,theminimUIridegree 
f crce necessary. Th¢y will be segrElga ted topside Clnd treated co~rt:e():usl y . 

Pf6~~8ti.£i~: Io'effectingtne prov~s~ons of th:i.s b:i.ll, theCoBnttaii~ing 
off:i.cerw~ltadheret() the following provisions of U ,S, ~avy Regulatic)lls. 

of 

a~ In the UnitedStates',it,sterritories and possessions~ In the event 
of a.'willful violation oft::h~security brders andregulatio~f;J,violCltorsmust 
bed,~taineQ and delivered imrlledi~tely to the custody of the United States 
Marslial for dispos;Lt~OIl bythet1l1.i~ed StatE!s AttOrney. . Depending on . the 
ciicutnst;iiUl9E!~ · .. ()f. thevio~at.~on .iiUld ··lodal .. conditions, federall,aw 'enf0l:cE!IItent 

········g~~fr;~f~~r:b!:~~~~ •... !;;~~~:S~~~7~f~~~:~~t~~~;f~c~~i;i6~a~~~t:~~bf~b·~OLE,. 
sh0l.lni: be~'requestecr ~o ·t:rCip.spor~>~hevip:J.ator (s) ". to' . t~, U:tl,ite~ '.' st(ites.l'o1arshal, 
accdRq;iui~,eci.by a·cqLE. c~TnnlrssioI1ed Offi(;~~:\01ho witIles~ed' th~vibl~tiR~" .'. If, '.' 
the' po~ice. c,q:eunab1e toco6perate~ mefubeJ:"s()fthe Mar-ine COrps orSii6:re 
patrpl,'usinga Navy'Vehicle,sho~tid be usedt,oeffectthe transfer .. The 
IC)cat.ic:m.C)f the nearest 'UnitedSta1;:es Marsh~l may be obtained from the nearest 
Nayal Legal Service Office (NLSO).. '. 

b~~'I:ria.fO:reignport.In the~.velit of willful violation()r attempted 
viol~tic:)nb.fSec~rlty 0:rders. andreg\llation,s ill a foreign'por:' . local law 
~nfo'ree~ent >agencfesshouidbe n()tif~ed immediately. . violato:rs sh,ouldnot be 
~4keri ,iI).td custod:Y'unlesSabsoluteiy'nece~saiy to maintain safety and security 

',' o,f the s;hip . . . 

c. U.S. Navy Re~iati6n~: 1990 
. . . , 

(J.) Articl.e O~40 require~"f:hat the commaiiciing Officer be satisfied 
that .tl1E;ire are.tlo#alltho:riz~d peri3pns aboard before proceeding to.sE!a. The 
MAAwillconducta·~earch.of COL:e: for stowaways prior to. getting urid:e'rway, and 
r~port findings to thE! 1!::x;e cut ive Officer. . . 

(2) Article ()828 di:rect~the C9tnr1\ana':ing Officer to use allresour.ces 
c;tp.d :required .. f orce' at '. his . P:ispo~ai ..to preventthe.S earch .Of . his' ship 'by any 
personrepresent:ingaforeigri sta:e,' orretnoval,ofany perSonnel within the 
confines ofllisco'lllltla1id by any such persd:n so iong as he has. the capacity to 
repel sucll act (s). Accordingly, any attemp.t by foreign nationals, acting in 
an official capacityor'not, to gain unauthoriZed access to the sh1p or spaces 
dh the ship will be sufficient cause to call away a Security Alert. 
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.'. ': "':. . . . . 

<. ..... ...'Jftl:iCle ()9j9 requires the Commanding Officertogr.mtP~C;tection 
alld ~~mporal."Y 'refuge, C;~l}'. ul1del."ceirtaincircu~taIlc~s . Accordingly ,foreign 
rtatiCl~alsw:i.~l,~e~ffordedt~~ same protection, as shill'S company' bu~willnot . 

. .... · •• ···.}:)~ .. gi:a.:htedacc:~ssto/reistfic:E~d., areas or , c:la~~,ified '~terial or.,inf<?rt1lation; 
... , .. R~:fe:r: to':r:efer~nCe(c) 'for additional information' asyitlm and 

l:emp6r~ry. refuge.>:' . .' 
i.> .':."" .. ~ .. '-' _.~·4~ -"'~;.'"':"~'~'~"":"0-.,;..;;.c.,':~";''"''''';'''''''--+':'-0-~~''C.,-,,, ... -_-_~ .. ;-;,,_;':":'·._~ .. ,_ ... "';;".,._.;L: 
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SECURITY FROM VISITORS BiLL 

(a) OPNAVINST:h20. 32 (series),. Paragraph 620.10, Standard Organization 
and Regulations of' the U.S." Navy. ..' .' 
SEcNAVI~$T.s5J.~.36(series), Al.lthorityof Military Commanders Under 

" . theIIlternal:securitYAct 1950 is i,ssue Sec:u:dty Ordersktnd 

······~'(~)~··~;;~~i~~~~<5·7:t"ti·.;·2~~·(·se~{e~··)··,;."pr~6~·d~res· "'for: Handling·.·RegUest·s 
. .' "'Po~iti~aIAsylum and Temporary Refuge 

Internal Security Act of 1950, Section 21 
(Septen\per 23, 195()., c. 1024} 

PUr.pose.,Topromiilgate and a~p:{i~}'gUidance in references (<l)th~ough (c) 
fo~,t~~ph)'s:i.c<ll Eilecu:rity of COLE :E:romGnatith6rized visitors when a Security 

'JUert :i.sinappropriate. 

2 .'~~c~~;6~kd.oc:asiOrially,anunauth()riZed persoh (commercial' agent, 
occupant.·of'·a.'pieasure boat:, member of an anti-military organization, etc. ) 
may attemptto.col1leaboard COLl!: for various reasons including sheer mischief, 
r~ve!7Y ~r~olitic'al purpos~,}~c.-Cfuch ~~:fings may not r~qU~r~calling away a 
Securl.ty Alert. \!\owever, ~ must!'1Je pt-'evented and the l.ndl. vl.duals promptly 
reinove.d., Reference (d) , codff~edas50' USC Section 797,·provides that . 
viola.ti()nof. ordei~ and regulations proniulgated :for purposes o,~ military 
segln:oitY ccins~itutes a federal misdemeanor if such orders o'r regulations are 
posted per S'O USC Section 7~7,: ". . 

,---~-- -;'-'-",""i';~ • ....:-" ',_::,.~~;:"'._ .~_~.~ __ ~"':':".:"'::.:;;~~._;"',v:':"::,;'_~;;,~~._~.:.-..; ,~,_~",_. . __ • ""~~';_'"'":'~_' _.~~~._. _, 

R~$pOri~lbl.:liti~s 
-;-',--,. .. :~~:~.' :;~;:'·~~~"~'.7-:·::~-~~:;-:~ : ~.: "'. ~~.::.::: ~:, .: ":~;.~~i:·:·:';~F. 

a. The Physical. Security Officer will: 

l( (1.) EIl,sure Figure 12-1., Security Orders and Regulations for the 
'"references (a.) and (d). 

(2) Promulgate and train ships force on the contents of Figure 12-1.. 

(3) '$nsure duty officers aJ::"efamiliar with procedures for 
colltact:irig loCal law enforcement agencies while in foreign ports. 

b. The Command Duty Officer wi~l: 

(1.) Co.nspicuously post Figure :12-1 on the Quarterdeck where it can be 
easily seen arid reviewed by a:ll personnel ~oming aboa.rd COLE. 

(2) ~en necessary, station additional Security Force personnel to 
prevent unauthorized access to COLE' . 

(3) If an attelllpted violation occurs in a foreign port, contact local 
law enforcement officials via the U.S. Embassy or U.S. Consulate and obtain 
tlleira.:ld'if possible. obtain the corilttia,nd±ng Officer's permission prior to 
aiJ.owinglocal la.w<enforcement personnel aboard. 

o c. 

aboard. 

The POOW/Brow Sentry/Pier Sentry will: 

(l) Require that all persons, identify themselves prior to coming 

Enel (110) 
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(2) . Assets .' Involving National Security, WheIl deiidly foice'~~~~dpablY 
.... appears to ,be necessary to' pre~Eine • ~heactu~lthe~t' qrl?aP9tage '.' of ." as~ets . 

. • vitCilto natiml~ls~cur:ttY. ·.··pepartmeIlt ofDefen.s~(ri9I»a.ssetswiil.be 
,;~pecif fcally~esigrt~ 1:~<ia.s j'yita.t.to ~atioIlCi~S~C~r~t:}'li .qnlywllelltheir l0f;3s, 
.. 4airi<i~e().rccj~prorn~sewoul~· s~r~ousli .. jeClparcif2:e· tli~ ful,filltneI,lto~' a~n.ational 

"f§i~~~~~t!:~~~;t~;gti:!i~~~~;1~~~!{tii=~~~~~~}~~~6~~ .... 
6~~if~~);4:~~&~~~~IiN~~~~~iO:~e:.~:iifr::v~~~~irt~~~~~~~ 

qr$ap()tCl~~ofrTsour~essy.chaSOpel;"a.bleweCl.pons orammUnitiorithat is .' 
;i#erept;'lY.'aange:rc,its t:b .()tf,.er~ ~ ... ' i. E! ..••.. ass·et:s .. that >. in ··th~ha~ds .. o~ ... ·an 
'ur.iatit~o£:tzea .indi~id~at,#re~eIlt· a . substantial potential danger of, deCl~ or 
:~~~;~~~~d~~ "~~~ic:~x:;~J~:.inclucie:··miSSiles, r6bkets, arms, a~itidn, 

··~:.:'i .. ..... :.:: ;":/" .... , 

DegJ:.eas··.Of FOrce .fgreater to .l.esser) 

~: ·?l[~~~ F6rci...(fire"rlllsl 

c~ ..... chetrii~~lf~ritan:t 
d . T.1~a:z.rn~d se~f:'riefense 

,y:~~J;).i;J,i~l?e~.~~~iQ#~ '.' 
"pr~~~nee'>/ .' ..•...• ;.. .' 

.- ,.', .. ::::"", .:;.'.: ~:.: " :)~.::.: ...... :.., 

··A4Cli~i9~~~:· ~~Q,tl~re~e~is-}?t;" the tJse'o£ .' 'Firearms: 

~~Qhi~9ShotS' ar~·p~6~illiE~d.· 
.";:./-.": 

w.h:~~ci.<fiJ:~ar1l) is discharge,d, it will be fired with the . intent to 
r'~nd~f th:~.peis()n:(s) ····at whom' it i~sh()t· incapable of continuing the acti V:l.ty. 

C~'.:~h6fs· Shal.:t~7 fired. only witp ciueregard for the safety of ·i.rtnocent 
bystanderl;l'and l}earbyexplosives~ 

: ..... ':.: ;::> 

d.·:i:h the (C'aS~()f hC)1~t~J:'edw7a,poris, a weapon shOUld not berembved from 
the hols't~r l.inle"iss '~,llE~re . is i:ea~brta.bl~ .~ectation that th.ehsedf the'weap6n 

.". .." " >" ,".: < <,::".:".'.":. ", 

7. sfrrDinafY~ The a:fc,~em~ll.~iO!ledguid~nC:~ will not be :interpreted tocihthorize 
the·\iSl.e 'dt .tirearms ast~e primaryordeSliJ:able means Oidealingwith'~bJ:'ea¢J:l 
of~e;~~rity.· ·J:f.otheJ:'mE3ansa.reavai+ai:,le to maintain the securitybft:he. . 
shipCUlddesi~atet:lareal:;/tpes'e; al~er:ha~e means will be used. However" if 
thesJ.tJla1:ionc9.l.cbit~sthe:uSe .•. of de.ag.1y force to maintain . security and 
prote9(j,qI1of' :persi:mnelqrinfo~t±ci'll'" "\T~t:al to nat~onalsecur:ity, it will be 
used<in~tich a mari#e:rasto ensu:r:'e minimum loss of lif~. . 
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TIONS FOR THE PROTECTION OFUSS COLE 

Section 21 (Sept. 
'-1'954"'" _ ........ _ ... --.... __ ....... .-' . .--.... ,,'--.c-_.~-·._-·i-··._i·'.·.-· 

it .. ' is herebyorderedt:hatn6 
' ........... '<' ·s unit J s . company and other.t;ha.rfemployees·of 

., ... ,'."'- .' ...con,tZ''7c1:ors 0 areauthoriz~d to perfoijris~rv:ices on ' .. ',' 
boar~ .t~~~ liiti€',w. 11. co'}'e; on hoard, come iD:c:oIltact wi~h, 'orcallse anobjE!ct 
toto~ich'th~un~t without the advance onsent of the commanding'officer or his 
dulyauthorii~ci . . 

2 .Allyp~is~h 
"to exbeed"'$sjdo 
provided' in Z'ef 

'0 willfuily :violates this:r~.lation is subject to.aiine not 
for not mor~ than one year, or both, as 

3. regu ation not cancel or ~brogate any other regulation or order 

C:;C';d. 
:': •• ~ ••••••• ~.; •••••• ~ •••••••••••••••• ' .A~ •• ': 

.... . ,,:. -
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SECURiTY FR()M UNAUTHORIZED V:ISI:TORS BILL 

.. 

(aj I. n.i~rn. a.1."·., .. $~ .. cu.fit.YActOf1950, 
(~eptember· 23, .1950, . ,Co 1(24) 

...... (b) . DOD D:i.f~ct:i.ve 5200~86fAtigust 
(C)()PNA.VIN~T S51i.9 series 

20, 1954 

.... :.;""'. , :. ',: ':, ",;">:. ":::' ~':" 

pJ.rs~~~t to references (aJthrotigh (c), it is hereby ord.ered that 110 
per~bh,;;t;theftban members of th,i.s1lriit I s compiaIly. ande11\~lorees of theUn~ted 
stiitesrior~()ntl'act:o#swhOare ,~14~hor;ized to perform services aboard th~,~· 
lln.it,shallcome •. cd,oard,come inconta,ct \\fith,orcCiuse any object .. to touch 
"the ''lin"!"t'":w:fthout "the" advance c:on$'~~'t "q:f. t~.e '~ommanding 'Officer 'or' his duly 
al1:thorizedrepres,entative. 

2~ AnypE:ir~on who willfully violates f'llis regulation i's subject to a fine not 
~¥.exceeci$5000. 00 or imprisonment for not more than orie year, or both, as 

...• pfbvid~d in reference (a,). 

- R. J. Ud~, ~o 
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.~E.SI.)EFW~SH l)C()3i2S5~.Jan 85 ~ Memotim4um of understanci~ng 
QPNAVINST3i 00. 6 .( series), special Incident: Reporting(OP~E~:~j) 

,", " ;;.... . ..... ,.,. 

,"F-~cie~~i B.ui-E!a\iof;Iri.~~~tigation(FBI}. Per reference (a)'; the"F~I' 
,'.' ret::aihs<~r¥~i"fj~~:L~cticd.()# andoYE!raiir~sponsibility fdrthe coridubt: 6f , 

opez.-a't:::i.8:ij.§,iJ;1, ~oi1~~viGlti<:)n Clss'ociated terrorist/hostage situations';i.h'the 
United sfciitE!s~ '," " 

;~hYS~Ca~ ~~~u;-ity"off:i.ccn< 'The P50 is resporisibl~i~or taJciIl~' iriiti.al 
actionjriecessal:-yto conta:i.n '. theinciderit::' and to' establish :i.niti'al contact 
~iththeh()st::age-ta:kerpending the arrival of NCIS, ,FBI and/or higher 
autl:10:dtY. ' . .' ",' , '. 

:.~:~~.L;;;7_;:;~~~:'~"'::'~ .. -:~"i:l·~:~:·'L-~: ,- ." ~'''7.~-;-, :.':_. :,' ,". ::.:.:>.,>.:_._._~_._ .: ... ~.::;_:~.;:, .. ,~. . . ." .~_., __ ", .. _._ .. "~';.' ," ___ , .. _ .. ~ __ ~ .. , .. ::::, .... ""_ :;:.~ ", __ : .. :~~~,:::. :;..::: .:~~}: ~~ .:~" ..... :.: .. :: : ~ . ..::~.;.,::..~~::.:~~ __ "~: --=.;: .'._~:.._ .• -'_.:... • 

. ,', c>·~()mmcrl:id.I>tJ:t:y.()f~ige:r{CDO)lAssistCUlt Cotntnai'i6 DUty Offidei (AcDo). The 
• ,CDCl/A<:P9>Cl:ge..:*~sp6~~~p~;e: ~~~ no~ifj~Ilgt!tet;9~lowirig persone~~/~geri~£~~: 

. /~:~~,. "." .. 

;h)C~trirnanC:li~g()ft:i.cer 

police (if applicable) 
.' '". 

·LCiw.Enforc!~~E!n~'Agencies 

':. \~ ... "; :" . :"," ... :...: ," . 

d. '·'cr:i~is~~a.~en\E7nt,.T~~m. ,Responsib~efor establ:i,shin~ and 4irecting 'a 
couz.-$e()f·ac~ion~b,i.,ph'Wll.IaJ;1,~mplemente4andu.pon appZ'oval' of the Comincinding 
Of f iC~1:',w~11,1Tli~imize orineutral ize.tll~sit\la:tion. ' The Crisis MClIlagement 
Tea~w~ilincl,lde;:tJi~ foll'owing pe:rs,onne~;." ' 

':EJtecn.itiye Office:r)CDO -: CJ;ist~ Man21ger 

(3) ClcCl!Efi~er(CIC6) loperatioIl~Department Duty Officer -Prepare 
rep0:t'1:s per:referep.c~(b}'It\aintain e?tt.eriiai' communications, conduct: 
notificatioilsand provide' for log keeping . (time line of events). 
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Officer 
Engilleer Officer/Damage Control Assistant (DeA)/Engineering Duty 

- Maintain damage control teams and materiell conditions of 

.:, , ,'. " (5) ,cornmllnicationsOfficer (COMMO) /Duty Radioman U~M) - Make 
'~yaila:61e7-Ebct eriiar~c6tiiil\Unl.c·atTonif;:~·-""-· '~"' •• "~,~.,-,' , 

, N~gdtiat()r(as assigned) . 

. ~: ~ay;ilcfimillal In;estig:ative SElrvice. NCISis responsible upon 
notV;~atic>n forc:ond~cting liaison with~he FB:randto, expedi1::El assistance 
from Special weapons And Tactics (SWAT) teams and services of 'other agenc·ies. 

f ,~~p~l:"t~ent of' stat~ (American Eltlbassy/Consulate). Responsible for 
obt~1ining ho~t government assistance as required whet.. overseas. 

4. ACtions 

~"lfa.cuate ~~cupants from danger areas. 
~",",: "~. ~, -~, ~,-~~:':.. ~-~.-~:~.:.\.~. : ·":;;":3f':":;','...::.·~~ __ .,_",,_ 0"'_';::'-:;'" ~', .,..:.. : __ <-,., _,..;: 

~~~cibl~sha ,~ommitJCl post {i.e., .. B:ddge, CIC~ centra.l Control StC3.~lon 
()~7 Q#af,1::~r~eck).clpseto, but not i:o., view of th.e hosta.ge13c:ene. 

(i) , bbtairi·'datr\Clge control Plans/diagr~ms or blueprints of hostage (s) 
16caHon(s) If not already posted in the command post. 

~sta~l:ish a Chronological Event Log of all' activity and' 
cO'inmunicatio~s. 

>.<-" .. >:',:. 

c. lfstablish cOminunications/dialogue with hostage-taker. 

(1) Act a.s negotiator until ~CIS negotiator arrives. 

(2) Co~firni presence of hostage (s) . 

(3) Attempt to determine number (s), name (s) and condition of hostages 
without causing gr~ater risk to hostage(s) . 

(4) Do not· negotiate for weapons, alcohol, drugs or personnel 
exchange. 

(5) The,Commanding Officer should never negotiate (the hostage-taker 
knows he is th~fina.l allthority) . 

d. Action alt.ernatives 

(1) Contain/negotiate 

(2) Assault 
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(3 ) Disa.ble~it:hsharpshooter 

(4) Chemical" attack 

NOTE: ALT:E~T:rVES: (2''),( 3 } AND (4 }CA:NI T BE REVERSED 
TERM:t~~'i' •• ITB.D~'PIt:rNJtriumHOS~AGES • 

. of~ll ne~otiations is 

';' ......••........ b·;PU;r£l1g n~fJ~tiatioris,' presebtth~possibii i ty thattthe h6stage;tak~r 
<,: "'!li~htb~ ~li()Wec:ltoe~ca.pe, or t:h~t oth~i;clt:rilanr1S'lTIifJht b~ met ... Flatl.y 
·,.,~ef.\'l~ing all' demandsleaveslittl,~ .. reason for 'negotiations ancf~yr&lJt~the; 

o'ffeIlder4~s~k~~~e;' cau~ing him to perf0:l:tl\ rashly ° 

.. c,th;~c{t~,prom~s7~ and. ot:f7rs that cann~~be fulfill~cl~hould be 
a.v6ided~ j;:f~hehb~~Cl9"e~tak~rre~lizeS. false promises are being rtjaCie, he will 
h*veri'tj rea;sor( t:9 b~lieve the honE7sty of further negotiations.. 

'".:'"." . 

,d .... ~.l#n§t#~~e·dPeriod of qegotiationswil.l "lid the negoti~tdf. DeHtys, 
%:'~qu.est;~fo:r;.additioIli:l~ time and other means of prolongirig th~n.~g6tiations 
shc;,uld be u.iilized.·· ' .. ' . . .' 

" ettd -~~th()iit:ativta" fi9'llre ':~!:.~~, :rt Yc?1,1.arta .. to 
:b~~'t~~~eilL·"'::,·'·;;vg.lt ..... · mUI3~':~epres~~~authority' but notoverj\'helm the 

.... "''''clna is a: so.·.·.Undtng bo.ard.· ' .. for thei:r;. proposalsanao'ffering 

'i...': ..... . 

indiv:i.d.uallijsituation:andproblemswilill~lp.¢~tabl.ish 

0f".ten invC?lve matters, .of iega.l< ... 
to the' negotiatioIlsoThe.ship's Legal 

your -re!action t6hostage:':takE;!r'S 

¢e:rta{n.t~.e hos ta.g-e:- taker understands 
but: act qnly asago-'betweeri. 

that you do not make ·major 

LAsc~rta~n whe~ller the~ostage-taker is a 
te'rrorist, "oftllE;!Iltally ill"and act accordi.nglyo 
. . crim:1.nallyorientedabductor: 

crimi~al,.a poiitica.l 
Shouldyo\l. bedoIlfr&i.1:!ed with. 

(1) Prq"l7ideCistrorig display of police/Secu~ity ForcepreseIlce. 

(2)J{ee~ ecilm, maintain contact (by tE:llephone if possible).; be 
profess:i.o~lo ••• 

(3) ~v6id setting limits of your cooperation. 

(4) Look for face saving means the criminal can use to release 
hostages and. s~rrendero 

Encl (110) 
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·..............~ea:p~h~ of any kind. 
,~iitrtd·'anl'0therUlat~rialsthat could be 
S9i.tldbearrne<1>\-lj,~h . a bogus weapon in 

"onl y provid~ hi!ll'with a ~l3a1 weapon. 
~-r:~:>~ .. , :,,'", . ":' .. ',' .. -:. . " , 

""cc~'::,", ."....~'CL.,7 (la)" ··-.Acicii~ional .o~.replacem~nt. hostages"'A"hos taglSl ~ taker'-s~bargaining . 
• p0\ot~J:' iIl.~:teas~l i~'Z"elat:ioll 'tothe llulllber of hostages as \'leI I as the. prest;ige 

of'the hosta.ges"being heia. .Do not help him galn either. .'. ' 

~i~i~i~W;~~~~;i~!i~; ~::~~e!~6/~~~~~:ir!st~:t:~=~~=~1~t~r 
····':Ehe. >hos1::age'::taker will" ri.dtbe furnif'3hed until after thesi t::uatitiri.hasbeen 

C;;~iit:tol.ied:tirilEi!s~6f course host.agesare .ill imfufrient danger of attack . 
. -.: .. \( 

1. " .• 'l'l!.~~oJ.iowing·pages are int~nd~~ to assist the negotiator in analyzing 
captor':illhost:age . taking .. situations. It will enable h:i,.m to systematically 
record the behavior of the}iqstage-taker and other' activities. 

Th~rear~five major ca:feg~ries: 
'Hist6ricalPersona1Iriformation . . .,. ..... .... .. .:~ . . -, .: ": -:-. .;. '; .. ".: ; .. 

~¥ridivi~l1al'D.·."'·.e.· .. '. S.'e:f.1.·.'.·p···. ·t::i.bn.··,········,· 
."-; .. ~:-' . . . . _. 

c.Act:ivity to D~te 

d. C~racterist:i.,csfi.e., mental status) 

'C?!~rtOl99ib~lkvellts 

the 

.3.EaC::llC:~tegory is't±l..ledout using a separate sheet for each hostage-taker 
invC)l,yed~"It 'in.ayevert be desirable to fill out pages for the h.osta~~~ as 

·""e:11.' .< 
:. .,>::.';':': 

4.'Wrtll±neach tnajbr categorY are descriptors that defin~~he ind{~idUalmore 
.$:p~C!¥'fi·~£J.,lY, ... ··"~rticCllc"t~1llh.~ a~~' Ioc::ated to the. right; of eacb4i?~9riptor. 
!ti~~rnpo~¢~t iIl'th~~ea:t"rij,l'lgPfdcess that. the negotia1:C)r tnak~ciD: effort to 
a~Ce¥~~i~,inf9ritat;olloIl.,~r:1lIa)tl3a jlldgE!meIlt; for ea,ph clesc5r:i.ptor~ then 
l:'e9ci·;a.~h~,iIl~~~ti<>Il 9~op:i.n:i.onin oll,~dl:- more C!91ull1I].s~For easier 
e~a:filq.t~9nCl~d'~nformat:;()11·'gath.~ring, . all . descript?~s' are worded soa.s to 
:i.ndic~teth~preseilc:~ofrn:fp;1riation,a~tivitYorbehavi6r, 

5 • ACllE!C!l<:'int:1J.~"lIloI>~#~"BdlUtnI'1 indicate~ the needfor~pt~re~pecific 
info~tiongath~iirl'go:revaluat~on. It ·is important that t:he negotiator 
recorcl'informat:tqn,oz:ac;tivit;yand show whether theinformat~onis either 
present'or anseIlt: foi~~ery'descriptor. 

Enel (l'lO) 
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2. ME:r&al 'DisQrc:lers 

Medical'D!sdrders 

4. DCJ,ct.Or' sName/Location 

Fan{il.y~~tnbers/Location 

Wife/Husband 

Chilciren 

Siblings 

FIGURE 13-1 

5 

COLEINST 5530'.lA 
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' .. :: ..... , .. , ... 

s'liL~~lbiouse 
, .. :.':.:.:.' .. ,,\ .. ;.:.::' ... \ 

¥ie/~&arf 
, ;.... .. ' '.;." ...... .;~,':: " 

:~ : . ..;:. ": .. : ~:'; . ".,::: 

21 . Kno\>i'Ii ··~dd:ress 

FI~ 13-1 (CON'T) 

6 
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Activity 

3. Demands 

4. Deadlines 

6. CloseRel.ationships 

7. Sl.gnif:fcant Historical 
. Events 

ACTIVITY TO PATE FORM 

CommeIl,ts.;~garding historical information : ___________ _ 

FIGURE 1.3-1. (CON'T) 

7 

COLEINST 5530.1A 
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"Ap)?earanc:e 

"'i",,",,,,;;,;,,-;,_;,c'_,2::"~,G~~~);:_~ l.~ __ ,cC~'," .. __ '_~~' .. _ '-~"'-ic;; -.,',.,.' "..-.,,.,,..,., 

·'··'·cl,othX~g/Gr~o~~ng 

~~~;~~~!ii·~.tic;~·"·'.········ 

Facial Expression 
"-". .: .,-. .... . 

.... !mxiety/fe-ar 

Depres'St9Ii7~a(jIt@;f3( ---_-'4,. . 
;. : .,' ":.~ .. :. .. " '. ",'~ 

; Anger /hoshi-lii; 

'Ahsenc~'bf 'teeHngS 

General Body 

DE;!creased/slowed 

Atypical/unusual 

Restlessne;;s 
-i>.: 

s~eech 

Rap~d. 

Slowed 

Loud 

Soft 

Miite 
FIGURE 13-1 (CON'T) 

8 
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Domi~~'eai1~/C~ntrol1 frig. 
...... ," ...... "', .. .' , 

.~ ': . : ". ":' . ..... ..' 
"7'~"SUbrrdcE;sftv~I-Dep'endent:;"~"T"~"" "~c,,""""" '---"';,,,,,, 

H~~f~'ie/cha.llE!nging 

su~piciotislgua:rdeci 

Uric6~p~rative 

3 . 'Feel ing(afiect/mood) 

. . .' 

Predbininallt mood .is 
.' ":" .... ' 

Blun~~dull, bland 

4 • percept~ori 

Illusions 

Aud:Ltory 
Halhicinations 

, . . . 

Vi.su~i 
Hal luc ina.t ions 

()t~er types of, 
halhicinati6ris 

5. Think irig 
-., '. .-

Intellectual 
FUnction:ing 

impairec:i 
corisciousness 

FIGURE 13-1 (CON'T) 
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attention 

:- /~:'.>.~. " ". :'.: <" ". 

Disorieht:ed to 
·······pefsori··· 

:n:lsdriented to 
place 

Diso:r:Le:nted to 
l:ime: 

Memory 

recent memory 
'" .. 

• c-"-·.jc2.;:;.·;:'Y;···":<:;:;····>!:··;;..:;::..=~.~.c:;~. ___ ,-;:i:wIia:';;!;~~ .. _r_E:!l1\o~~.~I1\~!,,9f¥.~ .' 

:: '-": ....... , .: ..... 

Els' preE3e:rlce . 
p:roblems 

Blames others 

judgement~ 
Impaired decision 
making 

IJllpaired impulse control 

ObSeSS:L6riS 

·Compu~sions. 

Phobias 

suicidal ideation 

.' Horriic!tdcil ideation 

Stream of Thought 

Associated disturbances 

FIGURE 13-1 (CON'T) 
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FIGURE 13-1 (CON'T) 
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-<":-' '':'~'-';:~:·~,T:-:.'':':~-~"~-;·~O':·.~'·~:'';'. "-'".:"-

._ I#~ic,dJctiQ~..Theieis an 
re.~tige·fo" defectors, r~fugees, disaster survi vors,and 
nFrie~cl~inevacuees. couldttlrn out tob~hostilt:L All evaCtlee~, 'th~retore, 
~rtlbark~cluncier'conditionsof dur~ss will be. con~ide~~cict rlskforSE!ciirH:y ..... . 
pux-po.~es .. :pel:"Sonri~loftheDepart:ment c:>f the NaVy wi:tlneither . dire ct: ly nor 
indir~ctly i~vite'persons to seek asylumortemporaryr~fuge. 

p;6~ed~r2~.'Iri ac~ordance~ith and in adciitJ.onio the evacu~t:ing' 
c::ivii:i:a~s hili as <outlfnedin reference (a), the follC;t.,ingwillapply: 

a. ''l'llre~are~s will be designated for recovering evacuees. 

sea~~h area (STBD BREM:) . 

Have evacuees board one at a time. 

All evacuees will be received at thellead oftl1El ladder by a 
:·,~,"~: .• ',:c·+,"",·,c..H,,,,,,":~;·:nl;:a1'···.·h;:l+_r'ri·-:f:e~ni·fo~·;ase.arch:as definecfby--the- ·Physica~l. S'~c~i:ityj(Officer 

mr,v."'N ,t() .. ~ prohessin~r area. 
.."",-";-~;".-.,,=-,.,-"'"" ·"h~"';'_:)-:-'·~''''''-::rc:c.-::.= .. -~" , .. ':'-'-.--.. ..,~ ___ ~" - ,,_'"'"~:.,.,';~., -,-- .,~_ 

At:wo ·'~·rif1esllrveiliaricet~~inwfllbe . pOsitioned 
awa.ytooverlook or observe' the personnel se.arch' area. 

Packa.ge search area. (FOe' SLE). Separate from the personnel 
search·area,baggCi.ge will be searched labeled and protected for the owrier. 

(3)procE!ssing area. (PORT BREAK) .' A two man pistol/shotgun armed 
security team, .w:i,ll be located in the processing area. 

:-:" .':'. " .... 

(4)' Tile CDO/ACDO/OOD will ensure the following additiorial 
gua:r:ds/watCh~s. aJ:.emanned and ready at the time ()f pickup of evacuees: 

'(a)S~CU~it.y'watches (a~ required) located. at' stia tegic points 
(one at each tu:rii in iout.'e)hetween the personnel search' area and the 
processing area and between the processing areaandhOldingax-ea --,armed wit.h 
shotguns. 

. . . 

. (b) On~ gtia:rd .~scort,fo:r eacll Prisoner of War , suspect 
persoIlIlel, and d,efector - - ax-med w:ith a pistol. ' 

(c) Gua,rq."anclseritry assigtuneil,ts may be modified at tll$ 
discretion of thePhysfCal security officergeperident upon the numnersof 
personnel being received aboard. 

(5 ) Organization and processing 

O:n:~~ ~::~/ defectn~trlSSlffED 
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" '" A.s;<ev~cue~s areetnbCl.rked,they will be directed by sentries 
~reas fOr census and, assignment to berthing spaces under the:. 
t.he Personnel Officeral:id the WarclroomMe!;;s Offic::~r/~aterer: , . 

. '·(b) ",.~" i~;~tiee~ ;i;i~i;b~ di~1de~: into s;~:ra~e £&oup~'of men '~hd' "'0,·,::<, '~. tc 

, ',". ,co' ',." The:l?e:~r;p;JlPs._~:i.J,lf>~,:f,.~St:l};~!"cliY:i.cle:d into units of 10 persons ea.ch for 
purposes dfad~triistration aJ:id"proCessing. ' :~-T-';;";";;'-

(cir~., '6ffI~er:~ .•. ,a~Signe?i:' bY', the Operations ' Off icer, .••• apda.~sisteCiby 
pr6'ViCiE!~; by 'the Weapons C'1ptrolOff:i.Ce::r wq.l direct (;lna supervise 
under the direct.ion of the'Executive;officeror't.h~ AdministratIv~ 
~stiilg" fdi:'th~ Exec1.iti:VeOf:ficie~'~·' 

: .. :~ ....... , ... ; .. ~ ... , ... ':' ......... ":;:.:>::~.;~~.':' '".:. ",. , :" .. <. , ,/, .. " '< 

'TheAdrniriist~ative ASsistant will record, data, for'idi.tch 
a.ssigrlingheith±ilga:nd r~ceivingmessing 

,','" •. ' ,,""""", •... '.' ,' ••.•• ' (e) E~ac:uees<\.iillb~g~venageneral ex~minat.icm bycidoctor 
C0rPS1l\en.to'determineJ.he s~ate of their health and to cletest in)uries'or 
diseCl.'ses1"e:clUir-ing treatrnen~; Injuries' or apparent. disE!aseswill be, noted on 
t1:ieiJ;' census da.rds. "On tlle.adviCeofthe.meciical offlcer,cme cOmPartlrient' 
win bed€sigriated asa sie,k' bay for evacuee's. ' . .' 

or 

j adcets wiilpe made avaiI~ble by the First Lieutenant 
" if3r~gistereci .. ' :r,fi:~esuPpl,:y()f .. life 

,;;;~-·;;:;:r;:;-T~-rf~.~'":r:'i=;Y"·'-~iTj,"EfS~~~~~'~o~~n--"a:nd::-chi-~?t~n~~~~i:;b~ 
be in ea'cJ,i person' simmediClte posses'~ion 

~~''2'c-';1;'F',,·;:;tih-;'F~~~ig;~~ifi,;,+ ."-,*,~,;,,:,,.,;,2;;'T-'~'Tc:;;'L.+,;_;;,·,i:, ;'i;;"~"_,;.;,;, .• ;";,_"",;._".;;,,._,.;;,,/;,,,; .... _,.;._:;,;,,;'~, _~ . '.' ..•.. . ' •.. ' ... , '. 
_ - _ - --,:,~--~-;~'.":r,'"f.:~,-, .. ~ '·:~-7'-::"-·"'~'-":".-~"':~'~-3"~~_-.~,::"",!::_·'~c_~.~.<.~"'.",,,::"..,.....o;.;"F,;,·.:, .--."'7:..,,:,-.... ;,. . '7"-:;",~.:.,-~ .:.-':.~..:.-,-,i'=;:"f;.; 

,.' .. ' .. Eva·c::ue~Slw:i.libe issued a name tag which must be worn at ali 
timeswhil~ ar~ on board. This tag will bear the evacuee's name; 
b~:J:'tllingspac:~ ctnd Unit number. The $upply Officer will ensure that an 
ad~qu~~esUPPlyoftagS is maintained on board and willcieliver stich tags to 
th~~dm:i.nisfrative(;lssistantl upon request, when the provisions of this bill" 
areplacediptoe:Efect. 

lra.~erSfJ:o~ C1rncm~thesevercd. e~=~t~:~. Wi~~~=!r:~~t t~:ad:!:C~~.i~ ~~:!~ as 
spOKeSmE!D:, .·an~a,l,l'. direc~ions .... and, orclerstoevacuees will. be made through 
them., ·vit~~1.eC1~~:r.swillbe issued'bras~ards' toiqentifythem, as such~; ". ,AS far 
Cl~prac¥~cc:t):)le/uriitleaders should"speak a common language with the group and 

. kl'low'En-glish;" '. 
<.~:<: 

(ij All evacuees will be searched to theclegree ascertained by 
the Physiccii's;eClirity Off{cer. 

'l'heprocessin.g of survivors/defectors/refugees should be 
th.~se·f iV'€! .. i:I' .8 : 

~Silence:ensuresilence is maintained by all noh-ship's 
cbmpany,eI1suring c::ommuhication is strictly coiitr.olled. 

2. Search:ensllre all personnel coming on board are 
searched to the degreeJnd method specified by the Physical Security Officer. 

2 
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. groups 
..... " . -, .... : 

. };.~ :",.,.-.' 

Spee!i: .. ~ 

'S:f~~~ard : .' 

. '",,:': ,.:"." .. :",(~:<-.:::. '\" ~ 

.' .«\. (a) '.> ". " ...•• will.ng~mal1y be subsisted :i.p.sepai~t~JTless·deck~ 
tE!~tiH~:fh81ir~i however, if th~'llumberqf persons sUbsisted,>resu.lts in 

'otei:cr~~tiipg:;'theSupply 9fficer Will. organize and direct . ari~'around the 
'c:i09kn fE;i~cl:ln9:system to ~nsllretha;t evacuees are adeqUately fed . 

"', . 

(b) ..tert.ain.~vac:ueeS~il1 b~detaiied to act as messin~n .bY the 
ieadets .. The~umb~J:sodetaiied and their ass'ignment to duties 

l:lY the Supply Officer with the cqncurrence CC)fthe Executive 

. . . 

. (a) GerieralqtiartersSltat:l~nsfor evacuees will be in their 
assigned be.#thing ~pacel;;. 

(b f '.'~'~ ... theeveht tha t~lJlergepcy stations. are ordered, '.' ~vac\lees 
will remain.i#~heAJ:a..ssigned livilig.space!3·~til diiected.to .as$emble·ata 
topsj.d~ s.:tati6n'1:0abandc>ri sh.ip .bJ:ders to evacuees in emergency si tuat:ions 
will begiven9"er 't:helMC annoUncing system. . . . 

The Administrative Ass istant w.ill be in direct commilnd of 
evac~ees during an Cipandoll f3hip e:\roiritioll and wilidlrect fhe:ir movements 
"~hr9\lghthedelSignated uni.1:. l~aderS. 

--,:.",~:"-'" ;" , {,., 

( d) 

instructing evacueeS as to various alarms that will 
and eme;-gency stations and the action that is to be 
these alarms are sounded. 

be respblis~ble for 
indicate general quarters 

taken by 1I1~ISSIB£n 
3. Encl (110) 
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(9) Baggage. No baggage or hous'ehold effects of evacuees will 
e~cept, that: wh:i.ch ca.ribe readily' ca~r:i.fecl by the individual owner. 

'\.' ........:(lO)t~clde:t:s.'··A.llab8btiJnlbCiatiori r~ciclers will be riggeCiwhen 
"·,,,,<;enibarki~i7debarkiiig byboat:dargdnets a.rid jacob~ sladders " may be used 

:L,.;):.';;'·; . L .. grqb~i:ke,iac'llee~ .. i£. ... necessa,:ry .. ~.~-..• :.:.,c_ .. "-._._._, .. _....,_ .•. __ ..c. __ .• ;.,_ .• _ .• __ ~._ •• c._, ... ~;2L .. , ...•. ~. .-'C .. ;' •• cc.. ..,;--,:;.;;' .• 
c '"' '"'.:: ""," ' '". ": : •• ,~,: ".-',- .:.,..,.::":.: .... " •• 

<;;Til;);;risJher~' ~f\\1~r \\1ill1J.ehandledas prescribed by the P~:Ls~~er of 
B:ii:tiriacco:raa.n<~e with a,rtic:I.e 650. 3 ofr~ference (e). 

}-> 

.... . . ...<C'(i2·)~i1terr8~ationp:roCedureS ~. ,Al,f ,eyab,uees .... (survi ;';o~~, .. 
'rfe~uge~SiPOWEd wiil b~ illteirogate~to the 'exfenf necessary' to allow the 
C()tnmi(nc;iing of~:i.oer, to deferm:!-nedegree of additional security tnea.~ures h¢ must: 
einploY'i.6 eri.~tir~ship iiitegrity~ '. 

' .•. ; .' ..... ....• . ..... (a)'~:rso~nei\OlPl beipterrogated only by a ~esi£Jriatecl, 
qUalHiecioiiicerarid th:o only for information of'routinenature.orwhen it 
isbe):teved lhatth~personnel . may vOl Wlt:eer infcirlnation' of . immediat~ .• 
oper~tional.a;ssi.stapce. . No physical torture, •. mental torture, or any 6fher 
f6r'm8fcqe:rdionmaybe inflicted oIl:. personnel to secuZ'efrom them information 
of .a,nYkind.p~rsonnelwho ref\.ls~ t9. an'f,:;wer may not be threatened, insulted, 
oi-~:xposed to unple;;asant or' disadvantageous t~eatment of any kind. 

4 
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and/or title may be inaccura:te. . . . 

~ayreflect distorted han./:iw]:"iting, or 
with homemade labels orch.l1; and paste 

wires, 

. ", . . 

the naine and 
lettering. 

or lopsided. 

parcel·~6tllbS may b~ unprofesEli1nally wra.pped with several 
combinations of tape used tos~cure the. pa~kage,and maybe endorsed "FRAGILE 

HANDLE WITH CARE"orItROSH - DO NOT DELAY. u· . 

bombs may have an irregular shci.pe, s6ft spots 

(9) Packages or parcel bombs may make a buzzing, ticking noise or 
sloshing sound. 

(20) Pressur~ or resistance may be noted when removing cont 
an envelope or package. 

Encl (110) 
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, .. a .. Weapom( ecmtroi Offic~r(Weo). weo will .e!nsure adequate supplies of 
flash:Lights, handheld ll\irror~, body armor (flak vest}, plastic'ribp()nand 
st.ring' (for marking search.ed~teas) are available t6bomb search teams when 

'C'C~' c·· '. • ...... r~e:,cr,:~~~~::. ...~J: ... : ..... ~.-.-..~ ... ,'-.~~ ... -e._~~~ ... "....... .~ •... _ .......... :._ "'''_'''''' .............. . 

Cml\~~nd . D1:1ty oi:fice~:~cl A~~istarit'eommand Duty Officer. 

~7'''''-:::'·,' -.--

Notify th~ coinmanciin~Officei, Executive Off.iCer and PSO of a 
or incident .. '" .... .... 

(2)' Evacuate COLE when deemed necessary, or by direction of the 
Commanding .'. Of:f16er or '. Execl.ltive Officer. 

". . . 

Nobffy su~p6it services (Le., Base Fire Depart'mEmt, Medical, 
Explosive ordnance Disposal (EOD) Teams, PWC,etc.) when deemed necessary . 

. " ,'>, .: .. ,:. \'::':"':;,-:" '. ' .... ".. .: 

(4) N~tify base authbrities and.chain of command as necessary. 

c. Ad~i.~i~t~~tion Officer. Ensure a cqpy of the Letter/Parcel Bomb 
ReCognitionChee:kList is posted in the Administration and Postal Offices. 

. .' . ..... ..... ." . .~~py.b·fthe. EOD ServrcesRequest;: 

. is maintaiIled in the . CDO Notebook. 

(1) Do not open the article . 

. (2) Do not put the article in water or in a confined space such as a 
desk drawer' of filing cabinet. 

(3) Repol:-t location of article to the ODD. 

(4) Evacuate arid isolate the immediate area. 

b. Pacl;cage Bomb 

. (1) Do not touch a strange or suspicious object/package. 

(2)~eport location of suspicious cibject/packageto the OOD. 

(:3)' Evacuate and isolate the irnmediatearea. 

(4) Avoid· 'use of radios in the vicinity of the package. Radio 
frequency can cause premature detonation of an electric initiator (blasting 

cap) "(5) Isolate water, ventilation and power cables to the areUlClASSIREO 
possible. 

2 
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metal plates)ai:6fu1d th~ 
';:.:.: " 

";'" . 

con!3I~e;r< operiing' doOrs anc:t' haEchestb vent o.f·th~bia:st 
. '';:;'~.-'" -

Ha:v~PC segregate"thE3 
<.·<:r~gulai "M~ii Call.' 

;r9'J In >~i'therb~se, dortott;ohchthe device. S1,lspiciolis objects 
~hd/ordfsarmed, byEOI? personnel. A list:ingof"perm?n~nt 
~nac6~mands ccin be found in enclosure' (3).. AsampLeEOl? 

~fe~v-:i.S~·SRe<:iliest:ttlessage fsprov:idedin Figure J.5-2. . .. ' 

c·:'Y~';~ie~hO~(9B01Th±-eat;s:'! T~ere are two reasOnable eXplanations for a 
rep'Ortihg thata"bortlb has been placed 6nboardCOLE: 

.,.;., .. ,'-,""' .... , .. , ..... : ..... '.' '. ': ....... -.,'. 

;C±) \Thec:allez-hiu3 <ief~~:i.te .knowle~ge of ,or believes'tha,t ~" 
eXr:>los~veoringendiary deviciehas~eenor will be placed cizi'board cbLIi:,and 
the c:~l~'~'~.\Af~nt:s t()mi~imize personalirijury or property:clamage. ...Th~ caTler 
mayhE!eh~persClIlwh6piacieei thedev±ce or s 0l1\e one else who hasbecdrite aware 
'of~tich infoimad.on. '. . 

•... (a) Rein~in caltt.. Rarely has a bomb threat caller failed to 

. . 

Lisfen for.J:()ices or speech peculi'arH:iesandtry to 
ba8kground noises that:might help identify or locate the caller. 

::" .... ," . 
'. . 

Be a.lert forrE;;eated :use of certain words orphrases. 

. . . 
Listen for accE!nts - national or regional. 

(~) Tape record the conversation if'possible. 

(f) Record the date and precise time the threat was received. 

(g) Try to get the caller to answer the following questions: 

,X'where was the explosive device pla.ced? 
: ... : ;..,;~ .. ". 

.a What time is it set to explode? 

.1 What does the explosive look like? 

~ What kind of explosive material was used? 

3 
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.2..' How 
heat, etc.)? 

'..Q., .' Why was the device placed on board CO~E?> 
_?"." ~:;,. _c :,,::,'~'>~';:',2;'>:"" 

'. ..<i'.<,(h) .• Whezl alld . if t~~ caller ahswerecl. thei abo"e quest:i.d:ns, .. ' the 
..... ~,~~'" ;';jT':g~'~~?il:',f~kTii~7f~le~~~att"w'lX!~IlC?tTfY 'fne~50fr"anci7oF"CD~'7Ac~cr'ymme~dIate,ry~"· "'ir"'~-"'~""'" 

following" inf orma t ion: 

"2 The time of de~()naf:i.6n 
'. )!( ... 

Th:reats ..... Save all ma.teri'als, incluclingailyenvelope or' 
cohta:inef.,bhceth~ rriE!~~.itge isrecognizedasabombthreat,fllrth~r 
uriIiedess~ry hailclling .. shOuld,l:>e av6iped ..•... Every possible. effort must beta~en 
t:ore,tafn;~'IJ"iden6esu~h as fill~~rprints, hand.writing ,or' typewriting;' paper and. 
'p()sta,~ mi~Kj"pgs'whichare essential to traciIlg the tpreat .. andident:ifYing the' 
Wj:-ft:er.,wBfl.ewritter{ messages are usuallyas'sociated withgeilerCilized 
thr~~t~orext9rtionat:tempts ',a ltiritten warningofaspeciffC device may 
OCqe~:i.(jnc:iilYbere'ceived. It should never be ignored, .. ' . . 

e.~btnb sear-db,. pro,C:ed~re~. '. S~arches are best conducted bYtwo}?erson 
'of indbricluals familiar with the spaces to be s'earcheel: •·· •. There 

. . . ·~ir~'ea!2hihs.·· a' ~pa(:'~:'out:t~ef()116~lli~·,;~!~L'B~~iC 

(2l~~Bve ~irst: to various parts of the· space and stand quiet:lywith 
eyes clos'ed.: 'C(Iid listen for.a ciBck-work device. Frequently ac::lock':'work 
device rn,~ch"m:l~m cC~il>bequicklY detected wi th6ut use of special e~iprnE!ht'. 
Even if no . cldck-~8rk mechanism is found, the search team is no,w awa:reof tIle 
back!;Jrotindnoise lev~l;of the Space it:self .. 

(3) . The iridividual . .in chaige of the teClm 'shoUld 10ok~:roUlldthte space 
alld cletermirie.how ;t is .t()b~ divided for. searching .pi vision should be based 
oli theIl\l~e;;an9:t:ypeofo1::>jects in the space,not thE! size ofth~ space . 

..... ,.... . 

(4) .,St;art from th~bottom and work up. 

Start :back-to-back and work away from each other. 

the,bulkheads and tllE;n iilto 1:l:1e center of the spac::~" 

(7) After the space has been searched, conspicuously post a signor 
fuarker~ndi<::a:~±ng i''S~CHCbf'',ll?LETED''atthe ent:rance to thespac~j<6rinthe 
space. 

(S )AVoid.conductin~ ralldom or 
when conducting a detailed search. The 

(9) When searching topside 
various storage lockers. 

4 
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(10) searche~6f maChinery "spaces and other spedaiized space~w.ill 
done by personneJ.enfirelyfamiliar with th.e space~ .. Be alert forsmaii 
charges'placedj:6 rupture the hull, high pressuretliping ore:lectJ:id~1 cables 

swi tdlboard~'~ 

di~tan~';,1 i~~ij:~~:;~~~~1~~~f~~11~Q~~~'~~~i~y~~;/,,~rrl~~~~t~'7tp~!!~ ........ ,.~.~, ... ,.,.,; . ..,.., .. 
l'opkers, desks and cabinlats ,searqpes of' berthing ~reas irtay pi~~e~tmajor . 
J;lroblem~ .. with' persoruiE?!l lOckers. s8m~ lockers mayaPRear tot:Lckc:>r' make 
o~her s\ls:p:icious'rioisesbecause they contain alarm clocks, w:dE:;twat,ches, etc. 
The MAAforcewiii be a:;jailable'to'cut locks on lockers, sea~cb. them and 

':th~~"'~:'-: . ;. .. : .. 

>J1)" The order to evacuate. CQI:.Ewill be passeclby theCOminariding 
Office'r,Executi-ve Officer,. CDO/ACDOand/or OOD via thel.MC.AII hands will 
be reminded to sE?!cure all classified material prior to evacuCiting spaces (time 
pe:l:1tl:ltting) . 

(2) Evac::uation routes will be determined by the location of the bomb 
(if known); Exiting the immed~ate vicinity of the suspected boMb location is 

oriepriority. Evacllationof COLE will be by a . to be 
d,~!t:.~.~cm~;~;~5!,l:&theCDo/~gJ.9Cln4/()rooriattlle,tilTle of ,the 

.... Th;;"o:der't'b"eV:ac-uate';'C6tJt\;jtil~'i)e"i:rf':the'" .""~"'i.:i'~'~'~~,:,.~'...;;;:.,:.:;::¥(.f;;.'''';';''' 
~:" .. k'" ~: 

Officer; 
authority to board COLE following.an 

grant 

. (5) The evacuated individuals will report to a safe area, a minimum 
of 3QO fee~ away from the threat~ned area:; as determined by theCdnunanding 
Officer,Exe~utive Officer or CDO/ACDO. '. 

(GlTh.e decision to keeprnission essential personnel bhboard is at 
the discretion'of the Commandi~g Officer, Executive Officer OJ::' CPo/ACno. 

' .. ":".:"': .. , 

.. g.Abt:ion .. The action to be ta:ken will depend upon the information 
bbtained frolTl'the calleraIld will result in the setting afone of three Bomb 
con¥~i()nsw:(th appropriate action as outlined belOw: 

:';'. 

(1) Botr\b Condition I. Telephorie threat, no iocat:iti:n or time 
information obtained. 

(a.) Sotind Security Alert. Muster SSDF at Armory arid crew at 
Quarters.. Conduct rapid search of ship I s spaces using the SSl)F, lookirig for· 
a.ny unuf:l\lalgpjects in.xe~6~e plaFe:s . 

Set modified Material Condition ZEBRA main deck,'· .;, ~ruFir- '. 
'. i ! ~ St ., . ~,·n 

(c) Alert the Naval Station Duty Officer andlocal:$, f"~_JH .. d)L it,.,; ~ 

(b) 

Detachment of the bomb threat. Notification of local authorities in a foreign 
port is at the discretion of the Commanding Officer 'or in his 'absence,the 
coo. 
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detailed search of the 

.. . 

Telephone threat, exact location 'and time 

be evacuated immediately and a detailed 
evacuation· are pi6vided iIi paragraphf ~·of 

not found, the area will remclin e~ty 
by the Commanding 
detoIiatibri) 

Message and Telephone Reports. The CDO/ACDO will initiate 
per referenda Cal ·Jf.the bomb threat is evaluated as: 

a. An attempt at sabotage by foreign nationals 

6·.· 
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b. A national Or international incident.resul ting in actual or potend~l 
international repercussions cr~at:fng tensions or undesirable relations between 
the U.S. arid other countries 

.. ' ... C •.... AniIlcid~nt . whichmayi-esult. i~new~inquiries at the national level 

··· .. :·.·.~·~~~.·7~~~d~~::fn:~:~~~~~~t.:~:~: i;rcJ~~~~!·~£:.,.~~u~:~:I>:~~i~!:~.~L=·~·pr~h:~~~ ..• ~:IT~~~::~,~" .... 
. . OPREP~3 NAVY BLuE will be initiated. If the 1J6mb th.reat iSE;!valuated a hoax, 

auni tSituationReport(SiTREP) .' will beilLitfat:ed . 
.... - .. 

" 

.• ~J .··Thef~llo~i~g'e"ercise is prbvided. fr6mr:ef~renc~. (b) to train wa~c;h 
te~~ :J?ers0I1n~l :i,n: report::.::tng procedures" for bomb . threats, bomb search arid 
damagecol1trol.'The ship will beiIiport with normal watc~es set. 

b;offi4:;!er Conducting Exercise (OCE) ~esponsibilities 
".,,~. 

(~)ini~iate .bomb threat/bomb threat hqax call. The caller will 
state immeliicit:ely'iTHIS IS A DRILL. YOU HAVE A BOMB ONBOARD. THIS ISA 
DRILL"followedby the exercise call, 

.. . 

'.' . (2) Prepare a narrative post: exercise report with a m~n~mum 
classification of. (CONFIDENTIAL)t~t~eCommanding officer of the unit 

; ~:lt~f:r&is~d~;~t '(A exerciseL ·rep6rt.may·b~.substi tut:ed}S.L.;c. . 

. :: .. :.' '. ' . .::,' . "::":,.-.. :: .' " >::' -. - ... c:;,.;'--,,·~,",~_.-o:-,<,-:;:O:f;'. v.,.",~o~ "",.,/.~.; {~i':~,,;,~ .::0.-.. "'"&Y'-'"~ 

. Dut;s~~{fo~will : 

(a) Review procedures for issuing the appropriate Operational 
RepOrti- (OPREP) and organize a,nd conduct a search for the bomb. 

andfio6ding. 
(b) Check damage control procedures for internal explosion, fire 

(2) The Eyaluator will: 

(a) ,Coordinate, when Jlecessary, with appropriate observers, the 
conductor the drill, 10cationofE;!xplosion, damage and timing. 

(b) 

of EventS (SOE) 

( c) 

search. 

Co()rd:i.nate timing if not already contained in the Schedule 
(i.e., explosion +45 minutes from delivery of letter). 

Revlew ship'S instructions on reporting and 'conduct of 

. "" ~::,::; 

phone """ to {~~e 66Dt~:,,~~fbl':i~: ~~:il~!t~~e a~:t~~~rt ~fU tHCJ 'S··· ~IPfCn~ 
Evaluator will monitor ship control reaction and functions in resplD'ltlnfl t/'f~ ~l.,., t, 
letter/call. (Ship actions - commence OPREP procedures; initiate bOmb search) 

(e) Monitor search per ship's doctrine. 

7 
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Forty-'five miI1tlt~s after the letter is deli\Te:r~~i{mpose; 
pre1.(iously with datriage~'oitt:i;dI' ..... 
PORT SIDE, THIRDDECKllan:nouriced civ:er 

~~"'~~~¥'clfuoe~~,i~~7~~~ai{r~~1~~~d~~:!~i~~b;~·.dis~i~#£~~~i::a~ct. 
". 'loc~i'tion;, ~6ndllct stanclard~hipbo~rdp.~~age coritior'tiaininga.~'&ppro'P:riate .. 

, '. ,.~;>< .......(h) Mbnito~':shiPcontrol . .At appropria te t~~~:,:{f !l~d~~sary I 
. 'i:n~(:)rril,Ci)9!4cDO/6gD'}hat:~rilY one bomb was used in the ex~rc::ise' a.nd t~atthe 

:":o.ril]. i13s6trtplete'::<:', .... ..' ..'. . ,; ............... ,..;.. . ......•..• 
C,.'; ······· ...... · .. · .••.•. ·.a.:Th.l.i il3aPASS/FAI;exe::rcise gradin~ the proficiency of ship's c.rew in' 

. ........ .coIlc:lyct:i.ngpi-oc'edt.\res fora, bOtriJ:, search,. honilithreat reporting arid damage 
·cOri~f.ot •• L~Onfu.s:i.on apdfnef:Eectiveness9fithe' part of' th~ cJ:~\\f~he!l dealing 
·with;;tnydfthe.a~o.ve ci:iteriawili. result in C!'failing grade~ .. . 

B 
Enel (110) 
Page 38 of 98 



'tmeyehly d:i.~tributed? 
' .. ' " .. ~~.: " : ." "' ;'.: ... " . " 

. ,,~.:~,,"~;:~~~.,"~,.~ ..... :,~·,~~.,~~~~,.l!~~i~lf;~l§~Jl,.~Stial f dr 

ehv~16p~~, bulkiness, an inch or more in thickness? 

J:'~""::;!" .. ;::" .,: 

a': '146 r~tur~addreSS? 

handwritten address? 

normal, partic::ularly along its center length? 

5 .).;st:Jtn~$.,.).Mbre than enough postage? 

7. 

an unusual citY' ort6wn? 

a. Foreign W'riting style? 

Mi'spelle4Jords.? ~ICUSSfP: 
M~l:"ked a:i.;~ai1 ,registerE;id; certified or special delivery? 

b. 

c. 

d. 'Mafked "tlERSONAL" ,."CONFIDENtIALi'; "PRIVAT:e:,"or "FOR YOUR EYES ONLY?" 

FIGURE 15-1 

9 
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or'fqil stickingo\lt or attached? . 

Should a suspicio:u.s packasie or letter be encountered: 

.. ,~ .. ~F])d NO~ 'l'ot!C: IT! 

FIGURE 15-1 (CON'T) 

10 
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,±NFO~TION REQUIRED 
',' DOWNGRADE/DECL: 

BT' 

BE P~OVIDED AS FOLL,OWS : 

{E.G. I RESPONSE TO EXPLOSIVE ORDNANCE 

MOVEMENT'AlIDPROPOSED 
.",' . 

REMOTE AREA). 
REC9VER 

MODElS 

POSSiBILITY OF DETONATION OR 
EVACUi'l'E SPACr£, 'REDUCED 
ETC.) . 

INCLUDE WINDS, 
AS APPLICABLE. 

FIGURE 1.5'.;.;2 

1.1. 

MESSING AND BERTHING. 
AND THREE ENLISTED. 
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: 1 

1. ,Purppse. To assign responsibility, promulgate procedures and provide 
guid.ance f,()t defenseagainsi::' terrorist attack by suspicious small ,t:rcil'f,f;:aifid~:, 
floatingd~Y~c:~s. '. 

-.-~;'7~-;:I~~~~J~ilY~;r~~tf"{~?!~fic~~C~S~i~::~~t~~.~!~~~,,:t~~:-..s:;t~d:i 
·tn:fned61.1?-~:aisoBellsedto damage COLE .. Doctrille exists for deCll:frigw:f~h 
th~s~threats ~h~leatsea~HoweverJ. when iriport or~t anchorage, COLE is 
mbs·t,;u.l~~i-~~letos\1chattClcksand must plan f0l." self-defense. When General 
Q\larte!s~' ~.sri8~feasibl~/ ... ~he Security Force,SSD~ aniiAFWill.b~'usedas 
primaiYcietensea.ga.instsmall~itift, and will prompt the -domriland t8' a.ctivate 

An~bSmall Craft/~loating Device watch pill to prevent such an a.ttack. ' 

a.'Pibietibbat(s)' can act ~'~." a tr~p wire or early warning device in 
S~c1Ji:Ltia.Z:~~~~fbrcement. It can berik>st e,ffe~t:i.veasa f~s~ reaction boat 
inaio,wtli~~at ,~nvironment, or patrol Just inside the d~f,eIis~ve·perimeter to 
spoteXP}osi~e devices or challenge intruders in aliigh threat environment. 
III eit,hei" case, . the boatcrea.tes a layered defense. A determined attacker 
would have to de?ll with the picket bO?lt before approaching COLE:. 

and,~gS~onSibilit:ies 

>,i':~!i'~; ':'~:f§~:'Sb()ii\CD6'w~ii c', , ' .• ' 

······~i;~a~l~d~~~:~·~+~~tt,~d~~fI~Mr~~~{~y~~ris:~~~i~~ .;r.!! :.~ra!t 
(:2) . co~tact base/port authorities, friendly aircraft' asset commands, 

host natiori~itt:liorities upon annoUncement of an increased 

b. CSO willerisur:.eop~rational readiness. of surface and air search radars 
aIld cominunictit.i~n· systeni~ required by th~sbill. 

c. weo witl: 

" (1.) Ensure dperational readiness and cOtnl:Jat capability of arms 
required by this. bill: 

(2) Ensure security Force and SSDF pe~sorinel are trained. and 
qualified 1:0 opera.te weaP9ns they may be issll~d as required by this bill. 

d. COMMo'will ensureadeguate comlt\'Unicat:i.onSlequipment is available for 
securitYE"orceand ssDFp.~rsonnel as deemed necessa.ry by the WCo. 

e~clcbwit~ en$ui~CIC~?tchstations,andlookouts are tr~ined arid manned 
as required by this bill. 

f. The First Lieutenant will provide boats, boat crews and appropriate 
equipment necessary for establishing a picket boat defensive perimeter around 
COLE. 

Enel OlD) 
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. ~ '. ; 

Manning :fora. 

>'a .....••... u~on·noti~:LCat:iOn by higher 'authC1rity and/or i.ntelligeI1ce agkIldies, 
thCit~he thr~atof •. s·m~ll craft terrorist. attackH significa*t'the.cno.will ' .. 

. .. ' .... .!·rlg~~fy;'th{chain·9·~.dommand,· psocirid/orCSDO to .. aiex:t Sec,ur it: y .. F'orcie.~p.ci's'S.DF' 
. <··::>..p~,rsoIffi.el,andl'L:d.se with united states Coast Gu~rd (USCG), local host-nation 

"'''~~?'7''7'';~~;g~i?~I-;;iir;''C'i)aE3-~'' .'. s e·bu:i?:ltY··'and?or··port;,·~tithoi:tEteEr~··"~~~'···i;';t ;"7-""'>"~~~'7:;-~::'7"~~+-'~"'5':':"":""~""" .,- •••.••. ,.; ••• , 

····.··::.f:;;;< ····<h.·:·if:inpBrtor. at arichoranciGeIlera.:I. . Qllar-ters' is .. sounded, altef~t:i.bns 
;~ii'i'if;s ·rt(~·d~>tothe condition IWatchB:ill tqafi<:>wdeSignat~dSec\.lr:{tYFor~e, 

S,'$pF"'aIld/6t- 'AFpefsonrlelto remain .·.Ci t th~ir~ti~small craft:i:Ligh~; Aircraft .' 
. Atta:;;k"~~1=:Eh~t~tionsuntil the thre~t is subsid~d and/or C6L:E:'get~~Aciei'way. 

,~i·'6.. Ma~ing.When warning ola significcint threat is re~eive~,"w~th ~;~ 
.wit~out:iiIi·associatecf incr~ase in~EATcoN, anda.t the discretioribi·· the 
c()rrimanCl.in~Officer/CDo, the:Eol1owiii9st.at~ons will be'manned, as' a miniriliim, 
by SSDF,AFand/orother qua.l~fie(i ship isforcepeJ:"sonnel : 

CIC 

15 RSC CIC 

15 As Required ASA CIC 

15/60 n/a GFCS CIC 

60 n/a EP 2 Op~r 

n/a 

M 79 Launcher' 'rJ-/a n/a Bridge 

15/?2 n/a Bridge 

Lookouts 52 n/a As ReqUired 

M-60 68 n/a n/a 01 Main Deck 
As ReqUired 

2 
. , 
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B~~£iirr:s' R~ie~k~ 
'OrC:I:lc)i.n?lilts' "'absE!!nCeif 

will be given by the'co~ll\aIlding 
.. ' ~ ". 

'~"",,",,"'-~. ,. ~7\.~-'·~~'~~~-";""':"·"" :·~~~:·:~:"·.~:~~~~"':.:~,~,~::~~·4~t=·~+·":;'~~~·~~::·,,:;~-.';-;:i~?;~-,"';:r-~'. '{:" .~?"."~~r.;;' ..;~~');~~~;~:~:.~;~,--.<:." .. -. ,.,,-; ... ~-,~.,·,,-~,i'". ,,$,";';\"'- ";"'?~~~-,":"",--::-~-"",,"-.:,,~<~.,., ~~~ ". "'~'- ,~",j""';:--_.':-;;':":""~~~~;:-"'-'" ;~~· .. ~;:::";;'r~",-'·"""ff'~ _ ...... : ~"' .. .;."' .. ~~~. < ••• ~.>c~T'. :-,)10~~;i 
,' .. " '(2')'LoBkB1H:····. tri3,inlng. is···.essendal· and. ;:;hould include" 
hu:fltand 1l1t~a:light. a.i~cra.~t'. "i< ",« 

.. ..... I ~.J#i,; i¢';ti""~g,,ivi."r lins) wi11conduct I d~nti fia1?Joh 
F;iend, or' Foe .. CIF~r '. ch~ll enges' .ofisusped:. ships a.nda'ircrCif t~nd'f€!~ort: to 
·T~ct·i~~i'."Act·ion· :()"f"f"icer ·(TAO): .. :"::·; ¥/'i.:>"·· 

. "'"":'; '. .: .. ::' .. ' :> ': .': ".; . '. '~ .. ,'. 

(4) Ath{~ht,darke¥~h'ip~ili be set to include anchor lig~f~atthe 
di:~cr'e~J<:lIloft~ecoinmandiIlg 'O#~icer/cDO.· . All'topside w£tches'\oIilfbe'issued 
Nlghtyisj-o~ Goggle~(N\rGS)'±Lpark:eIl ship is not ~e:sire~" tll,e;,entir~ 

. waterline (36odeg:rees) . will,bei:tlumiI!~ted while tops {de deck iightiIlg 
off. 

'Hi) MT5~ wili have a 20 round I!\ix of SS/ILLUM with reduced ch,al:'ge 
and MT/PDloaded£o the 1.da.'aerDrum. 

'Pickef··· e6~t Deployment: 

';tt~~~~!Zi~;~1~t~~dll~w~:~:~Ij~~~~~~i~a{~~~!!ni:g~:;;; ......... ~~ 
profile patr()l,tp~RI~\.1~:Llre~Cli~ri~:in a positionof~o~'v:Cs:ibilityir()m'which' 

, the security ~reacaribe'o~serve~'and from which 'rapid r~sponse is possiple .. ' 
'Tl1eRIB will have.;engin~s'turningat'all ~imeS.Theboat· crew will remain ,. 

time;~i::egard.ieS~6fthe threat situation. 

> •..... High .prb'iilE!!'Patrdl .. D~signedto prOVidema~i~~m;ectqineSS and to 
'l?r¢s~#~af,Qfce~1i~im~ge: 'The RIB will patrol 50-l.00 yards ;Ilsidethe 
sebur-itycireab0'0darytodeter an ,intruder from penetratingthE?secu:dty 
are~.',Max:i.~~myiSibiri ty wili be maintained. ···The' boat' crew 'will be . alert and 

.rE?c:l,dY to act.~tallt:imes. .' .. . 

'. c,. .Stopping-~ Il:'truder. . '1':tlepick~t boat I s task is to keep an intruder 
'Ciwayfrom~l:l~t:a,rgetship ~ Succ$ssful' threat identification and target 
.defensedeperi~.~n:i.mmediat~ andcor:rect~ct::i.oh. 

(l.) AsSOdIi as an iritr1l~~P~~ identified, the coxswain \<liilputthe 
boat hi a position which will requirkthe intrudert::o take: som.et.yPe of action 
tocontinuetowab:lsthe target . Flash a warning light ,sound the horn ana use 
the. loud hailer t'o warn the intruder and direct him to leave. 

":." . .. '.: .>:". (" 
(2) Th~'Intl:'uder 's re~ct::i.ori determines Wh~tto dQnext. 

(a) Intruder turns and flees. Do not·pursue. Protect the 
target. Be aiert for diversions. 

(b) Intruder evades and continues toward target. Contact the 
Attempt to OOD immediately and accelera!:e quickly out of thr 1.; ...... n'f 'fire. 
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at 

J:~~;~derat tacks PiCkl:t./boat, Contact tli~o()bimmedia tely. 
'Acc';ierat~~ickl.Y6titof theliI:l~ otfirearid defend your bdliE as'" , 
<Att~mpt' to keeptliej.l1.truder (s) iii' sight; ,at ~ll times. 

: ... " .-.::.:<~;::}(.'",'( .." . " . 

(aJone r4I<':' 7 9 grehaciel.aunc~~r arid 

"'d» )/ TwO' M~'i4rifl~S,wrih~(rrdGnds bf ammuni~lc)A~~c~~. 
,Resp6n~e;, tQ'trA~1"e~ict:ed,small~~lftAtE~ck. In the event:f~~~ntil>forces 

", '-Wahle 't:of()r~#~i:n¢9i.E:,Ofa.. terror~.st at:tack, the seci.u;fty ~6rce, SSDF 
AFm\!st be able to respond'quickly to,position themselves inciefense of 

." ." . ." .,. ., . . ..... \ 

.ia.", ,~~e6dl)Wiil pas s, .Ehewo~~{":SECURJ:.t¥ALERT " SECURJ:.fY-' ALERT I A.WAY.THE: , 
s¥~~tt.~¥-~~·T~~ BACK-UP ALERT" FORcE' JUri)' RESERVE FORCE. ALL" HANDS NOT " 
INVOLVEI;l,STA:NJ) 'F¥T.. REAsONFO~'SECuRITYALERT' SMALL CRAFT /PORT!STAlisc,1Utt> 
SIDEL> SET 'MODIFIED MATERIAL CONDITION ZEBRA ~IN,DECKAND BELOw~;"(pass.t:wice 
prib:r' tc:i"·hi.J?~~.a~d':fo~u:times betweeri Taps and Reveille to ensure a1.lhands 

" areale:rt:~dl:;i 

'::~i ..• ::;;*~~:::~~?/c~po". wiil,:,' •. ove~see arming of thE:! " 
,::,J.~\z;:j. :'i'" - '. , 

" "" "?$':;,;:;,:,qJ:i~,~t,~~,~d;,~~~,, ~~~~,~11I,y,~.~~.~.~1?~e,~El.~c!.;.t9);.17hE!. "~i:~q~c~.,.~~<:1..~~~r.,,I>,().~:!t:~9~);. ,'C, '" 

" to', }:)I:~~t:,§I:~.en.d;t:hesfipfr:c>m ,thea1p:1q~ce<ithreat.' , T1:lre~~El1liberEf'~i:qproceed 
to the ,a:ft'<:IWSdesJt'and . t,aJte d~fe~sive pcs ition. ~a~h teqmwiliimmediateiy 
establi~hcotmllunica.t:ions' w:i..t:htheBficlgevia IVCS Net 68 'orl1.and held radio. 
TheCDO wil:l~roce~dt~ thl:.Bridge and control the team~ once4eployed.· 

d., ~u.thb~itYt: cormriehce fire will be given by the co orin his absence, 
the CDO.'if1?~6per auth.0rity is delegateci., III the event. N:et68~ndhcand held 
radios be90'~~UIl4sable, "t~~ 1Mcwi~l' be used tio dir~ctly coritrol' gun, ,teams. 
This"Co~t;~qJ..w,l.if b~ ~xerc::ised' :f'ro~, • the CO I s/CDO I s command' post. Standard gun 
cOllt:rolcort!ifta.tlds and firill,g prc)cedures will be used . 

. ",. . ,. ,.' .' .. ,:. """ '.'" . . ,.; 

4 

UlClASSf,HED,·' 
.' ..... '. 

Encl (110) 
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': :.... • >'., '- •••• 

Officersar~ fanliliar 
in a fo:teign J?ort: 

the signed se.c.:urity orders' .and reg1:1.1ations at the 
pl.aces whenever t:he occasi6n warrants • 

..... '.' " .. -: .. "'". 

ff the attempted vi6ia,tioIl·· occurs in 'a f~reign port:; contact 
law enforcerti~nt offidialst6 obtainthei:r aid if pos~ible. 

Petty Officer of the Watch/Topside Sentry wili: 
.·,e· . ..' ", . 

:(1) ±rifoiJn the 000 immediately when unauthorized persons attempt to 

Una,uthorized persons who board, d.:spite all' 
c.u~tociy using the.TIlinimumdegree of ·force 
topside and treated courteously. 

or 

d. In effecting the provisions of this bill, the Commanding Officer shall 
ensure thatth~ p:r()visions of u:s. Navyr~guiati6ns are complied with. 

Encl (110) 
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• COLEINST 5530.1A 

(1) .In thelJrlited Stat~s, its territories CiJ;l<l posses~ions. In the 
event of. a, willful.,.iolc:it:io11.of the security orders and regulations, the 
violators must be;ta]{~n'intoc\lst:ody and delivered immediately to the custody 
'of ct .. United .St~~e.~Mai-shai,for .. ~isJ?6siticin. by the United States·Attorney .......... . 
D7pe~(iing' oll.t~echrc\lmstClnceso·ft:h,eviCllation· andlcical conditions> Fed~r~i 
;~aw~~~orc~ment(;iffifE!rs:·tTtctYb~w:i.iiingtoal:rest6l:' take cust()dy of the' .....• 

~~'+'C',~. '"","' ·~·vioJ.-rfror at .'~ll~~~in1i ti . :cit:l1eryJ:Sl!--t:ti:e~~vr-:mll~s'~-a-c:!-C-6tfiP-l-i-S-h~the-':~f"anS-fe~.·C'i€y~·~'"'·· ~~~~~ .... ''-
c01lll~yor st:~te,po~icesJl<;)~J.dbk.re¥e,s~edtc,trartsPcirt theviolCitorls) to the 

, ' , 

,tiIl;t~~'States'Marsl1al,,'adc0luP~ied by a COI.E()f~icEarwhow;itnesse<ith~,. 

·······~eo~~~f~1:l~~fi!1t:~=:i.~~1.!Cia~7~:ITi:··,··~~()hi~t~~Cl~:~dm~t:i:e6! ··~h: "'ff~!::e~~~S' 
Tl1EilClcati.oIl'o:f ,t~e . nearest united 'states 'Marshal maybeobtailled froJri't:l1e 

, , Ile~re~tNaV:~l Legal ser"i'ce Qfiice~' ' ' , 

>(2)Iha .• ~or.~:i~ Port. ',.Iilthe event: of willful violatio~ or 
atteinp~.ep.viola.ti9n' dfthEaSeC\1ri~}r or:dersand regulations ina foreign' port,. 
thE!local,iaw.erif9rcement a.g~nciessJ:louid, be notified immediately. Violators 
ShouJ.d.-!l'()t ~e 'dlkeOin.tC:> custody uriless.absolutely: necessary to maintain 
COLE',ssafety and~~:Curity. Signed sec\lrity orders as shown with paragraph 2 

delEated, should be used in a foreign cOlUltry." 

(3) 

provisions 
, Effe~'ti.ng die provisions of this enclosure. Ineffecti11.g the 

encl~~ure"tb~c:ommanding Officer ,shall ensure that the 
Na"¥,:rE!gulati0I>::~arecomplied with. 

" 

2 

• 

lI~ef A~~IFlFR 
l' ;(. _: ~,"."".. 

Encl (110) 
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OPNAVINST 3120.32 series; StandardOr~aniza.tion and Regulations 
• thetf.S .l:iavy. 

--··~·;:·Y»:· : -

_,_. _"'_"'c'-~~1_.pur,p6~e.;T6aSs~~re~EoIlSi~ilities and Er6~Ul_~_~S~~~roce~~fes for defense 
' ......•.... ag~:iil~.t .. ~n~~k/s~i~e#at:tack: ...... . 

IhfoBnat::i.Oh. ';'Wh~ri'rti6di-~d oranch"red,S~iPs·areextretnelYVl.llnefabl~. to 
att:c:u~K bY~~f1l\me¥~atfd Aiver~. .TO ~nsure Cc:>~tiS capable of dete9t .. :Lnga~cl 
d.7fec,tt:i.ngs~~a¥ att~~~, sec,:ri ty F()rce and sSDfpers()nnE!:t • mu~s hSC)lSganized 
aildfJ:"a~I1~~f.6r. tli:LElp}lrpos~. .The·bestdeferi~e:is to getorremainUIlderway; 
h6~eyez.,I~:that is n~t possible~hen countering swimmer or Underwcit~r attack, 
the fo:lid~ing fact9;rs,mus~be~ol:1~:i.dered:· . ". 

. ...... .a.~ti .. sne;k:~tta~~/Allt.Ls:immer watc~es will be 'manned at' the 
'dfscreti9~6fth~ Comltla.l1,~ingbffic~r/CDO when sn~ak attack is p!6b~ie or when 
dire~ted by ~ighera:~~h6~l.ty. .. 

,.' .. '-: .. ::'. . 

h. Unde~a:~~:r~W:i~erS are" PCirticularly .. vulnerable to uricierwater 
~Xp.16sioriari.di~ferise·no:i.s:e.·· Deferise measures against underwater. swimme:l:"s 
shouldincllide t.he·· detoriationof concussion~re~~des at random'intervals>ancf 
adt:::i.V'e t:dUl~1l\i~~:i.6~of ship.·s sonar andfat:hometer. . 

.. ~~ ..... . . . . =;;~~~ii~t:;,:·"~:~ ":a"&~ftn;' ~f~, ..... ~ .. o' 

J.1'······D~len~~··;a~~i~st: ·····swifumers 'i:md~derwater' at t:~~~houid beemPna~ized 
'du:ri~g' ~~r:i.ods6f ~lln:i.ted 11g~tand during periods of low visibility.. . . 

e.'Dur~~g.riight()ttimes of reduced visibility, . topsid7 decks Should .• ~~ .• well 
'iilu~inated.a:S w,ell as the ship i f3 ·.wate:rl:ine to prevent swimmers fr"m spotting 

.' .SE3curit;Y·· 'forCe/SSDF personriel posted .. topside I and to provide Securi t::y . 
F9:rce/sSP~'pe:rsopriel the best capability of spotting swimmers approaching the 
sh:~P· .' . . 

Ptodedur~s 

)<'I'he CDO/ACDO wil'l: 

..... (1) Mcliiitaina radar.J;a.tch. of the area aroUnd the ship to ensure 
d.~~~ct::i():ridf ~trici.i.iboat activity which may indicate the initiatiO? of a 
~t:::t~ck.··· . 

,.::. ,.' 

(2lEstablish tacticalcor!lrnunications with U.s. Navy ships in the 
for' warning apd.' ge£eI:l~~ coord.ination. 

(4) Post a watch at the ship's searchlights to illuminate small boats 
swimmers sighted. 

(5) Direct th,e ObD to illuminate topsi""- nF!cks and waterline (.360 

degrees) . Encl (110) 
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wcitch and(Ur~ct the w:~;~h to 
interv~lsn6tt() exceed 5 miriutes. 

DirJct theE~btCl~1irn ship's sci-e~s arie! cyble rudders. 

'~i;:~~-'t~~Ejj6tc>~~etfu6dii'f~d Materialc6~~{~id~ 
'· .. · ..• ··an·c..~~e··"·-o··'w'·.· :",." ~~~~~~~~~~~-~~--"4~~4 

LU 1.)C1 :.~ ".,;.:, 
-; .. ' ..... 
. "' . - '. '"-",',' ;~/;':.' ...... ' 

: ".::' <.<:": ' .. ":~, 
The p~y~i6ai 'S'ed'ilr':ity Officer' will': 

... indica£ii~;o/~f:~~~t~~!~:!1~~~:~!~~;;;!/1~e!!!g:~~:. ~~m~i;e f:~i;is 
'loc~'t~d~ ......,' <; '~, ". 

· ... ::;·-'~':c~y'«pro~~1e· ·~ma.:l1. ·.anlis·aii4· <:oncussion 'g;en~d~s.to·· ~ti~ sn~ak" 
. Attack/i$t.:i.~swimlii~~~atch pers6hnel ~sdir.ected by the Commanding Oft"icerjCDo . 

. .... , <:',\.,: :.' 

(~)'Train p~rsoiirl:ei ·iri t.h~duties of the Antj,~sne,akAttack/).riti~ 
swimrilf:!r,wat:8#~ . postwa¥ghes.\Jn,~hd:irectedbY, the C0mtnandingOfficer/cooand 
en'stiieWilltch.standersare kriow;Ledgeable in their assigned duties. 

.... ' ..... , ... 

'('4,' ·Recori1rnEi!1).dte> thE!coifunariding OffiC~r/CDO/ACD6 the number and 
Aiiti-Sneak: At:.tack/Anti~Sw:i.inmer wat.ches to be m~ed. . 

''RT,iI,'-r~~ ,.,:pi~r:s~cli~itY~ridPier ' 
c,f the'·' thre~t . 

.. /:; ...... : .» 

'~Jstruct'~atch~tanders in the location of c:>verboard 
discharges~hich. mali cause b~bles and subsequentlyiindicateth.~ pres~nce of 
swimnlElrs/diyElrs. 

if 
(d) Instruct watchstanders to inform the Quarterd~c~J:i..mmeci~atelY. 

1;;hreatening adti~ityc:>·ccurs. 

IIlStruct the Quarterdeck watch to call away a ~ec::ur~~y Alert 
if suEipi(hClu:kort:~;eatening activityo!=clri-s ~ 

...~,~ZFirstLie~:t~nan~<wiil supe:ise the launching ~hd operation of the 
Picketb6a:~~n4~J:lsuz'~,'itlsp:rhperly manned and equiPpe(i (M-1~r:L~le; high 
po~ei Staa,rc::h ii~ht"('C;6J:,.,cl:LS~iOIl grenades', primary andli;legondary hand held 
radic>s:~I;1~' thr~at~xi~)~ ..... . . . . 

4 .iddit16~~iAllf[~sn~~k 
. '. "1ileasbre~ w:i..ifbeEa:keIl'ciiS 

ca,3?f}tingout 

a. Post additional 
Watch) . 

b. Esta.biish~tmed. picket boat patrol (tow barbed wire, weighted). 

c. Requekt;< helic::oPter patrol (s) of immediate area. 

2 
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OPNAVINST 5530.l.4 (series), Physical Security and Loss 
Manu.al' 

..... ':":::>': .. ::;:! ~':~:- ~"':"''''. " .. /' 

... :::':: . d'e" ·f:·e:·n¥s~·1~v'eR:~oe .• ·r; Tod~i:i.ne. tliei!~ur THREt·· .• ·.·o·.· .•. · .•. ··~:bTeCONt •. aSk· .. ·.ea ... nn.:.!.:·.1··.· .. nI> .. i:r6Ve· •• ·.s1.;.·pd.··.o~.·n·· .. s~neti-t~r:ror:i.st.""· '",,' ~~~~-"--~-'-"~"":' .. :.i: 
·1?re'ITe~~atiye:'-:me,a.~ul:es . . 

THREAarcdNS: '. 
' .. ;: • ~,I ,.-

·~~~;~~~;;~:~~~:r;i~°fu;i~~li~~:~~~i~i:Si~=~: 
< .:.~.~~;~i:A'I'CO~AL~~.. :Thfs .. cc,ndi ~:i.ona~pi':i.'~~ ... wlierethere . is· a~erierai" 

t~1"eat: ()~PClssibfet~~z.d:ri~t agti Y:i.·tYc:l.gai~st, inflta:L:I,a.tioIls~dp~r~onnel, the 
hatu~~ .arldextent.ofwhi'6hare 'unpredictable and. ~heiith~cir~mstances 'donet 
ju~tifYfhl~ imPl'elTleIlt~tic,Il oftbe' measure~ . of THREATCON~~vO.However, it 
~ylSe'!:Lec,ess~rytt;) .' implement certain selected .meaflUres from' THREATCPN . BRAVO 
as a. :reS\1l~,?!intellj.gence· recebred' or as a deterreIlt.Meas'uresinthis 
T!IREATC()Nfu,~st be capci.ble9fbe:i.ng maintained indefinitely. . 

;his cohdition applies' when an incr~a.sed kndmc:>re . 
'stac:ti yi-ty exists~ ... 1'~emE!as11,:rt!s'i1l. t~i~ 

caLp~ibJ[Ef'c . :·¥eiti~:::ftia:iIitai1l.ed i~c:>r'~e~~11J ·\iiidiout::~'ciiu.~ffig;:unclue . 
. .' ' .......•. " '" ,. .'. ope:tationili. capabiiity~'aIidwithout agg~a"ating 

eJ..al:1(:>ns,.wJ"·t;J:1'~i.ocial··Ciij,t:horities.~i '. . ". "':;c:'.;.",':'" ,;;:C' .,c ., .•• ;"'.", .... ~.;:. . : •. ,.'!:;" .. ""'" 

C~~~'l'c;()NcirARLIE. This cond~t:;i9n appiieswhenaterior:i~i incident 
ocCtirs·6.rw:~en..intelligenc~ is receivec;l indicating t:hatsbmeform of terrorist 
action,Cigaiil!9tinstallations ancl persortnel is .. imminent. Implementation of 
~h.fstrie.a:sut~formore truri1.' "'.a short period ofti~ewill probably create 
ha:r:d'e!h:lp'a.nd will affect the peacetime activities of the unit'and its' 
pe:tsC>DB'~l.· . 

. .' : 

d. ·:TlmEATCONDELTA.. This condition' applies in the immediate. area where a 
terrgi-ista.##Flc~has 0c::curred or' when intelligence has been r~ceiV'ed t:~t 
t.errori~tac~l~n c:tga.:i.nst a spec::ificlo.cation is expected. Noima::hy', "this 
~.fC6N i~ deciCired as a .. localized warning. . 

>:;:.: 

3;:\'·~rocE;dui~j;;:.<· spec;ificactio~st9 b~perf6rmed onboard cO~;Eiri. ... response to 
d~f3j.gi:la~~cl ~ATGONsmustbetailo~edtol0.cal conditions as •.. deteniiin~d py 
t~ C;0mmCindiilgOfficer ,·rJ::u~mta~si1:r:es. a.vailable for implementationuncler . 

. ~'.l'C<?NAi.PHA'BRAVO,'CHARt.IE· cindDELTA for port visits e:i.th~r piers~de or 
at ',ancllor 'areasfollows: . 

IJICl4SmFlEo a~; .... bJlC:horage - ~~TCt)~~P~ 

on the, 
{i) EIlstlrewatcl1stliietEl/Security Force 

threat, co~tingencY Pla~s," ~Oli: and use of 
personnel are fully'briefed 
deadly' f.orce. 

(2) Brief crew on threat, ship's security and security precau~ions rn 
be taken while ashore . 

(3) Issue two-way radios to.all topside sentries. 
Encl (110) 
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. " , " 

Acdottlfu6dat:i.ori andJa~ob~' ladde:ts'wi1l be 
'": "'.~: ~ , ' . ~. : ." . . ;, 

Hoist boats and r"ig ill s'lewirig Afm Davit (~LA6) 
,,"-.", ' : 

:M~irit~iri·b~r~icadeS.at flei:!t :1ariding entrance' where 

: ... >· .. :C" . 

Dire6t departing and. arr"iV'ing liberty boats to makea~~curity 
t6~ai6uIld.t:he ship an.d.give special attention to the waterline .irid hllll. .. , 

", .. " . 

ta~is, ferri.~s. ari4·other.h?Lrb()r ~rafErequirespecia1 
.• :t:g~~:g!~,~:~","~I~.~~~~~~~~,.".~.~L~~C .• ~~R, · •..... :~~~ifj~fr~~~!MW~~t!~i~~~;'~~iii€~hOUfd .,. 

;.,;:;.:;.:;;: j'0;~;";:~::~):"",':j~ Y", ·;:~,~~'<o~~~; . .,'~ '·<~'~-"i;:':. ";:.'o.:;.::,;:l;,}_'_-:\>~ '~:_'_,~~'r ~~" ... ::-y.~;~,:;.,'-'C::.- $".,-:.:F'"--'".'~':,..1~ .. J.,'-p_:; :"...-_'"~: ,"_ ~ , .;;,"~ . 

a ................... ti~~p6rt:iatic;ri 16adfng/unloadi.rigpc,ihtsaway from fleet: 

(14) Ail: packages/per~o#al :items "\oiill be inspected by Beach"GUaZ'd. 
to beirig placed in ii}:)erty boat~.· . 

~h~eefi~eh~s.~~ \\i'ill'be rigged; one each on the forecasb:e, 
midships and fantail. 

.' .. ,'., 
-i.: ",,0 

........ (16) All workl:>bat~:;':ill b~ in'$pected prior tol:ieing allowE!d 

. Ci7} . ·C6nduc!t"S~C:\lrl.ty drillS to exercise proce.~ures fq:rexp~ctE:!ci .......•... 
·.Cth.l:eaEper iateiii't: ·iI:1te1.1igC:mde report; inc1 ude. bOml::lthre~ t arid "repefpoarders 

. exercises .<. 
',.... . 

r1s) 'BE!~~ef:ri sunset and. s1inrise, lighting' meCistLresmu'st'be .J'i:lriedto 
"sui.texfstin~\'1e~t·hE!r . c;*n:~:itionsclIldthreat cOl1ditio~f3' . Onriigh~s with'" 
c6nsi~~~.~ble· m()PIiJ,ight ~· .. · ... t~e .shipwi11. remain darkened. :Whel1c()~p-l~te ·.d,arken 
s~~p"t:C1na:~ 1:i()~~?-o n9t:~pr~V'a~1~rnO()~l.ightcioeEll1qtpr()v-:r4E:!.a~~~f '. .... tfJ(\ f'i' ". '. . ... ". 
~M~~iiii:~~~t{~~et~r:i~:J~de~i"hJ:~~rg~t;n W:&~~i .. ~~\'H'n 
of anchor lights, will be extinguished to prevent blinc;1ing orsi:$ouetting ." 
Security Force/ssDF personnel and picket boat patrols, 

(19) Use divers {if available} for periodic hull inspections. 

2 Enc::1 f} lO} 
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..... . 

'. coLil:iNSTS 53'0 .1A 

(20) Post Forecastle and FantailSecuz;ity WCitches. 

(21) with at le~st one Sf!t 
hours ofdarkn~ss: 

. :,~,:~:: ... ': 

Provide body "(22) 
..•. '.' '. •.... .. '. ........ . ~~~,,--'-'-',~-"-f~-"-f~ 

(23) .50 'caliber w~aponsa~d'a:~llIlit:ion wll.l··b: ~t~gedi~"" 
preposi t:Loned >RSL~ •.. '. ." .' '. . .'. '.' 

. (24)' Main.taincapC3.})'ility to get underway on4 lioutsrl6~ice. 

(25) 

(26) 

(27) 

rudders. 

(28) 

Officer. 

Restrictt6pSidEi! passlng of any word concerrting ship's~Clutine~ 

FOul·flightdedc. 

OccasionallY-turn ship's screws, engage main eductors and cycle 

v::isiting will be limited to invited guests of the Commanding 

(29) Post /§Iigns iillocal langU~ge (s) to ~xplidn visiting and l.oitering 
restrict.ions. 

. ." ' .. '. '.' ..• :." .~' .. ; . 

. (il,).,+.~e'lli,e~~.E!~P.u:rj,~y. pl@I;L.~~~.~ee~ ,t~~m,ava:i+C3J?+e:.".,,,.J~eep",keY 
' .. J?ersorirle16h,·bo~rd'w.J.lorttaybe rteedeci to impletrientsecurity rneasures~' 

b. Anchorage - THREATCON BRAVO. In addition to those actions taken for 
THREATCON'ALPHA: 

(1.) Issue firearms to Quarterdeck and SSDF security personnel. 

(2) Place sentry with shotgun inside the superstructure where he can 
,provide' cover for Quarterdeck watchpersoilnel. 

(3) .50 caliber machine guns will be mounted and cqvered. 

(4) Distinctive liberty attire (i.e., liberty ja.ckets, ship's hats, 
etc.) will not be worn, oil liberty. 

(5) De~;ignateand brief picket boat crews. Prepare boats and place 
crews onfi:fteen mimi.tealert. Ifs.ituation warrants, make rand()m picket boat 
patrols in irnrnediatevicini ty of COLE with the RIB. Boat crews will be armed 

per enclosures (8) and (17) ·'llMPf ~r;{"['r.n 
( 6) Cons ider increas ing number of perSonnel per 'duty section. ' ' 

(7) Post additional topside watches to visually search surrounding 
waters and waterline. 

(8) Relieve watches at irregular intervals. 

3 

Encl (110') 
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(9) """ E~t:ablish planned re~ponses to warn offapprbachingboats 
(warning'f~ares, 'vHF marine band radio broadcast, loud h~dler, etc,). Ensure 
an u.p-t()-date list, of biling1l~i personnel for area of operation.sis read.:i.ly 
available. """" "" . 

_ '.:u . _,~ " .. :_._. . .. :., 

~~~~~, ,'!C~~""-\(~OLY).Cl:Fearmed~enttre~on~"" ~=~= 
" ·aJ,otit~~th~CC-ship. --,-

cancel~:l.I. visiting. 

."". DlscC)ntinue' use of absentee pennants/gongs ariIlouncing 
arr.ivals/ depa~ti.treS' . " .. " 

.R~~II.1I3st host nati9Ilsupport (L e., patrol bClatEi~.local 
pres~nce~it·ll~et landing, etc,). "" "" " 

"·(l.4J"~ciint:Edn capability tc) get underway on 2 hours notice. 

Insp~ct ail mail Jor letter or parcel borribs. 
"" ," 

Issue·firearms to seiected qualified officers to "include coo and 

condition ZEBRA.mairi deck and below. 

oria:r~~ili-a:nrt~·, magcizln.e-~cl :i.p~ '-to'E!nsure ~~i~at::~" 
.. ·n .... ,..,.., " S~DFandAF personnel. 

~~~~~~~~i~~'20~'~~'~~~='~""0~~~"O«~'~~ 

authorities of aCtions bEd_ng takell as THR~Tcb~ 

Test communicad.ons with local authori~ies and other U.S. Navy 
inpCl~t"~· 

In.struct Beach Guard to conduct frequent random searches under 
emphasis on pot entiai hidi~g. places, pier pilings an.d fio.ating 

(:22) Consider possible relocation sites (anchorage, etc.). Rig 
acd6~od.~tioriladder for i1l\1l\ediateraising/removai. . 

::," .. '.; ......... :' :.;: ... ,- ".' .".".". -,: .". 

(23) Rev.:lewriot/crowd coritrol, asylum and bomb threat proc·edures. 

(24) Monitor local commUnications (ship-to-ship,TV, radio, police 

.""ceOsa~5~o:~f:i!i::~~~yPO.!!~e~~!~h:f o=~:e ..::;r~;:w ~ revi]itllSSlflEO 
(26) Request local autborities publicize that bqats/small craft are ' 

not to approach COLE. 

(27) Review individual actions in THREAT CON CHARI,.IE for possible 
implementation. 

4 
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those measures outlined. 

.. ,... :" <: ...... " 

,'., ',,(2') ,',At~6PA' s diZ:e6bi*rt: •• C~,·'O~M~dsolmX','TH!X,' F"".,'Ld,.,.T¥'~a',~~~~~~~'i~'(),n~~~eii~4es 
()fpi6k~t"bqat(s) " (r,equff,e$ , 

CclIi~~l; iib~r~~?imerge~cy recall. 

'. '~~~~sptofsUs¥bt,hl',.· •• ee"" •• '~b •••• ".uhOfsf ••• 'etr.Ilaz'otntoen,.,., 
miIl\lt~f st.andbYfor "", ",' '" ,', , " " , 

: landing > ~tc,~)~" ' 

SUPPOl:"tJ:i. .. e.'; ,ha:rbortugs on 30 
additicmal police presence at fleet 

of 
.e"i}~;£f%~~Jt.r~liiHc\ri.u~ort~"r p,,;;tiding protection for movement 

: ,,.:.':,:\ 

(~j MUster a.nd am BAT, '~' and RF~ Position SAT andBAF a~. 
desighat~ci locatic::in (s). Depl~y RF to protect, command 'structu:b~ aridaii!iJIDent 
posteds~~i.ty Forces. 

:-"">-
. :", ",. 

, (7) Increase nutnber of tcipside watches. 

,,(8) toad'a~ti man 'shipboard weapon:. 
o ,,,,.~~~-.~,;,~'";'::,":,;~-;,~ "".~~ _~J-':',""""~.e,.~~_~.,, .,~~. ,. __ ~~~::~.~: ::":~;:.;-; -::.;;;,~~ ... :.~! .. ,." ", ~. -.~~<';"'::~~'-"-7"- _ .. ".- . 

".'.'" <i"'('~); Mattt-;ti~face s'eai~h~ air search ahd ri.cl"ig~ftOif radar$'. 'do&~cliriat:e 
cc"~lt'li!!"SOPK:)ihfi 1;;ti,";~"'i.~(;';"G;';i''''''F''''! L!.;C~",,;,i;;'~T~;~":"~;?':C';(":;Cc.,'_';='" c,,,> " .•. i2.;2";;'" .•• ,,':#""'" ,.;""i~;;;'c'"'='''i'i='~''' ,c, i,;,,! "';';;;"';';""" .. c"'. 

'. . ~:: ~.:.::~'::;'" ':: ,~-;,.," 

'hcr OperCite! sonar at:t::iV:E;iyf()rrandom peri.odstci ,deter Underwa.ter 
acd.vitY~ .. ,." .. ' " 

(1.i) .... ~ ,()ne or more' repair lockers. Establish.conununications with an 
extra watch inCCS. 

." . 

(1.2) Issue weapons to other selected officers and chief petty officers 
the d.U'tysect:ioii (Le., COmmanding O:fficer, ExecutiVe 'Offic;:er, Depart~nt 

. «:itt:. )". . 

Issu.e concussion grenades to topside watches, Forecastle Cl.lld 
F~taii~:~~rity wCitches~ 

(1.4) Erect barriers arid obstacles cis required to control t*affic flow 
at fleet lClIlcling.· . 

ship. 

(is) Erl:force boa.t exclusion areas. 

(l.6);MiIli~z~ ali: Clff sFl.ip aaministrative trips. 
;.:"::?: 

(1.8) Set Material Condition ZEBRA main deck and below. 

llltt4SS1FlfD 
(l.~) Secure from inside all unguarded entrY points to ~-~-~.:.-~ -.~ ~"'

5 
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-

: .... 

(20) Turn ship' sscrews aridc::ycle rudders at frequent anc.i ~:rre9uiar 

" . 

Rig .aciditiona.l/ fi~e hbses. F:i,z.e hosesw:i.ll··,~'~'ch~rg~dwhen manm~d 
pf:i.ortoac~tlaiuse; ...;'--~' ." """';',····'·:i<~ 

,--~~ ~~-.~;;-~" '-",,':,~"': ' ' ~~~+,.~, -++~~~.~~~~~=:,? 

from 

t~~:fra~ge:pilot serv:ice~on sii()rt not:i.ce in 
uhcf~:rway. 

'Be/prepar'ed.~o get mide~ay on 30 minutes not.ice. 

, (:i~r Review ildividllalactio~s in THREATt;ON DE:L;~ forboss:i.Ple 
ilTlpit;lmeri~~1::~on. 

d. ,;iribhbrage - 'l'HREATCON DELTA. Attack imminent or has conunenced. The 
f,oli()"fiIl9 ~'ctiolls should, be t:.aken in addi tion to those noted fo:r ei:tc:h previous 
THREATCON: '0' 

Make all 

.:.,:' ..... ; .. ;.: .. , .. ,. :".-"., -

.,i~I::,~.~~~~:~:sPf'~.' a,p.ci .. ~~:iu.s,~ ... l!~-vy','." s,li1:Ps. 
;; .... ,,' 

l?ermit:.onlY necessarypersom1.el t:0pside. 
:.' .:-. ':.: .. :"'" .' .. ', ." >:.,' ; .... :: : , '",:. ':,: 

Pier.edde -THREA~ON ALPHA 
, , 

(1)"E~sU:re watcllstanders/secu:rity Force 
ont:.heth%-,eat ,contingepcy plans, ROE and use elf 

personnei are fully briefed 
deadly force. 

Brief cret!1 o~ the threat, ship security and security precautions 
tak~n 'while ashore~: 

Review security plans and ~eep ,them availa.ble. Keep key 
per.e;oriij~i6l1l:?9i:trd;;';'ho maybe needed toimpfemellt security measures. 

o (4) consi~teri~ with local rules, regulations and status of forces 
agreement, post qualifieda.rmed Foreca.~tle anci Fa1"l:tail se~urit:y Watches. 

(5) ISflll~ two:'way radios to all topside and pier sentries, 

to cOI1tacO"'·'~·'.·m..l~:ft(lI!Ir:n" 
, ',1 :'I! ~ ~ '\ <!.) ,~,!i . iff> ,i: 

. ,'4 t! ," ~ !":.' ".!. . ~,";!? t t: '[.'~ .... ,~ .. 

(6)· prc:>vi'deQuarterdeck wa,tc::hstanciers with means 
authof-:i.ties·" ...... . 

(7) Three fire hoses will .1?~. rigged; one each on the forecastle, a 
midships and tantail. 

(8) Secure voice communications will be established with all U.s. 

Navy ships present:. 
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. . 
. . ...• 

(9),):oIjaximum iig-hting will be utilizeclto:i.lluminate the 

. ,.,","; 

J~qis.()~~ts aj:ld~:t:~g}? SLAD~~~~~~~s:r~qUii-edJ 
, '>'~": .: .. ~-,~ ' .... >.::<.~. ,,"' . 

',.c. . "',.~" (1 i )"'Iri~t:~~~lbio~/PieZ".se~tri~std:conciuct:fre.¥tent 'rahdorllse:arcne""s'-' ~---;",..--;",.. 
;<;.·1ll1cie;i~!e;~ir!~:~;~Ph~Si~ . 011 pot;en.ti~l hidingpiaces'su~h 8:f; ..•.. float;in,~ 

access piers:i.de~:i.th·pier sentry: checkpoints if 

>C6·~:r:d~nat;~p·l.~:r:s~clurity withSOPA, .~pll()~a1:ed fQ:r;c:es and Idcal 
allth()l:~ties. ··· •• ·.·.·ide~tifrClIlti~lpat~d needs. for muttial suppOrt "'(:;'ecurity 
persoIUiE!l,b9att;' arid eqUipment) . alld define' methods of activation and, 
ccimmUliicat:fo~. .' .' 

h
.O·(ls .... t51n .. a·.·.· .. • .• ·.tI.n.1. .. ·.ospn·.·se ..•. ·.•· ••. Catltol.w!vehiCles before they are permitted 'access to the 

. .L bar:Hcades). 

19<ilcli~/unloading locatidns aw~~'frotn 
•.•• J. "~'; ~ •. , ':';:;:;::;=;'''''F;::';::.'::::;:;:;;;<.·::~:::;: ::f;::;~==;":'cS:~: ........ ". .... ..... .~. ......•.. ............. . ... ,., .~. .~;; ........ ~ ....... ~ .. ::c •..• : .. _ •.••. :. 

vehicles .a~aYi~orrt C'6LEO' . Bar~i~rs 
'··i'··)"i;;'·'~C';r;:;C'i;~:'· :;;:::::,·';';·:;iFi;,:~~-;;··: 'e"~i\l:tpifi~ln£'\;oz:·dt;hE~ri·'item.s aval, lablelocally... . "~,,,, .. ",.. ... .. 

threat 
c()ndlict'securit~ d:l~i~;t;~ exercise ~rdceclure~~or,expedt~cl 0 

pe±:ia.test iritelligericerepo:r;t. 

(19). Post signs in local ld~guage(s} to. eXplain visitingl3.nd loitering 
restd.6tioIis: 

: " ';(" . 

(20) "l!:mployinet~l ~(i e,cpi~f;ive detection devices to screeri'all 
personnel, hand carried items arid packages before th~y comeonboard . 

. :- .... '- ;:'. 

-"'. Offic¢,,~g~iv~~~ .. it~\!":}~;:f:~. t6 ;Dvited guests of the c~dkg 

-

.5.0 c'aliber weo:lpon.$and ammunition will be staged 

," .... "; 

(24)PJ~t:FOrecastleand ~cmtail Sec~.rity Watches. n9nUQt;lrlrn 
" ~ ",". . < 

(25). Mcl.iI-itaincapability t:oget underway on 4 hours notice. 

(26) Install rat gUards on mooring lines; messenger lines and hoses, 
rig h.a:.w:f3~pll?e covers or c0t.l~dder using ana.nchor collar. 

(27) Use divers fOE periodic hull inspections. 

7 
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screws, engage main eductorsand cycle 

deck . 
. :'"' .. ' .. " 

(31)' Review·iridividual actions in THREATCON BRAVO for possible' 
iinplemeIlta.t'ion .'. 

. .. 

Install vent fitt..ens/~ads to prevent ~d reduce injestion. 

(33) Close aii topsicie'a.cc~l:lS to pier and water. 

f. 'i?i~rs:i.de "" THREA'l'tb:N BRAVO. In addition to those measures im.pI. emented 
for TltRE.ATCON ALPHA: 

.' MOUnt and cover .50 caliber machine guns. 

(2) Review liberty policy in light of the threat and· revise as 
necessary to l1Iaintain safety andse~rity of ship and crew . 

. ·····~···'···;:'rif>·~~oiiduct'dl.visi()nalquarters '. at foul weather parade to determine 
status' ot()nbcia~ci;pers6Imel andd:i.ssenrl.nate :i.nfortfu:ltion. 

,: ~",.~:,~ ,,~. ,,- '~~;"- ;:: ~·I;~;i~;~:~~~-=~~.::·· .. ,:~:; )·L·;·.·.:_; ". -, '-,'.~.'.." . _".-~.;;.!':::o:~ .. " 

(4)' ·Dis~iIlctiveiibeit¥att.:ir~ (Le., "lib~;~;jadkets, '~hipis hats';'>' 
etc.) will riot be womon liberty. 

. . 

(S}Issue firearms to Quarterdeck and SSDF security personriel. 
. .,'~ 

.• (6)~~l:ieve' wa'tches at irregular intervals. 

(7) Plciceseritry:withsllotgun inside the superstructure where he can 
provide covei for Quarterdeck watch personnel. 

(B) Cancel all visiting. 

. (~) Maintain c::a.pabilityto get underway on2 hou:rs notice or as 
specifie'dby SQPA. corisider possible relocation sites (different 
pier/anchorage). Rig brow/accommodation ladder for·imrned:i.ate raising/removal. 

(10) Request increased host nation security assistance (Le., 
police/military presence on pier.) . 

(11) Request local authorities publicize that boats/small 
not to app:r6ac:h" COLE. . c.:»~nOJr:-,~n 

H~J;' .B~ ;i. 'r[ft~ ,;tf J 
(12) Designate and j:)rief picket boat crews. Prepare boats and place 

.crews on fifteen minute .alert. If situa.tion warrants, make random picket boat 
patrols in immediate vicinity of COLE with the RIB. Boat crews will be armed 
per enclosure ( 17) . 

8 

Encl (110) 
Page 57 of 98 



• . ...... '. arms m.agi12:i~e clips'· to ensu,re adequate 
Force',SSDF and AF perspnnel. 

Infoiln taken 

'. ···'SiF'·····,> ...•. · •. (lSJ-~--Estabi'i-~h--COm~1.lni-cat'iohs'±th-I-ocar auffi8rit:i.es 
·Na.~ shipsinport: ,'«'" 

..•..••.•....•.. /.'{:i6) Instruct watch¢s:'todonductfrequent random searches lind~r ~iers~ 
'. ~if:hemJjhas.i.sqrip()t~Iltial hiding places; pier pilings andfloat:lng debris. 

'>'>({7iMe>;re;:,'cars i'~n~;C>b:iec~s stiqhascratesalld t.rash containers 
from COLE." 

'''>.::",' .. ':;:., 

«is) ··set~teiia.l condit1,on:2;E:E!RA main deck and below. 
~: ~.:::,:.;/,.: 

. 't':L~f :~fterw()rktng .·houi~lr~duce 
secur:lpg '. s·el~cted. entraIlcesfrdtn insid~. 

entry points to ship's interior by 

Duty Departllle~~H~~d.S ensure Elpaces not in use regularly, . are 
inspected periodically . 

. control, asylum and bomb threat 

." .. ", .' 

.~ti~;:i1:~~~li~€e';li~it 
. available. 

of .' biii.ngual personnel 

'Increase nu~er Qfpersonnel per duty section. 
~ . 

(,25) ·.Discolltinu'e . use of' .a)::)sentee pennants/gongs, announcing officer 
vip' arrivals/departures. 

Post additional" topside watches. 

lrispectal~ ma.il for letter or parcel bombs. 

i~ ~"'secure area under constant surveillance 

. (29) Monitor local communications (ship-to-ship, TV, . radio, police 
"scanllers,etc .. ) . 

(30):R:~"iew individual actions in THREAT CON CHARLIE for pos:3ihle 
implementatioIi· 

.

. g' ...•.. pi.e.·.·r.· s. i.d ... e .... ~ .. THREA.·.·.··.·.·.'.·.· .. ·.· ...•.. T.C .. O •. N .. ··· .... C.HARL.. . ' .. IE.. I ... n .. '., .a .. ddit.i6ntb those meas Pfl!'C"r"',rn . ' L·' ~'\"',;; t ' ;'''''1 
imPlememted for 'THREATCoNS ~HA and BRAVO: : :;::iU~B .t,~J 

..... . .... (l)Estapli:sh cOil.tinUous patrol with two armedpicket boats. 

(2) Muster SAT, BAFand RF. Position SAT and BAF at designated 
loc.ation (s). Deploy RFto augment Security Force personnel. 

9 
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. .' Regties;t. .' 
police/milit~rYpres;~r.tceori. pier, 
i,iddi tiona]. ·oCil.rricac:iesr etc'.) . 

suppbrt ·(i:e., increased 
maritime harbor boats, 

. ."...(~).' '~e'4i~Jt;1i6!3~;ri~~i,9hc~UPPOr1: :for :pJ()yi(:l!~9'pr,~~~~~~?n for~h~ 

. ';movement'of"seniorofficers arid vIPs. i •• ; 
.' .~.#ft. 

"~~nil:)er ·;~;·~~ed· topsici~ 
•. ····~()~~cind ~a~111ipb9~~~t.re~poIiS. 
~ri~llrf£t6esearch, ai~sea:rc1iand Coordinate 

'./ ." .::. .<:"\ " .:' .. ~ " .. ,", ,"' ..... '", ":". 

for rCUl~0Il1p7X"iOdS t()'dete~ unde~ater .' 

Es t:abli sh conlmuhicat:[oIlswith an 
wat6'tl" 

. ':"'. ",Co 

C:L1)Shift' b~~th,p()ssibly going to anchor. 

···-(i~'·':l'rofi{l)ft~ehiCfes-:and·.'W9ik:b6ats· £:iom "'Coming' a.i6tig~ic:1~;~CbLE~:C .. '.' ... 

".,.;; .... ·:.;·'('13;')'" 'a:'bPloauCt·~.;·t •• · •• '··h:.rme·,.·;:es:.· .• ·.·.h~.; •• 1. ••.•.• p~e.Ilf·X"ie~. Cln'the~u~e~~~f:ttc~~~~ 
'c:6~~;:areas . 

(J.4)· IsSue weapons 
in ·thedutysecti6ri (Le., 
He;ads ,etc.f) 

to other selected offfcersand chief petty.... ..' 
Commanding Officer, Executive'Officer, Dep£trt:.ment 

. issu.e COrlcllssiqn grenades to topside watdlies, . Forecastie and. 
)'arita:l.l.sec¥:ltywatch¥S:' 

and obstacles as required 1:0 control traf~ic flow. 

exclusi.on·areas. 
. . 

off shipadminis;t:rative trips. 

(1'9)' 'I>iscontinue contract work. 
. . .~ 

(20J Se~Mate;fiai Condition ZE.B~main deck and below. 
',' 

ship. 

',:.". :." 

Secur~ fx:6minside. all \lllguardE!d entry points 
.' ' .. :~. ,:.:;" ... ' '. 

(2:2) 

intervals. 
't'urilship' sscrews and cycle rudders at frequent and irregular 

(23) Rig~dd:itional fire hoses. 
manned just prior't;o actual use. 

10 
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COLEINS'J:' 

. . . Notify port se.rvices t.o arrange pilot services on short notice in 
ev~t tile· ship is required to g~t tindefway. . 

Be~fepareci to get liriderway onjominuteSl notic~ .. 
. _.. :';" ",:,.;:: .. ,.:<" -,~ .. ~:; •... ,,-.,.,., .• ~,,~,:,:. -'-":".:'/", :~'":. . ~"-.;: .... ,,', '. ., .. :,~.: 

.... : .... ,,;.' ... 

Deploy SSPF. Malte all preparations for 

topside. 

11 
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Ti·tl~ii7SUSt~' . 
,,·0"----0 ~S<" ".".~,'". ',' ". .-" .' • 

' .. 

Federal Regulations, Article 
(series) , '.' Physl.cal'Seclirity 

;;i~J~16~fd~~~~~~~~~~~~~~~:~~~;:~~;:]~~~~~Eib~ 
.. ~p;*~~f~~i~~;'~~;:~~t~~~:;hK~;~;;:.;';~jf:,;l:;~#·$ .. fo*<;~··.·#am;· 

.; ·i··i..e~;Or;q~n~i ~~ i c()n,tplring with CO~E phys iCCi:Li' s~cur;tyrequireniE!ri.ts. Cin,(i < . .e' 
·procE!~~rE!~.i: ~ea.s1i~~s· must' be tCiJ{entoeIlsure pad~esare.pfcinlitJ.e~tl~~isPlayed 
andpds:i.t:lYfi4~ntl~:i.~ation'ispresE!ntedklyallipers~ris comin~'oDb()a~d, .•..... . .. 
iIlcl~i;~gs1iip,'ts~~f~e, . shipyard "worke~s,contrCictorI3atl~ ·v:i.sdto:s~< ·Witll,'. 
dilig~~,.w~~?lJ. st~ilida:rds, this can 'be accomplished without intefrupting> tight 

... worksc}{edules; ', ........ '. . . . .. , . . 0, . 

department:hecads.c:'-re reS~6n~ibie for ei{~1.lr.i.ng 
:Lon~ are mciintain,eQ .lrlithin tllE!irdepartJllElhi: 
.. c:oriverSi(jri~irepa{ri and' ove*,!ia'll~' f'~i~'::i 

; :.j~:>."". 

I:"nVz:i;L·~:a.L ~~curity •.. ()f,t'lp~f"i.:BE!,siPC)~~:i,~J,.E!iJ~~ii.~I!~~~~g~i~~' •.• Ci!:L"'C"i.·i;;;' 
adequately:Driefed on the . erlbanceds~du~H.tY' proced1.l~es 

secur:i.tY of classified mat~:HClls . du.:dri9' shipyard, 

Watch Offic:ero' TheSWO will ensur~ aaequate, training is 
in secur{typ~o~edures 'emplpyedby ship t s" foree 

.•. a',Vi~~ts to naval and c0tmnercial ship~uilding fac~+itiesan4t6 Sh:i~s 
tinderc()I1st:rilction,.or repairpr~sen:t uniqti~sec::uri1:y pr6bl£:ms . Tb,eoveral1 
sc:ope,c6mPlexitY·andSl1e~rsizeofshipl>uilCi:i.ng,iepair Cilld dverpalll projects' 
ar~ nqt~J.~ays comPatibte,. with normal securit7{"c()~trol measures .• · .• A¢cordingly, 
the contrdipf sudi visitsis~()verned by reference (aJ which states: 

to vessels or sites at: wh.ichnaval vessels are under· 
consfr:;\fctiorl, Cqpve:r~ic:IO,:repC1i,r, or overhaul: 

(a)"N6persciIl,willbeallow~dto go a.bC)C1rd vt:ss~ls of'the NCiVY 
illicier construed.on, :c:onverslion, repair pi-overhaul except OIl theaut;hority of 
theC~tnma1'lcier,Na"alSea. systems'COtnmancl (COMNAVSEASYSCOM) I or his 1 . ..' '4"'." .. .. ' 
r~J;>~,ese#itCitive assigned supervision of the construction, cOIiversioril " 00, .. Ren . 
overhaulbf the vessel. . . " .~I>.,," .• ~JtJ .' .' ·(U· . 
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:. .. . .: 

(b) .. No. persoriwill be allowed at construction, conversion, 
J:"epair or overhaul sites andareasadja.cent thereto as' specifically 
des;i.gnated, including sh?pswithinmi.val or commercial shipyards, repair 
fac:i.lities, docks or piersiexcept cinauthority of COMNAVSEASYSCOM, or his 
field' representat:iveassigned . su~ervisioh of the construc,tion, conversion, 

Or 'ov~·rlialit>·~, '.' . ", 
, . .Ariypersonrib~t;kn~~ .....•. ' ..... an American d.ti~eri·ofgood 

standing > arid repute wili'ncit be "~ii9'i~le for access as . provided b}tparagraphs 
(ararid(b) of, th;ss~c:tion;~xc~p~' upona'finding byCoMNAVSEASY:SCOM,. that: 
suc~acc:es,sshf:)uldbTpernli~ted' in the best(interest ofth~~nited .States. 

··upo~.re~c?:ing~t;cli a~Jllg;ilg, >thd c:ondi t:iciris arid ccintr()l13iI9Posec1b:y .. " ' 
COMNAY~EAsyst6Ms·hall.b~icomplied with, arid non~complianceserves to cancel an 
~~t:llo~i~a:t:i<?~ prE!vi~\lsiyigrarited. . . . ." .... . .' 

(d)"~li~lClt:fol,lOfUle regulations set forthihpa;-agraphs (a), 
(1:» and(clofthis section, promulga.ted pursuant to law,ispunishabie by a 
finel'lott:,o exceed: $5000 .cio or impris9n~ent for not more 'than 1 year, or both. 

b .AcC~~S~bY·forei.gnhationals te>a' ship berthed ina controlled 
industrial area is sometirnesres~r,ictea bE:!cause many'such areas are nuclear 
exqIUsi?nareas .. 'Ref'~rericeS(a)'Snd (b)specific'ally restrict foreign 
nati()l'lalsfr<?msuch a.reas; Authority to grant waivers rests with . 
C()MNAVSEASYSCOM, code09B23 (Fo;-eignDisclos~reBranch),. in'conjunctionwith 

.' '. C~4~08'(Nuc:~ear, PO'l1~:r.Ili~ep~~:rat~l~·>.~fCC>~iS·. to: be .l?Tr~h~d~J:l>a.)'.~ ,2>.",,:, .. 
controtleC1·irid~st.rialare.a,aIldprewnie~ers Mye. 'for~i9'Ilr:1atiC?n~lsIX>usesor 

·f~~t~~~i~4~~~~t~~~n~~8~~~~~~6i·-·~t~~~~~f~~ic~fQ'~~~~t~'~fc~~fd~~f~f~~lctfb'i:""'" 
appr~yalhy .th~. Exec~t.iv,e ()ffic~r. . The J1:xecuti veOfficerwill cause it :r:equest 
chit ••. ·t.o.·be·sl.U;>m~ttedt.OCOMNAVSJD.SYs.~bM by the Administrative Department .. ··. The 
rj!qi.uist ch~t·lrlitlfnc::lit4epersol,l~id~t:.~ 'ider-tifying the sJ?ouse or dependent, 
aridcertifidat~on'Of d.~pf{Il4~ncy.·· Eacnrequest chit is handled on acase-by-
case basis. A1.1i1tattel:"sir-vc,lvin~ shC?rt t:erm visits of foreign riatiqPals to 
ship~uiiding fac:i.iiti~s'willberE:!fer~ed t.o COMNAVSEASYSCOM. .' 

c .. piio:r" toC()inl.ri~oril:l6ar(t COLE, shipyard personnel will be pbsitively 
idendfiec:ibYQua~t~J;d~pk watchstariders t;.hrough the use of applicable shipyard, 
issued s'ecuritybadges .. · .. 

(1) whil.e~tib~ard, shipyard personnel w:i.ll not .. be allow~cito move 
aboutt~esh:i.pfr~~!y.D.i;signate4.aJ:"easwillbe marked as off limits except 
forsh:ip,s. force ...• ' Areas to be ma:r:~E:!dw.l.ll be determined at the discretion of 
the Executive Officet. 

"(2) In cas~s where a smgle shipyard security badge prescreened by 
the industrial activity is. n8f av~:i.laple,tliepSb can authorize the fssuance 
of c()lor coded security badge stic~l!rs to contractors. Each wor~er's 
identificati(,)n."i.1.1 J::>e veJ:"ified .a9~inst a security roster of shipyal;"d/ ..... ." . 

contract0l:" personmn prior to being issued a badge sticker. Thep;tllli jSS' . IF' IE' '0' 
:::~~:~~~~yf~:r~::~l9::~;: ~:i~=:r wiiiO~6tt~eb:u~~~=a=~~i:it~~!ilJIIWJI: . .•. . •. ' .. 
period. . 

2 
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EMBARKATION 

3120 .32; (Series) , Standard Orga.nization and Regulations 
Of theU'~S;. NaVy 

Pur.pose .T(:j~roVide ,guidari~¢~nd 'proced\l:res.~6 'e~suresJ:lip, l3~curi ty-

1~il~jr-e~a~kat-4.-on~iind~~riloading~Of~milit:~rY~de.;.a,qp.~~llt~.P-:-~J3()~~l". , , " " 

-.:-.:;.:; :.:~.:i,:~;<·~:;" , . ,- " 
_. -'" "" ',' ,'," .. 

Ae".n~s~u~;t~~u~r'l..'~ty~l""~=:~Z~i~:;'!~t ::~:'~a~~r:~e~:~~i~~~fp:~!:i:S ~6 
, ' ,,', , of cotE and<()f the detachment itself. '. ' , 

Discussion' 

ca.' '~'fh~" ~x.~~utive' .o~ficer will: 
~~:~~: :.:;/' ,r\\~j;" 

'f:f)'Acta.s liaison; ~ith.any· s~:n unit depl.oyed on COLE. 

;~~S-' 'bOdrdinate anel sup~rvise the execution 6f req'llired evolutions on 
'theciay ()i"~rru:)a:fkat:i.on to en$ureintegrat ion with ship I s routine. ' 

<3{ Delineate required procedures and coordinatic)B of activity 
, through tneplanning boa:fd for training and Plan of the Pay. 

'>~~-::~:,~,:~~:.;:';<">.~,~~:.,~~,,~~~:. :;.>,;;J~:~~,~ '.,~', ,_ .. _,.". ~." ,.:: .:~;.: .. ," . ",. "'. '" .. ' ". 

;{.4>LResolv-e dif terEirices·ti~tadE~eIit·and 
fiI. Ffr.i:ittieutE!hailt. ' .. .. :;~~'~k;:::~;~ ,;~~>~.~,,~ :~:~~ ,<:r?r:Y-::>} <:.,',:~;/~<~ 

b. 'Th~ 

ti)'.' Act akliaisonwith Ole ()f ~heembarking deblchm~nt,aswell as 
their E7~;it:rk~tion()ff:i.cE7:t"',' provid;Ilg them with the area (s) ofembarkaticln once 

sUbmit *:ioad,pl,anfor approYc:l.l hytheship"s command:i.ng Office:t. 

C2{' Turn ;'c,yerCisSigned spaces and'. eq:uipmentsecurirtg dev,i,cesfO,; the 
an~:s¢6tirestorage'Of embarked equipment immediately preceding 

.Uj:"EP.:3~r!a Ilopersonnel 01." equipment is onloaded Until pr()perly . 
chec:~e(iaiici inspedted.by the security team assigned at thedesignated'areaof 
e1n1:>arka.1::i.on. . , . . .' . . 

c. The Master2.at~Arms·will: 

.(1) ProvidE! req'llirE)dinspection and security eq'llipment to security 
perscim:e:L·ii'ss~9rieifa1: designat:ed areas of embarkation. 

(21:A.sSi~ orie t:t"a~ne<l'" qllafified and properly eguipJ?ed shitjll,'AJ lnS"":'I'F'" ·1··'E·.··.·O<·c 
coltlpany securit. y :i.Ilsp~ctor at.' eaCh. designa:ted area of embCir. ~a,ti. 9n. '~J {r) ri;;)~ ........... ' .... . 

, '.',; t. _~l,t.,r ,",,-,''',' < , ' 

(3) Act, as liaison witll embarkiIlg unit I s embarkation officer., 
obtaining namE;sof det:achmentsecurity inspectors assigned to each designated 
area of embarkation. . 
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'. <., :, ' , 

':;-: '., ~ .. :. . .. ,.). ". :"'~ ' .. 

'., ..EAsureteere:i,satieast· one two-mE!mber securit:yteCimcomprised 
>of one ship' sc<:>mpany and one embarking' detaChrneIlt. trained,qualifiE!d and 
. equipped sepU.rity il1spector' ateach'd,esignated area of embarkation'1'5 minutes 
pricirto sCheduled time ofemb~l:i:-kation. . 

cards . 

.J'; . .. 

inf3pector training, incl~ding th~following: 

and.identification ofetnharking unit with sample of 

. '. . --: . '. ~ :: ~ ·0···· . :' ::.:.~ . "':' ,,~ :,.: 

.·..~j._c:~'Cfr~~(b)· ·'·~ye~1:C::ii:(·:fft~pebii:~ft-·~e:i:ifuiiqUes·~:aria:pi:66edti.r~et': 
J~'. ':;'~. , . 

A~f (C»:~~~s()Iinel.inspection tepbiii c;lt1es 
::\:::/:(. 

(d)Hcixid -held. telephcil'le pro~e~ui~~. '.' 
, .:. '. ~ <': ' .:;.... >. . . : ~. ::.:;: ';: 

Ensure.the p~ff<:>~llc~of at lea13t: the following' inspection 

pb~~ti vely id.~liti~yelllllarking personnel, by military J:D card 
am:funit'J:D.9c,l;rd, 'if issued. 

"(b):R~domJ.;: Ja~ dir~c.ted]:)YCDO)Sear~li personal belongings by 
roll oftb.e'.ciice ,~J.E!~sin :~ATC6liBRAvoor higher~inwhic~case, search 

" all . pel::sdnal·1?~lon9ing13··;~xceI>ttll<?f3E!. of thecomlnarid~ngofficerjEXecuti ve 
Offiper, C6trimand' Master Chief' and Embarked Commander13.': . 

, . ..... . ..~··'··(c)()~~allclirisp,ectill equipment locke];s pri~rtci ()n~oadingby 
hand urilei;;sUnd~£ THREATCON:~RAVO or):ligher,iii which case,search·a1J. 
.contaipei13· w:i.th*ii ibc:k~rs:; 

"'.:.; ':"<"::; 

(cl.r~ .'. £h~~~ct..aJl,pa.l.l¢~iz~dcar9o being. onloaded priQr to lifting ., ' .• ~ 
oIlto~lle ~hill,ulll,e~sFdel:".~~T(:()N 13RA.Yo or h.:i.gh~r in which case/ope;Iialid:~ 
:i.:risi>ectall·cl.d~~·d cOAEcifperisort"'t:hia pallet to be ;ioa.~ed .. ' ........ . '1'1' IS"S' 'IF' ····1· 'E"',r 

.•...•. (e) 1"", .. tU"teiy notify the Offioer of ~ D~Ok' ChiefMa·..1I • •.. • .•..• 1I 
ArfuS,SEactirity Officer, or EtIlbarkationOfficer if any contraband or suspiCious 
item i~found·.· . 
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(a) OPNAvINST 3120. 32 (seri~s), Standard 
..... <pf the .. u. S ~ NaVy 

~ij~Q~e.·· T9'~romuigate standards for' pier physical security. 

f:~ii~~i~~z~~g;wm~~~~~:tV;~~;~:~t:;:~~;~i)!~f.E:· 
appiiciib+eiSOPAcUrecti ve~; .. ~he $OPA cli~e9tiveswil1 takE!ph:iceciencE!~~en 
.cor.Eis'·~iej SOJ?A;,,'a copyo~ . this enc~~sUi'ewill be deli ~eredtoeachcdrnmand 

. . "and:w£ll be utilized asgu!dance'for establishment. of p~ersec::lirity 
'.~.:" .. >':". : .. :.:.' '. ",::< 

il{~i" 
""" ,". 

a~:;'wat6hstander requirements. TWc;r l:leIl1:ries (one petty officer and one 
noo'::r'ated)" wili" be stationed at the head of the pier .. Wherirequiredhy SOPA 
f'~~!~tions, Pier Roving Patrols will also he sftationed. 

)":. :;<:::'~.~'.~:'. 
".~.: .~i~r Sentries will ,.l;>~ In. the Uriif()l:m of the day with: clean white guard 

bel.i:;. batolland whistle provided.byth~parerit co~mand. '. pier. Roving Patrols 
will~e indlmga~e~s ". wit:J:Iclean:. guaXdcb.elt, . ba,ton 'and whistle .. · .... Parent 

';,.~kl~~~i~i~;.,,~e~~te~~~~:gr;~:=:~!{~tft~~O~~~~~ •. ~d·. proper. bri..ef.ing" of 

~~¥im~~.~k~:t;!:~i~~WEr~~~~~¥:~~tl!nt~i~~*~fd:tr~=~f~1~~j(··otid~ 
adval'lce'o:E~hetimeof this~est. At allothe:r times,a.larms wHl b~ 

'~nergi~ed.·oilly in ·Cas~.of emergency'. IPOperative alarms will .. be .reported to 
PiersoPA~'PierSOPAwil.lthen ensure priority action is iri:i.tiatedtocorr~ct 
in6~~rativealarms . 

•.. . ' ...... ' .. il1.div:.icilla]'sproyided f()rpier security watches will be qualified 
lltJlizing' NAVEDTRA '. 43397 series (302) PQS .• 

"'Respbn~ibilities' oftbe Pier Sentry 

t'~-.· •• ·.·.·e': .• a;'t ..•. '.e· ·n·.·.f.·.·.·no .•... g .. ~.it~Yo. pierSOPA of·an~~c:>~d:i.tiOl1.. or situation that i~ deemecl 
UL ...the safetY·orsecllt;"it.y of any ships or personnel,ih.the arl3a . 

.. :.::',',:.... .'. '. .:" '. . ,:" 

t6i't\ply w:ithaH. posted directives. 

c~.~:i.hf'ain.bo~~~he material condition of the Pier Sentry guard shack 
and . iIlst~iie(f"-a:lal:mfiXst:ert1S,·w1iiie· protect.:LIlg gOvemntent prope'rty from' 
daTna.ge/d.efa6.~me~t..····· 

d. Maintain security of the pier. IJICtASSlfftD 
e. Provide eat;"ly warning for ships at the pier. 

f. Upon unauthorized intrusion or attempted intrusion, sound a Security 
Alert by using'one Of{th~.:Eoll~wing"rrtethods: 

(l) EnergizedU:!i"essalarm system (if installed) 
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"i]' sc.~~·~k~:~~l¢l~~~~f~~~~a~:~~ef!~n~~:~~~:~ .. 
. t.;{.'< h.·6;~;,i·~J.i p~~i~t:;:~ ",,;f drivers of "ehlcles t6'" ~~er 

'\>, ..'id~n tit :fcc:itiori~ ,'>" . "'-" '/::<, 

·'f"IJf{:i~i~.";'i »';".q"; "<;!Iardless of rank, who does not~i:J7~ prbper 
-..... ,:~» .. ,", 

... 

boriti~rai::Ctk'ssofV:elli~i~s en~'ering 'the pier cirec;i~' 

.;. s~¥~ty hazards~n'l:hepier tot~eresponSibl~ ODD. 

n6pho£ogra~~s are taken on the pier~ 
in1~ie~;1:i~2pier'Royiri!ll>atrol' 

C;,'" •• ',<-_, .;;."" •. : •• : .. :'::Lj::;;tZfi~I~t~:·~i~~;'c~~~t~:~it'·~i.~~dfea· .. :.:. 
"~"~' c'-: ' ", ~: ," .. :.,",.-;~. < 

7bn~ck.i.ri' \<Ii:~h the·~j.~r· S~try dn a r~d()m cycle notJ~9 exc~taci . one 
. .: <':>"; :.'-;-':": .. ;. <.~,:. ~if;.·:· ," 
'.,< ... ' .. :.".::, 

. 'Kek~~ ~:i.sitors ciea:rof all mooring lines . 
. ," '. 

:d:!port. safety hazards on the pier to the 'Pier Sentry . 

..... ~ ~~su.re.£j,re.lanel3are keptc1eilr and notify thepierSei'itrY.when 
.v~hicular cOngestion becomes excessive. 

- :. • " • • • • '.. .' ~ • > ..:- ','. • '.' ." •• 

"):·f.··B:~l.f·aIidd:i.r~ct ~onmilitary . c::raft within or approaching the" areas 
betwe/apihE! 'i>ierst:.o retnain clear . Report noncompliance td the pierseritry, 

• who will inform both Base Police andPl.erSOPA. 
",,", '."/.> 

",~ " 

Tlle;pi~:r<Sentry may allow personnel access to. the pier with tb,~ 
fol~:owiIlg i:~e13of' photPg'raphic identification cards: 

Miii~;arY!Depehdents 

Ni;l;(,al Station (NAVSTA) Public Works Cent~r (PWC) 

(c) Commercial contractors 

2 
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COLEINST SS30.1A 

NOTE: ENStJRECONTRACTOR IS' AUTHORIZED FOR WORK AT THE PIER.. IF NECESSARY , 
CALI. THE"QUARTERI)ECX OF THESH:IPSCHEDOLED TO HAVE WORK DONE~ . 

. .... ... (d). EmergeIlc:yand law ellforcementpers~~el, inc~udi~gN~val 
.·.cr:i~j,Il<!l.t.".I.nve~l;igativeLserv:ic.~'(N'ClS} . arid >Defense·:tnvestig~tfV:e· Servide'(D:IS) ... 

:~: ...... ~;_.p ... , e·r.: .. ,·:~ .. :~ .. im.·.·' ...•. ··.'~~~:_~_~:~.~ ~-": ." . \:>;::_:.::: ..... '. ' ".' ," ",- -.; .. ·.:._"! .. :1:~_:,;/;..·~."' .. " ,"_." __ ." _, .. ,;,,_ .. , <-\~i:,.;j·:;-.~<:~-,i:> -': ........ ::' .. :.: .... ;' 
. .'. ":_.:. ... _ ... ___ . ________ . . .•. L ," .:_:;:~ .. ':.;.'"..;"-::+,-... ,.: '.", . " .. ", ".",". •. • 

1 0 0 -- •• ~ .. c:~c(t";]:;=!2:!~;,t;;f;~ij,1~~i ti~tiifi~ti~ will ~~;-qui~;fk be 

-:. ~::.", 

..... '. ....... .' (3).1!.111cIEmt:ific~tionciards.Will be checked byPierSeI1t:ries for 
'. prop~r p~()~ograPh:;';expiratiof1 date· .. and .accurate··infortTliation dnl>ot::hsides. In 

anl'cirsUtilstaIlce,' when identiffcation' is~xpired, suspicious l~oking or . 
otherwise in question,. the Pier Sentry will call Base Police immediately and 
then intprrtl:pier s'OPA. 

Carried Items 

(1) Spot check hand carriedit~ms for prohibited items such as 
firearms and e:Xplo'sives. . 

(2) If'yctl.i suspect that a package contains explosives, detain the 
i~dividu.aiaI1.diceeppeople well clear of the package. Execute duress 
emerg~ncy procedures outlined belbw if neces,sary. 

. package 

7. 

is 
notifyth~ Quarterdeck of 

Do not unseal any envelopes . 

a. Pier Sentries will only permit thta following vehicles onto the pier: 

(1) '>~ot'nmercial contractor, PWC, vendor or Navy Supply Center (NSC) 
"~hic:leEJ~~~E!ritlalto ongoing ship/pier maintenance or repair. For· this 

'. purpos~,ess7ntial is def:ined as those vehicles which may be physically 
attachedto~hips via hoset:l,()r cables(e~g., tiulJt trucks, compressors, 
generato:r~)C)rthos.evehicl.escaz::ryingsimi~ar. equipment requiJ:e~fqr pier 

·Ti1airitEm:a.nce~'·Thesevehictes may j:,e' pa':di:~d' orithepier for the' d:ilration of 
thelr es~~litiai\1fie. 

(2) Other commercial contractor ,PWC, vendororNSC vehicles with It 

va.lid pierpasseswfll .beauth9rizedaccessto thepieronlyt'o delivtar parts, 
equipmOllt and/o~ ~~ppli •• which. ciapnot be ca;-,ie4 by hand and will d. the .. 

~£:;/~,}~~b~i;;6ri"ri~'~~:£6Drt~hr; d""fj,!"~e: . purchase 0 ~aAss'1t8' 
b. Personal vehicles are not authorized access to the pier except for 

those designated by Commander, Naval Base (COMNAVBASE) area SOPA, or Pier 
SOPA. 

3 
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9. 

potential breach of pier~d/orship 
to bring all ships to security Alert. 
Al.ert arid find out later that itwaB' 
an·actual threat exists. 

access. 

4 
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at 45 clegree angle, and on a 

weapon. 

of the weapon in Weapcm Control 

ensure safety '1S engaged. 

eas~~l·~C~· acc~s'~ to ,,' the, ship, " 
" ' , most vulnerable aspect of our sec:urity. 'Strict contro,l of 

persomleia:~cessnwst'be maintained. Other nonconvention.alac:cess points not 
routinely obs~zYed or ,patrol.led exist and must be protected 'from unauthorized 
entry. EXCimples include 'mooring lines, accommodation ladde:i:Sand the flight 
deck. ,,',' , 

nWhp are you?" 
person is ever 
answered. 

2 

additional 

It means no 
completely 
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Visitors (ire ~leararice or 
visit autho~ization on file) 

·Forces 
Ideritif.icatio~Card . 
Issue "No Esco.r;t. "Requiredn . 

.. visitor badge a:ndma:kla~ntry 
in visitor log. Notify cognizant 
department. .. .. 

Verify identity and 
confirm reason for 
visit.. Issue"Escort 

badge 
'.' ," . 

3 
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Salesman/vendors ha'Vl.ng . 
official.business oriboa;d clearance or visit 

aU:th<:,]~-ization onfiie} . 
'isaile "Es,cort .ReqtlJ.redll 

.';Cc'/l~~~.~~~!~¥~,.:..,.,~d,o;zg=~=,7,;,.f,o;F= •. =d=":,;,'" "'=e=="~~~.=, ... ,.c;-..: .. 2"_.==. ~~~_~~s;;,.h"'~" .~; 
'NOTE:.' Visitors. with ari. '\~~~;6rl R~qui:red~ badge must be escorted at. illl tiines· 
>:byaine~e:rofshipEJ company a.rt'dsllal1 n()t leave the Quarterdeck urtti.lproper 
:.Ei:~C!ort, :is' l?re~ent<' 

{2}S~di.i*,:i.t}'c1earariE~tnessa~es·· ~nd visit. reques't~wili be maintained by 
. Oper~#idIis'Officer ;T~e'Y wi;n c()xltain nam~, clearance, social. security 

ritimber/\ea~~Ii. for'ITisitimdvi~:i~ expi:ratiori date for personnei~uthorized 
aC::ces~~O<::O~~·'iIn..a<idi tic)D,theOperilt:i.ons Officer will ensurellpdated 

..c::l~ara~dedat.~isa~ilila}:)1e . ont~eQuarterdeck . as required. " .. SECOlU:TJ . 
ciEAn.NCE~WrLLNO'r~EB1i:NoCARRJ::BI>.All personnel who visit the ship ori 
oificf~ibu~in~ss·.sh()\J.+d •. be preceded by. a written visit request. including 

clearanc::e·dci.t.~'<'J:'lleymust be received via the United states Postal 
facsimi.ie·t:ri1Jl~m;ssion, or by m~ssage . 

. : ..... -.. :: :. : 

cards.do not constitute authorization for access. An 
af6tTriof documentary evidence to estabiish 

.' , e~g;, a '.' 
now has one, th.e.OOD.should inspect the reverse 
card to further ver:ify identity of person(s) . 

The uniform will correspond to the rank/rate shown on the Armed 
Forces IClentification·Card. 

(c) Expiration' datew:ill be. checked. If expired, the identification 
card will be confiscated" by the OOD. 

(d) The entire identif:i.cation card·will be checked for evidence of 
tarnper:i.~9' (spB.tpiastl.c ;erasllres, '.' unci~";'r photograph·, etc.). 

(4) 'I)~6periden~ifiCat,i~~. i~itself does not constitute a~tho~ityto 
. board,expept for ship' s OpfupanY. Entry to 'the ship will be granted ()nllt for 
.' "alid.:r-ea~0I!s~ If1:.hlar~is any cl()ubt, detain the person (sl and contact the 

-:;:":' 
","' .... , 

(A 

c])() :for final det~:tmiI1atibn.. .... ..' . '. . 

wea~) c~~"r~~11i7'~Y'!i'ti"~!:#~ti~~~·a~i"~a~;:~fo ~Ir.i $SfREU 
:eadgesw:q:lbe . i1:iventoi-ie~pri()r\:oreli~ving' the watch by bOth tli~:on.cdmin~ 
and off-going pobif'. Resuttsof the badge inventory will be logged in the 
Visit6r's Log and reported to the OOD. An additional watch may be assigned to 
assist the POOW during busy periods. 

4 
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Ref: Ca) optA~f~~T31~O.32cs~~ri~sf, Standard organizati6n and Regulations 

,,:,;' ... ' ,c:-(bj"';:~~~~/¥~~ci~~a~erie~n !'N~i~ir1ed~¢af'¢ommand;g¥ganizatIon";Manbar 
{cl,N.A~rip;'1i 7, Manual ofth~Mec:lical Department" .'. 

":,;~:,,,.,:j.~~~~':"~}~>,~~, ,'./;;~~;: ... ~~~,; , ........ ·H... ~." ':~'.~~:::~':':~ " .. ;. _>~.~,.., " - - ... --~ --.---"~ - - .. ~.~. ..:,.~;..:':_ --_ .. ::".~~-:.-;;- _-'_ . '~«= -',~ 

", ,,'-.. , . 

c6ritroli~d ~1.lbstaiifesi ..as~sedhere:in, arf! tho/3edz-ugs 
CoIitt-olled Stibstalld~Act q~ i97iJ.' " (PUblic LaW9J.~513) and 

. :;.,~. 

are five sCheduiesdesi9nat~cl by 'section, 20";2, part3qlofthe 
;Fede:ra~A.~t·t: .. St:li~d~le ']; ":Drug~ with··.llo· ... acc:eptahie. drug .use but·.·inaximurn abuse 
p~teIlt~iii; . ~~hedhiti'ij:.I .,-Dru.gs·having ... iili .acCe~table dJ:ug use ~rid;£;.J~~·. high 

..•. ah~s~;i5c:>terit:i.al; arid. Schedlil,es iI:I~ :IV anCiv . - Drugs hClving acc:eptable drug . 
. ··u,s~W~J,r~ha.:rE!cqnsidered t())).avelesse~ing· deg:rees. of abuse potential. 
Pr:ociU:cts~aymigrClt~betweeIlSdhedules, arid new products may .beadded. These 
'ch.cingessh~ilb~pron1l1Igated by the Navy Medical and Dental Material Bulletin. 

:".:iiis,itt1e~~erogat~v~ ~f the, commanaing Offic:er to designate certain 
drugS,ashay~g a1Jusepob~nt'ial ~nd'require any security measUres, similar 

.. c()~tt~1.~~c!;:~~~~,~f~~4)~gge~ures:;:~ .• ~. . ......... :;~;.~., ... . 
• ," "'; '." .",,: ,- < ~:',. ," " "~~;.'- .; .;":-." .,~.,; 

'., .>;b.,1Ubdbolic·beV'~r~~ek~i1f~ot best6ckedor di~pensed :frOnlNa"y Medica.l 
""'7d''':f~diritl€~';::~''.~i"'~c.'''''''''"'''"''''''''''c;.:-; .. c'.'C·· .. ·,,"',··.· ~ •. C7S~ •• '·.'*.·= .• "~ .. ~"~'" •. , •.• "" •.. ~" ... ' ....... '--"~.d'.,."."' •••. " ... '.'':.:"~ •. '.;;" •• """'''-d.=.,.,.'' ... ,.~.' .••. _. , •. . ~._.~.;.d .• '~' ••.•• ~ •.••..••• ~d."-d ..... ":::" .. ~ 

;.:~': .. :~"> :.:: .. ~/ : ·:···~~~::;~~~ij 

.. ' ·...~.·sc:h~ci~lcas I .. aIid.:IZnrugs,schedule II~ Na1"c:o~ics, and Alcohol 'require 
ya~l.t/sa:fe~~O~~geandmdhthlyiri:V'entqry by.thE! Controiled Medicinal Inventory 
:soa.rd .. , (a.soutl.iried ·iIltheMedic:a.l. Department DORM) . '.' Working stock may be kept 
iIl.alofk~<3.,cifea wi thinth~phii~macy .. ' ... ' A copy of "tJie safe compination will be 
kei)t:i.n'as~aled eriV'e10pecle~osited with the Commanding Officer 6r . 
representa1:ive . '. ". . 

". b,:'sched~le~IiI (Lessr,rarcotics), :IV and V d:t"Ugsrequl.rel~cked cabinet 
secuJ:"itYforstorageof bulk drugs .. A mini~urn amc>untof working'stock maybe 
Ciis~:~r:~E!'damo~g6tlleJ::, ·pha~cY.~toc~ pJ:"oyided .;lie.Ph~rmacYits~:tf, J~'s~ctlJ:e. 
Ot:he~is~,:a~lstock.inthis . category 'tJiilbe<j{ept' in 10d~edti~iliet$l9~urity. 
AD. in~entorY will b~C;oni:iuct:edby:con troledMedifinals l11vent07B()ardnioIlthlYft 

~7:~::;i:::::~ responsibil{Ey for c~trolledsUh'fancBt .• SlnED 
all.d~ngerousidrU~Slllil~ 'be vestE!d in .acommissioned9f:ficer arid/6r1:li~Sehior;' . ' .. 
r-ted:ic:al bepa~t:ni$ri( ~ep:r:esent~~iver appoint,ed in lA7±;i,tillg ..: > •.•. 

d. security. Schedules I and II Prugs, Schedule III Narcotics, and 
.. ' Alcoh.ol rec;Iuire sp~ciaJ. hCiIldling and accounting to pr'ovideadequate protection 
against drugab\lse, carere~sness, theft. and misappropriation. Accordingly, 
tlie followingmeasur~s ,in:add:i.tion to those prescribed elsewhere in this 
bill, shall be enforced in COLE. 
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to ac:c()mplishdestruction. After certification is completed, approved by the 
Commandirig Officer and signed by the members witnessing destructic>n," the 

" •. ,'1>'--';- --

t:he'fil~~ as'autho:ritY'f6r-'droppin~ 
····llfot:Lfication of' the nEil is 

(i)'fhe~ontrhiied M~d,icInalInvent:oryReportwill be prePCired 
~onthly, .tnC)X:e'frequ!3ntiy if nE!cesslary~ "})Y" the. sr-1D.~a.~ter inv!3nto~~()r" 
s,ubmissio~bythecoIltr()11edSubstanC!7s Inventor}' Bolard. This,report:wili . 
l:i.steachit.e~ ill" siock,.together \'lith its. strength andun:i.t()fissu.e. The 
,rep()rtshallsh()w tll.e ~~ountremClining last report, quantity received; 
qU;anti,ty • expended' alld })allance' on ·h.:ind. .. .. 

(2) ThedontrC)ll~dM~dic:i.nal Inveptory Report will be sUbmitted for 
approval~ot::he'co~ding Officer by the C6ntrol~ed Medicinal Inventor}' 
Board, sta t'ing thi t the' inventory was conduc::t::E!d illaccor'danc:e with Manual of 
t:he,.Med.ical ~epart11lent and existing local instrllctions. In addition, this 
rep():rt~ill.state the findings (discrepancies) of the board and any 
. recoinmendations . . . '.' 

h. J:)isp()siti()Il: o,f ~eS0J:"~~.Al;!- presc:riptions;an4 plial:1hacy .reco~4swil1 
J>,f- in':accordance-withSECNAVINST:' S2-Ji=?~5-!ser:i.es·~·,'::::-·-:":·':'.::;~~c'.:~'----'----:"~+::,:-:--,:~:.: 

>- -

. 'c~m~Jt~~~biir~~;E!:~~~hI~~~~!~~~~c- r!~':~~'~:'~'~~:f§itth~~T~~~t';~f-"~""-'~'-' .. _,._ ....•.•. ' ... '}J 
ds"ubsta'nces, -alcohol and dangerous arlC:lcontrolleddrugs, or:first 
containing the substances, which, in the best. interest of the Navy, 

may require deviation from tllecontrols established" in"this .bill and/or 
emer!:JE!nciy situations at the time of the situation. . 

" j'. Drug Stock 

(1):It is imperative that personnel handling drugs understand their 
act16m;;, kIiow\theci0sa!3e range and contra-indications. Ever}' effort will be 
made t.o furnishcclrltinuing' education necessary to provide kriowli:dge to those 
re~porisible:for ci:i.spE!ns:tng drugs. 

. . 

(2) The Defense Stock System is in exist~nce to serve the needs of 
theJIIIE:!dl.cal D~partmeht and shc>uldpe the hackhoneof d:dig stock artd shpply ' in 
any NaVy Medical. Facility. 

,(3) Qniy tho$e items whiq!l )~ave 
Food and Drug Administration for sale in 
Naval Medical facilities. 

been licensed and approved by the 

the U.S. are authorized fo1JtlSSlmn 
(1) , InVt=stigational drugs will be stored and processed through the 

pharmacy service, as outliried in BUMEDINST 6710.49 series. 

(S) Caustic acids such as glacial acetic, sulfuric, nitric, 
concentrated hydrochloric, or oxalic acid will not be issued to wards or 
outpatients but will be stored in separate lockers, clearly marked as to 
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(i) 1Uif.1edica.lDepart~~~tl>eZ"sonnel 
b'f'poisoD;s and'the us,eofantidote's. ..>. 

i6~£~d,~~~~~i~¥;r~t~si~S~~~~~~~ti/~;~::.:;~~~W~~\~~~;dk~f.i.aV ,. 
b~~se~. con small sh~psthcit haV'e onlYO~elndependeJltDuty~ospital ." ............ ," 
C~rI>s~(IIi~)~b'Oa.rd, .. the. .. i·ocJter •. ~iit.})e·io.cked· imm~(UatelY9utsidesicl9Jay' 
!:f~Z"#eclciY'a.9C:ess:L})~lit:y wllenSUqhmetlllJer is .abs.ent.) The locker \'Iil~ bE7 . 
;~~B~~~.~.;Wl.~~ a~~~~~les~a7 .~~p~~erJ::htasea.lis brok~?,the "content's' tii,11 

. ·.lJel.n'V~htorl'.E7d, . the u~ed. antl.dot~sreplacedcmd~he loc:ker .. l:"~sealed. An 
;: Al.Pli~~t.i,C:~l.<Inv~~t:()rY List desi~~tingS~e:j.rlocati9#~illbe<?n the insi4e 

. . the:dC;6r"~d a <:oPt disJ?layedplltsj,det09,ether wi tha copyot" NAvMED P-SQ95 
OV'4=',.·t'!,.,R .~·,andAnti.dot.esl •. an~ ... the addressan~tf91eJ?honenu~er of·.· •..•• 

.LV,",,,,.L trol . center,whereappiicabl~. .. ThelocJt'er. wi~l·dontain· at . 
"nr· .. ,,.· ·.listedinz.lAvMED P~5095,a~d only tllesupplie~and 

. .. of '. , .. 1 pe.r·j B.OJ'llle:~ 

JJQ",",: ... ~ .. ~v·in::el!liell:'gE~nc:Y,J~.~E~§.t:ljI:E!:IltS.=~/1i~LT):)e'=~J:?9:r~11g1g3r":·1:al1~;!':J.,;i..~1t"wi1;;n···"t:.n4e, .. .;,c .. ", ... c;."'·:-"c,,\··,· •• ·, ... :·;',-,,~;l 

". ." .. 

. •. ·sta~e~E!ht an~;Invento1yof:E'rec:iqus ,cmdspeb:i.C!.l.· J)~ntalMetals. The 
'sta1;::elt1en{~~:rnvEmtory of PfeCi9~EJ-Jan,d ,spebialD~ntal Meta~Ls '.N~vMED663 0/3 
.Sho~C:;r{'J?a9:e 6" i~ used to a.c"O~l'lt for preciolisand special ~E!tal.s US~d'in 
·t:h~'prO~~heticLaborat6ries of. Den,taI Facili tie.s. Pr~cious met.als . are the 
}lighly''Val~ble m~tals s\lCh~~(9'6l<i cmd platinuin .. Special denta.l metals are 
those metals that have been a1l6wE!d 1;:0 modify their properties for dental 

4 
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: .... .....' " ir;)~:/ .' 

. FIG~ 12-1 sECtnUTY' mOM uNAUTJbR~'~~~ 
.. -.; : :., .'\". .: .. ' ,. ' .. ,. . . ,. ..,' ";:.::}: ..... ' ;": . ....... ", '. 

;¥~j~, ••. ~~~.~~~~~~lJIq"r! ·d$.~····~··.liitxr.+r.~":-'<~,. = . ..o...=~=+,~~~ 

:S~bf;'l~~;'~IIt~rit~l~p'tR:t13U6;¥fb~f~oi'rHf'PR6TE2h6N'(jF" 

.;fgi:i~}';~iec~;g·~.j(Of·1950. Section 21 
DOD Direc:1:ive 5200.8 of All gust 20,' 1954 
QPNAVINST5Slr.9 series 

1. p~<s';aht':O <e:Gic"s (a I i"<oU9h( c I , it tS he<~by o<dered that no perso,G 
, othet' th'an niertlbers'6f this llnit' s c6inpany. and empl?:y~es Of theUni tedSta,tes, or 
~ontraC:1::ors:')~~()/are'authorizecl to perform servicesqnboard this unit, shall come 
0I1b()ard~c6Il\~).n coritact with, Or cause any object to touch theuni t without the 
'advanceS~~~,f7rit;6{ the Comrrianding Of:E1.cer or his d1}ly authorized ieprE;!sentative. 

i'. '. AnyJe~~~rf~howiJIfUllY vi61~tes '1:hi~ regulation is subject1:¢> a fine not to 
exceed$5(jOO~OO or imprisonment for not more than one year, or both, as provided 

'i:;1",:c~e':.;o,)'~",")';¥,ii?"fI""'3c~i'''''f:?'~'''''''''''·''''f'''''')·'C: ,"'::,' ·"i""C"",)"""·""."":,,,,";,,,~,,""c';"~"~'~3~';':';"(~~;\7': ,;'0.~;i.,,', '::~d,<"~c,,",,,,+ " ,"~"~,: ,.;,;";;",,,,:=,,.';.4,,~L,;:k;C''':,~ "''' ... ''~'' .~:"'''' _ , .... ' ""':",""""3: 

I \t~{~,lJ\\S~:m' n~; ; "K'. S. LIPPOLD 
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LESSON TOPIC : ...•. Terrorism 

CLASSIFICATION:: Unclassified. 

A.LLOTTED LESSqN TIMEi 1.0 Period 1. . SeleOtstatements 
basic organization of 

INSTRUCTIONAL'REFERENCES: 2.Select·statementa 
tactics commonly used 

1. 

2. 

OPNAVINST 5530 .14B 

DOD Direotive 2000.12, 
Terrorism Pr6g~am 

DOD Combatting i. 
..\; 
I 

1.'< 
k," 

1·: 

groups. 

INSTRUCTIONAL AIDS: 

1. 

I . 

roM 
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o 0 
HI ~ 

\.0 
00 

Chalkboard and'. related . equipment c. 

INTROD-qdfr,ON 
~ ~ 

A. 
~. ,·"i:;·: 

.~;l Less.on Object,ive;s 

1. 

2. 

Sele.ctstatements that identifyS~h~.basic 
organizatipn of terrorist groups4 .,./ 1 

:'jl; . '-"> .,;\, 

Select statements that. iQent:ify.~aGtics commonly 
uSed by terrorist groups.r; L. 

ii 1', 

...• . .'. . '. ,j; i· 
B .~sson orientationl .; .. l' 
~f·q; 

~Impdrtance of lesson content t6§.tudent .. '. :, I~: . j ': ~~. 

'" JI!IIfIIM 
~ 
~ 
". """.' " ~.M<' 
~1iIo._ 

~ 
~11Wk.~· 

r~<~·~~· 
p~I/in1I!'~'ll'~ 

" \'i<>m.'t~"~r~' .. ~",".~ '. , 

. :" ~:);'.. ,:j 

a. A very real threat exist8f~ruLs. Navy ~~~~~2i 
:~ 
.t:,~~~{ 
iI.W.':\!'l'i..,~. 

;:J:J .• 
.... :':!~~~).,: 



:i:" 

1..0 
.co 

2. 

...... .. .•... . . .... ..... ..•...• ..:; . 
. Domes.t),.cand internationalt:~r:r:~J:"istshave 
'becomevery.skil1ful··.ig the)use'!qfrur;;.esand . 
. disguises that make iteasi.~ir'fqr· them to 
eval.uate. and gain access. tcU!the:iir. targets. 

c, ·This lesson will present 
stra,tegies for,prqteqtion 
the added caution that ale 
with. common sense/and pe 
is, the best deterrent .to t 
against individu.als. 

Lesson process 

a. Lecture 

b. Written end of course test 

[ 
i! 

1 witr~ .... 
, coupled 
rii t i a t i ve, 
st attacks 

II. PRESENTATION . ..1' 

A. Terins and ·De f ini t ions 

1. 

2. 

~ ~ ~~" 

AntiterrOrism -' Defensive measur,Js,J.$edto reduce 
the vulne:t'Cibi 1 i ty. qf .~ndi viduals[:alld!,propertyto 
terrorist . acts, . toincludelimiterd· response ·and 
containment by iocal mil i tary .t:,oI;ces; (DOD Dir. 0,-
2000~ 12) ·,:1 i . 

,.)J' :,:"'1/':' 

C6unterter:rotisIIl- Offensivemea.Jure~,taken to 
prevel1t, deter and respond to tetror¥sm 

", '. ..\. : . .'. · ... :.):-;Ai.::, : ... ;:.::;.,:t~ .. .> :. 

e:::::=:~r.;:· Crisis MRrU'M,iJement. -Plalls,pr(j.qe9uret'technigues 
~ ... ,. and policies fordealing'tlithte:r:ror~stact's or 
C"""::;i other,. major disruptions 'within'ciHicommand ..... 
~ar«/'r"'~~': ... ."", '," ,.' . . ' .. .' ":,,: . .<;" .. ~ . :'." .. . ", ,':::r:", ~~< ,: :':·;·· .. ·~H .. ':· :.: -
~1t. J:HQ~-Risk PersQPllel. - ·u.S. pers9Il~e].niiandtheir 
Cilr::' fam1ly members whose grade, ass.1~nme:p.t, brayel 

··~)(Bf',i~ {!~ .... 
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B. 

itinerarY9r symbolic 
especially attractive 
targE;!t 

5 . 'Terrorism -The· calculated use or,'fVJ.o,J;ence or 
threat of .violence ·to inculcatef.~o,ri iintendecl to 
coerce or' to intimidate governmentks oi-societies 
in the pursuit of goals that are 4eriefallY . 
political ,religious, or ideologi~al.l 

. , -L 

Contemporary Terrorism 
;1

1
"1 

1. 

2. 

c=::: 
~ 
~ 
~iil: 

~"" 
~; 
'F'" ,f<'''~ 
Ili;,..."",". "",' 
~~l">' 

-"r1 
~t~!,~:'~~ 

r"'f'''' ," 
:~l:tt'lY(':'~~':.: 

~",,\' ... ,,,.: 

The existence of a 
is a factoF in any 

highly efficiebfmgd.ia 
terrorist scenarid'" 

-', I.~ 

network 

a. 
.. . .: (.. ~, .. ;" ii'. 

Technology gi ves;terrorists th~ppportunity 
'togain worldwide a t tention:9n.::p~ime - time 
television:{: ....... I 

:\. ':.; ~ .. , . I·; . 

b. There is seldom a day when t~rro.rist 
activities aren't publicized[Lin banner 
headlines in the newspapers:~ i. 

c. The ie,sul tis 
becoming more 
publicity 

T i; 

:i: 
that terrorist['a'ctis 
violent in ord~rt:o 

::' .! 
I:; , 

are 
gain 

Communications 'i t 
a. two Technological advancements, ihthe last 

decades have enhanced the terro:dist·' s 
capabilities. for operatingi~aqy part of 
the world:: ·i . 

1 

':.·It !"'"' 

b. This factor has contributed:totihe growth of 
international terrorism intihelast decade 
and has, changed the terroris~t f'iom a local 

"'i! ,I 

E ! 

r 
.,:.'j;. 

~'!""'~.<;"'~~' .. ~~i\.""'>'WA';': 

~~~~. 
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freedom fighter 
to security 

C. TerroristProffle 

1. It"i.is not.accuratet6saythat 
"tyPi,cal" terrorist, but some 
appear'iomanyterrorists 

a. 

b. 

e. 

f. 

'they i cl.rewel1 
weapOns /. 

'. . ....... . ... i1~· .' ". 1 

They may be idealistic'in tijeirjrnotivations 
,.J J 

They.may be mentallyunstab:teJ .' . . . . . .~" ····~l.;: :·::;·:·t, 
They' may have criminal motiYatiG.'>ns, without< 
ideological, political or:r:~ligt.ou~ aims 

. '.: <'.~: .. J:;. 
They are often very dedicat~dt~. the cause 

··of their organization 'i. . ... 
. [ '.. I 

I, 

They are often well-armed ';:f: 

g. Most. terrorists are no.t. sui~idal 
c. 

D. The; 'terror i st .·Group 
<J <' ; 
; ~;;;r: ' : "; ': "; '~ 

~M:::\l")'~~' 
~W~'·., 

~f!~~, 

C/'"~.' 
~~~.~~,I:,t-", 

·»,.;~)~~'t,,·.'l1i 
~, ~: 

~''r.;o.JIr .... ·!,''<'('I'' 

r~~T~""- -,. 
f::~~~::.· .' 

:.); ,I' ."" ." '. 

Groupsar.e generally organized w'~th.!~everal 
elements:·j!; 1 ,r, ,: 

a. Hardcore leadership :J:f' 
(1) 

(2) 

··>:t, : ".-, .... j> 

Necessary to make poliby,.fllay out 
and give direction toJthegroup 

. ·>f· /.1 
Leaders areoft;'en parahOi~:'and 
fanatica~, some1?i.mesh:i.di.n;9~behi.nd a: 
front and operatingwithc(d.egree of 

J '1:: 
[. 
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b;Active cadre 

c .. : 

d. 

(i) .' . The . people 

(2) ·rOr-g~riized.int:6 
(3 ) 

(4 ) 

·ope'rat.ions 

Secrecy is' 
.II-cell" structure. 
6nly one point of 
unit 

of a 
I . 

Oneluni;t may have 
cont\3:ctlwith another 

t 1 
:,~:t ·f 
."}: . j. 

I'- -I 

"t
,
·· ·.i;i Acti.vesupporters 

(1». Provide 
support 

logistic support needed to 
operation. Th~yp::tovide : 

(a) Safe houses 

(b) Weapons 

; (c ).Ammunition 

. ..... . -.. /,·1" 
(eJ Mepieal supplies;; + .-i.V<, 

(d) ;Food 

. ,( f ) Money. .'f">I'\ 
Provide replacements.f~rtR~active 

..... cadre 'j"'1: 
'Ii 

Passive supporters 
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.. (1 ) Sympathetic 1::.0 the 
directly involved . 

(2) They 
aims of 

E. Tertoris,t Operations 

1. Terrorist pperations ~re 

a. Designed to make an 

2 . 

b. Well planned and 

c. Over in 6 to 60 seconds 

d. Successful 

Most operations. are conducted 
schedule 

... , tight 

3. The.targetis 
unprotected 

4. 

e.~ 
~:l!. . .r>-_,~ 
~ p.F.'!;> 

1~ 
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Targets are observed 
attack occurs 

. before the 

a. 

h. 

",,::: 

An alert security force me.mberiwhostops a' 
suspicious person for quest~onjJng can' divert 
a terrorist attack .! ;.,,11 

f: . 'I 
,;;'11,' 

If a terrorist group sees'€;'hat,!a. base is 
randomly checking carstha.~cotlie·throughthe 
gates, the group may choos$anothertargef' 

, , . ·'tt' .. ',1·;'0 . 
Operations are generally rehear~ed~everal'·, t.imes 
and may be called off if the' ta#get:)':persoll or 
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installatidndoessomething 

6. Terrori$t> ~rOupshavebeenkrl()"T-<4-
and ··rusesto··conduct ·suryeil1d.ll\;;I:::E.u . .L 

They have disguised themselves 
, . . . 

Postal workers 

. ,~ 
Priests and'nuns 

c. police 

d. ,Military 

e. Telephone repairman 

f. Joggers 

g. Airline 'personnel 

7.. Tactics 

~L."'· 
~~ 
~ 
"" .. All". "";" ~''',.\''., 
1III.fa!I2IU' 

a. Bombings --May.u~e borr\bs 
sophisticationplacedto', 
cause fires and create casualti 

.,; :1; 

(1) 

(2 ) 

(3 ) 

:4 .' i 
'This is 'the mostcommop .. t,aqtic, 
". accounting for more th~ri Sp,'percent, of 
te,rrorist incidents ov$rt;:p.elast two 
decades .: ;.di '1 

'E ··f 
Bombs are inexpensi ve,~·itnd;·.~.asy to make 

I!"' 

They are delivered in.~ v:~\r'iety of 
ways:;~ ... , 

.ii "r: 
(a) Vehicle bombs; iribh.l.d!±ng suicide 

bombers, charges ,l?laC:~d in parked 
cars and devicesdntertded to kill 
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·t 
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b. 

c. 

d. 

the driver 

(b) Placed in,.' the 
person who has 
legally or ill 

. . 

(c)' sentthrol..lgh t 
the mail at the 

o...L~ 

by a 

into 

Hijacking 
i 

(1) 
, .1 

Hijacked vehicles giv~ th~ terrorists a 
legitimate means withi,whibh to 
approach, or gain entry tb a military 

, '.1" I 

installat.ioni ' . .., J. 
(2).. Hijacked airliners orlcruise ships 

. guarantee intense' media c6verage 
" ' I· 

Arson 

(1) Not used often. Has ~een!.ti.sed to 
disrupt and destroYPu.bli¢ utilities, 
political headquarter~, ·f~ctories and 
hotels! ' 

·):1~"; 

(2) Most frequently used Jtart'ing device is 
the delayed action in~endiary device 

:' ! 
"I I. 

I 
"'I 

F 
I ,", 

f<l 
"1' ,1;, 

Ambush 

(1) Well planned ambushes;seld,om fail 

(2 ) 
:':J'. '>··r, 

The terrorists choose~heitime and 
place for the ambush ahd rehearse the 
operation '"i 
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e.. Hostage taking 

.( 1) 

(2 ) 

(3') 

Ter~or,ists may take a 
·location away 
kidnapping 
. , .. :.;.: .. > ..... :.:. '::~.~:.,:.< " .. ,'.": ....,' ,"'t:·: :":':'.J<:~ 

'They may stay atthesq$ne.';or 
confrontatibn withauth6ritles 

.' .; j 

"':\j\ 1 .. ;:. 

In either case, they ,may make 
'. as conditions 'fOT the te~ea.se 
hostages;!' '<1.; 

III. SUMMARY 'l'(.[r 
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I" 
Threat levels and threa.t·conditions 
(THREATCONS) "are tools~sed;to help 
prepare realisticmeasu*e;S~o guard 

'possible terrorist atta~ks. 
i 

commands 
against 

.,: ···':~·l 

Personnel should.be aware 
and, THREAT CONS in order ito 
their duties fit in to the 
posture of the 
installation. 

'threat levels 
.!-I.llderstand how 

raIl security 
tyor 

rist groups. 
ty of·Naval' 

.J.UU~/:j 'to bea matter 
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':.;1 

II,: 
,NelS mai'ntainscl?se lia~isorl>'with the FBI 
apdother federal, state' and'. local law 
e'nforcementand intel1ig~nc' ' 
(0214b)i' 

. >. . , :;':~,T!':: 

Knowhthreat infqrmatio~alfecting the 
security of,aparticula:r;";mi't'itary 
installp,tion is;dissemil)1:a.t:e~~by the most 
ef{pec:iit ious means '::1.' , 
.. " ' ....•.. :. . '<"1 

rIa command detects 
information, NCISis 

NCISwill follow up by 
ampliiying.details 

Part of the threat asses~j\II\::a.l.,,-
'. . '. . . •. I 

establishing a t,hreatleveL i 

factors are used to help r!o+-:o....,,,., 
appropriate thr.eat leveL 

"follows: 
··.···(.0212£)" 

- Aterroris 
.be .. pte . 
9i ven ., L;UUIH .. 

threat 

ting to obtain 

as 

is present, 
eto gain 

locale 

,Gapability- The 
>demonstrated ',level:. 0 

terrorist attacks' 

sessed, or 
iG~lJo)bility to coriduct 

Intentiobs -Recentu~mQUt:l 
>(,terrorist activity, 

":'con9,uct suchact1 vi 
;HistQry - Demonst 

ted anti U. S. 
intent to 
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,'1 ',' ,,/, 
' ...... , .. 
, ·;·,,·t 

I: 

Current credible information on 
~ ~ I 

activities indicative of,preparations for 
specific terrorist,opera¢ions 

• ~ r . 
i 

secur:ily Environment - T~~ihternal 
'polit:ical and;,security c<j)nsiperations that 

"', impact on the capability'lof '~errorist 
elements to carry out thei-r(Lhtentions 
." '. :i jj":::":' 

The assignment of a ,threat level ,;;L,s based on the 
degree to which combinations Qf,tj;le above 
ass~ssment factors are presen,F~': 

'.j 1:' 

Critical - Existence, capabiil:ity and 
targeting must be present:: His,tbry and 
iritentionsmay or may not: ,be(present 

H.iQh - Existence, capability;, history I and 
intentions must bepresept'\,' 

.:·1 {,; 
" ','F,' ii' 

MediuID- Existence, capa.pllit1;:y, and history 
must be present. Intentipnslmay or may not 
bepresenti ", 

, . I 

; 

Low' - Existence and capabil~ty must be 
present. History may orlmaynot be present 

. 1 ~ i',. 

V 

Negljgible- Existence apqJql; capability may 
or may not be present 1< " 

'I.: i" 
Security environment is consi;<ier~dseparately as ' 
.amodifying factor andmaYii9flu~nce the assigned 
threat level ,t, ",ii" 

i' )1/ · "'r ", 
para 0212) Thri~t>condi tiona (TIlREATCONS) (5+~'i~4B , 

:1. tTHREATCONsconsist.Clfaseri~:k ",' 
j' rCa. tegories{NormalI:Alpha , , 
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Del ta) describingp:rogrE=ssiv~le:lrels of terrorist .. 
,>threats>to u.s;. mill taryfaC~l:Lties and personnel 

/"':: ." :: " ,,1 :' 
.. . :,r , 

'. Th.e. prImary purpose of THREA!!,,<::ONS is to identify 
various levels of terrorist ~hreats and improve 
coordination and mutual suppprt lin antiterrOrism 
activities! J ....\.. r 
The "'declaration Of a THREATtPN,A~y be decreed by 
aU. s. commandeor agency or,jbY"~',locaF commanding 
officer orheqd of.anagenc~foilowing receipt of 
,intelligence ,through officia!l;squrces or 
following an' a;nonymous threa;t m~!3sage 

" '.j:"' 'l, 
,A description of THREATCONs,:arefas follows: 

" ·1 " l~ 

THREATCON"NORMAL - App~ies·rwhen a general 
.threa1::ofpossible terrori~t activity 
iE=xists, but warrantsoqly~; routine security 
posture..: 

, ...... :. '''::'' ~. . . .: .~ ... "'. "-:. . ..... ><:.!\ . l: 
THREATCONALPHA -Th~s.n1s~general 
of. possible terroristi~ctivity, 
and:extent;ofwhich .'. 
circumstances "donoi:: 
of the measures contCl..1.lJ.t:: 
BRAVO. It. may be!lepe's~ 
sel.ected i measures··r:·..;.-.;.;.,:rnnT'lT:..,. 

" 1n 

are' used: 
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intelligence is received inpicating that 
· some form of terrorist "actibn against the 
installation is IMMINENT. , 'qmplementation of 

· :.' ...... . .. ' .' '. '.. , 
: .:.th;isTHREATCON{or. more:!~t:haiJ:'l:short . per iods 
'.···,·.·'w,illprobably:'create >hp,fJ:lshlip·p,ndaffectthe 

jactivitiesdf,'theiristall.latJion· ...... . ..... ' '" '.' ...;;, '.' .... . . ....'>Y·,l,i. : 
THREATCQNDELTA~Thisibond:l.'tion is declared 

· 'wheI1:aterrorist attack! has, OCC\lrredor 
intelligence has beenr~ceived that 
terrorist action againsita:ispecific location 
".' l' k' l' I .',j 18 ley ~'. : 

, . , ' .~". 

(THREATCONs}T 
. ~·.i. j .. ' ~ :' 
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LESSON TOPIC:'PHYSICA.l.SECURITY 

INSTRUCTOR 'QUALIFICATIONS: 

CSDOQUALIFIED E-6 OR ABOVE ot "~"" 
TRAINING PERIOD: '1 HOUR 

INSTRUCTION REFERENCES: 

A. COLEINST 3300.55 (Series) 
B. Navy Law Enforcement Equipment 

Manual, Feb 1987 
C. Navy Physical Security Equipment 

Manual, July 1986 

INSTRUCTIONAL MATERIALS: 

A.Class II Body Armor 
B. Kevlar Helmet 
C. Standard Baton 
D. Pbl:";table handheld radios with 

headsets 
E. 
F. 
G. 

Night Vision Goggles 
MCU;"2/P Gas Mask' 
Inspection MirrOl:"s 

TRAINING OBJECTIVES: 
0{~~':"<'''""<.1 
':;:I'I'-""~";;:(O:'(~ 

~";:~I~DESCRIBE Physical Security 
EquirJiE',i! used during Security Alert 

ADDI~J\.L OBJECTIVES FOR SUPERVISORY 
PERS~JlifEl; 

~.,ilI»,.,iw~·;,";!· 

::~::!:1 
~'UJ!f.:,',"",I'\;" 
if. ~'1.' !r 

f"'::Z 

i, 

,AUGU$T 

I, ' A.,DISCUSSthe re;sponsibilli ties 
tti:e,' CSDO in, regard to Physical S;ecur:i ty 

: ",j', ',' ," '" ' " 

FE,quipment. 

R~LATED 
:.";:"V" , 

':N~VEDTRA (SEC FORCE) 43387 - 2B 

FORCE PROTECTION OFFICER 
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OUTLINE 

A. A wids,'vari'ety;'o{,produc:tsar.e 
both civilian ,and governmeflfsqurces }, 

~:·'·\·~f·:.. ',: .. -

. . . . . .:'~.: ".".. .'. .. , ,~ ;.~ ... :,::~ .... ;": .'~".;.: 
B. Provid£ngthese~lirity force'with the'be~th 
availabletqols IIlay prdveto hav:e greaJ'impact. oni, 
their ability to reac:tproperly in the event'dfan 
incident .:1 

C. All necessary equipment shouldl;>e avail~~le ,~nd 
well maintained.l' /";;!'; . 

D. Havingfhe proper-:equipment on hand alloWs, th~ 
SSDF flexibility to respond to any situationwi1:h:the 
least amount of force 'required and ' to' ensure', IitaxiIrl.um 
safety to SSDF personnel. ,} 

";' 

E. The SSDF will have the following equipmeJt 
available for use: 

ttI[7:l 
OJ ;:l 

I.Q 0 
CD P 

1) Sui table Weapons. The SSDF may uselthe}9mm 
pistol, the 7.62mm M-14 rifle, the 12-ga~ge : 
shotgun, or other special purpose weaponsthkt 
may beoarried ortboard COLE 

2 )B6dyAI:"mqr .;~>J 
,}",' _, },,' ,1;'1' 

~" ","., Class II we ighsapproximafe 1 y ;10':t?¢>imds 
,t;~=::;taricl 'will 'stop> low velocity rounds . lItis 
:;;$'i~~~W~~;: ayail,able through" suppiy.J ",! 

. .:; 

2) 
'trainees. 
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LESSON '1 

PHYSICALBECURITY EQUIPMENT 

OUTLINE OF INSTRUCTION 

'"OM 
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(!) I-' 
\,D _ 

-..1,1-' 
I-' 

o 0 
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\,Q 
00 

. ::/L·.: :\.1~ ~,~; ~,~ 
p. Class I I Plus Body ArmQr, 'which. must be 
purchased conunercial1y, is specificialiYi 
designed to stop bullets. 'Itis'lighter, 
more comfortable, and will stop rounds. 'from 
high velocity weapons. /' 

'; '~". 

'.~ 

3) Kevlar Helmets. These provide enh&~ced,:; 
protection against fragmentation and wiflst,:op 
low to medium velocity bullets. 

4) standard Batons. 

a. When employed correctly, the.s~an~ard 
nightstick can be. an effective, nOrl~le-thal 
means of deterring, restraining, o~ 
apprehending an individual. 

b. If used improperly, however ,<'tre:9aton 
can cause serious or even fatal irijur:i;e,s. 

, '.:' 

-;' :J. '.-. h 
c. The standard baton is made of.p.ardwood 
or polymer ,approximately 26 inches;i long and 
1 1/4 inches in diameter '.1 i 

{ . 

<~~:::;='" ". ' .·.i.: 
·.~1I!f(::d.I t is most. effecti ve when us9q.;agc\inst 
:'':''''"'~'large muscle groups such as the thi'g' hor 
:fJl",~~~; , . ".:" 
:~'Ilupper arm. 
""'. ~ ~~.# ""oJ! 
;-.... "'~ 
""""",,,,'.,.(11 
;~ 

~ ,;: i 
~ 
n-tj, 
t::::J 

RELATED INSTRUCTOR 

;T·" 
Ii 

.... ,' 1f'" : '~~';;':.;> ' 
Keviar'; Belmets 3) ,Demonstrat~ 

to trainees 

4) Demonstrate Batcm ~to 
trainees 
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OUTLINE OF INSTRUCT ION< 
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5) 

6) 

7) 

8 ) 

9) 

e;.Primarily usecisin.i sf'tuations'wh~t~:::'\'···· .. 
security. personnel \ are' being threat~ned'!with 
a'weapon other thana gun."; 

Portable handheld radios. with headsets {V. 
. . ····1 ,···.·'·1 

, j 

a.Radio communications can provlde,~'i")' 
s~cure, or at least reliable,means:"of" 
cOrn:rrlunicating real time ,ihtel1ige.nce,\I:·: . 

. . . . '". ~ t~ '. .J ' .. 

tacfical directions, or other vital<} ..L 
information that may increase the a15i1ityof 
COLE's security force to neutralize ,the 
threat. 

Flashlights 

Night Vision'Goggles 

MCU-:i 2!P ·Gas.i.Masks 

Inspection Mirrors. To be used 

F. REVIEW AND SUMMARY 
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5) 
trainees 

6} Demonstrate flashlights ,to' 
-, "r " " 

trainees ."" '.' f 

7 )', "Demonstrate 
trainees , 
8,) Demonstrategas~:ma'skto 

trainees 
9} Demonstrate 


