rd baﬁbn, riot

 h.v.ﬁigﬁf’?isidplébé§iés._’:’ ’ v e vﬁ"«.5“ (110)~
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]
|
i
i

'._ Mk 17 or. Mcujz/p Gas Masks.,f

'but not hlgh power rounds.-

- COLEINST 5530.1a

'._»Inspect;on‘errors,j To be used in searches

The follow1ng sectlons contaln

Class II

NIt"w111 stop 1ow veloc1ty rounds such as
Class II Plus armor 1s addressed 1n paragraph 5.

Kevlar body armor is avallableﬂfrom the'w
.38 and;'45 callbers,ﬂ -

g NSN:“""'

8470 oo 092 8697_--”
,8470 oo 092 a493rﬁ

8470-00-092- 8499

8470-00-092-8500

[ '8470-00-092-8501

(1) Small Arms and Ammunltlon
Fax Number

(3) EAEHEAE&HEEQE&L&BANEl_IN

.~(a) Small Arms and Ammo
: Fax NUmber.

(b) AALE .
B ‘Fax Number

(d)”Outflttlng
Fax Number

'(d)lKeyS~and locﬁs
- *Fax Number
{e) Night Vision Scopes

Fax Number

(f) Small Arms Lockers
Fax Number
Encl

. {703)

(703)

(812)

(812)

(812)
(812)

{812)
{812)

(812)
(812)
(812)
(812)

{812)
(812)

(110)

602-9159
602-5194

854-1211
854-1044

854-1892
854-1883

854-1872
854-1221

854-1879

854-1221

854-3190
854-1044

854-1879
854-1221

Page 2 of 98

DSN
332-9159
332-5194

482-1211
482-1044

482-1892
482-1883

482-1872

482-1221

482-1879

"482-1221"

482-3190
482-1044

482-1879
482-1221




_ provoke ridt;“ébme

, 'economic, rac1al

_ peopl« W3 red out51de polltlcal 1nf1uence and 1nterference, elitism
in polities. E . ,

" B : ~ Encl (110)
: ; - EagejB of 98




COLEINST 5530.1A

d. Pollce/Mllltary Signs. Criticism of counterterrorism efforts, rap:Ld
changes in attitudes of military leaders; rise in desert:.ons and UA rates;

I - ~ Encl (110) l

3 : . ' - Page 4 of 98




‘:CPLEINSf;5$ 17

v

E ally during
a1nst persons, murders,

. , EnCl_(lle
L , - , ) Page oo




COLEINST 5530.

~

' Encl (110)
Page 6 of 98

Encl )




" COLEINST 5530.1A

Threat Le?el

b.

(1».?

(2)

(3)

(&)

= . U51ng the ch01ces on the follcw1ng page as examples,
"t_eﬁfollow1ng matrlx. 

Threat . Vulnerabilities

1y
{(2)

(3)

Maiicicus dsmage

QFloodlng

Small: craft attack
Fc dftamperlng
Record destructlon

Lighffaircraft attack
Boarding at sea

Precious metals
Controlled substances
Main propulsion
Auxlllary Eng machlnery
,Senlor officers
Dlsbur51ng ‘funds
Postal assets

Shlp s stores )
Supply storerooms
ATmory . / Small arms
Ammunltlon maga21nes
c1asT1f1ed mater1a1
ADP systems

,Weapon systems
Ship's integrity
Shlp«s crew

;|.‘,; .l; H '- l_ l;a_l l--l H I | I-_IA

Encl (110)
Page 7 of
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Encl (110)
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. coLEmNsT 553018

.’*(éf'fSECNEVfﬁS?_SSQO,Z f(serles), Use of Deadly Force
v : 2 ‘(series), Physical Securlty/Antl Terrorlsm

circumstances:

5(1)' Self Defense and Defense of Others When deadly force - reasonably
appears to be necessary to protect law enforcement or securlty personnel who
reascnably . belleve themselves or others to be.in 1mm1nent danger of death or
serious bodll harm. AR :

Y Encl (110)

Page 9 of 98

Bncl (9)




reign"'iaort. In the

R ‘p rson representlng a ‘fore:.gn state,” or 'removal of any personnel w1th1n the
- conflnes of his command by any such person so long ‘as he has: the capac:.ty to
. repel such act(s) Accordlngly, any attempt by foreign nat:.onals, acting in
an official capac1ty ‘or mot, to gain unauthorized access to the ship or spaces
cn the sh:.p w:.ll be suff1c1ent cause to call away a Secur:l.ty ‘Alert.

Encl (110)
Page 10 of S8




e _ . . - - Encl (110)
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coummr s530.18

. Ref: 'OPNAVINST 3120 32’ (ser s), Paragraph 620.10, Standard Organization
i B e ations of '“Navy by oE mome :
‘ L " SECNAVINST 5511.36 (series), Author;ty of Mllltary Co

ers Under

] oom ¥ ‘ aboard‘COLE for varlous reasons 1nc1ud1ng ‘sheer mlschlef
5 v X ry or lit: al purposes. uch b pardlngs may not require calling away a
S i Alert, ﬂ wever, J%egz mu‘:té °ﬁe px’evented and the individuals promptly
, Qieren e (d), codlfied as 50 UsC Sectlon 797, prov1des that '
' ' and regulatlons promulgated for purposes of m111tary

ure Flgure 12 1, Secur1ty Orders and Regulatlons for the
and (d).

references |
! _ : ’ J'_” (2) Promulgate and tra1n sh1ps force on the contents of Figure 12-1.

(3) Ensure duty officers are fam111ar with procedures for
.,contactlng local la enforcement agencies while ;n forelgn ports.

’ b;- The Command Duty Offlcer w1ll

_ (1) Consplcuously post Flgure 12-1 on the Quarterdeck where it can be
*“eas1ly seen and rev1ewed by all personnel coming aboard COLE.

(2) When necessary, station. add1t1ona1 Securlty Force personnel to
prevent unauthorlzed access to COLE

®3) If an attempted violation occurs in a foreign port, ‘contact local
law enforcement off1c1als via the U.S. Embassy or U. Ss. cOnsulate and obtaln
“their ald if posslble. “Obtain the’ Comman__ g'offlcer s permission prlor to
allowing local law enforcement personnel aboard

f . . . 'The POOW/Brow Sentry/Pier Sentry will:
.-
i_ o (1) Require that all persons, 1dent1fy themselves prior to coming (D
| ‘aboard. ' '
Encl (110)
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Encl (110)
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. COLEINST 5530.1A

. - N ~ Encl (110)




ection 21

:'f'égulétidn" is subject to a fine not
re than one year, or both, as

Encl (110)
Page 15 of 98




if applicable)

ement Agencies

course.
The CrlSlS Management




' COLEINST 5530 lA

readlnessi-"

(5)

‘ ; (4), Englneer Offlcer/Damage Control A551stant (DCA)/Englneerlng Duty
' Officer (EDO) - Ma1 taln damage control teams and materlal condltlons of

Communicatlons Offlcer (COMMO)/Duty Radloman (RM) - Make

avallable external communica 1ons,

v’,f. Department of state (Amerlcan Embassy/Consulate)
government a551stance as required when overseas.

I

Cr1m1na1 Investlgatlve Serv1ce., NCIS 15 respon51b1e upon

from dan er areas.

, post (1 e',vBrldg ,

w1thout cau51ng greater rlsk to hostage(s)

exchange .

(5) The.
knows he is the f1na1 authorlty)

d. Action alternatives

| . (1) Contain/negotiate

(2) BAssault

Encl (110)

"Page 17 of 98

CIC Central Control Statlon
wof the hostage scene.‘:

Eétabiish commﬁnioations/dialogue with hostage-taker.
(1) Act as negotiator until NCIS negotiator arrives.

(2) canfirm preSence of h°5ta9e‘5)'

Responsible for

control plans/dlagrams or blueprlnts of hostage(s)
posted in the command post.

i‘.v; I 1(3f Attempt to determlne number(s), name (s) and condition of hostages
(4) Do,notﬂnegotlate for weapons, alcohol, drugs or personnel

Commandlng Officer should never negotlate {the hostage-taker

IRCLASSIFIED




(4) :»Ch'em al ‘attack

_ALTERNATIVES (2), (3) anD’ (4)”canir BE REVERSED ONCE BEGUN, AND OFTEN
“' "INJURED HOSTAGES. ‘ ' '

he'w111

>r.  Delays,’
otiations

Avoid ksetti'n;g”' limits of your cbop‘era‘t;icn.

or face saving means the criminal can use to release

- INGLASSFED

. o Encl (110)
: : : : .::“ Page 1,‘8-A,”Qf 98




‘Encl (110)
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' COLEINST 5530.1A

b - Wife/Husband

P . siblings

Ehcl (110)
Page 20 of 98

FIGURE 13-1

5
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, cbivf:

Aggressive Acts

~ COLEINST 5530.1A

Gicinacums

6. Close Relationships

7. Significant Historical
0 Events |

‘regarding historical infprmation:

FIGURE 13-1 (CON’T)

Encl “(,1'10), '
page 22 of 98

IISSFED




;Appééréﬁ

5fGenera1$EQdy
Movements =

Encl (110)
Page 23 of 98

Loud*'h

Soft

L FIGURE 13-1  (CON’T)

8




COLEINST 5530.1A°

4. Perception.

* iI1g$i6hs

h
1
4

‘hallucinations

‘5. Thinking

Intellectual — - SERNTAG TN
Functioning e 77 L Encl (110)

o | page 24 of 98
impaired ' :

consciocligness

FIGURE 13-1 (CON'T)

9




Impaired _}qtt’én.'t;‘”ibyn a
Can e

- Judgement:
'+ Impaired decision
. making

' '-jj,__ii_r\paired impulse control

¢ Thought Control

‘Compulsions -

Suicidal ideationm

idal ideation-

; Encl ;(110)
. Stream of Thought i : vPage 25 of 98

Associated disturbances

FIGURE 13-1 (CON'T)

10




FIGURE 13-1 (CON'T)

11




--;,DE “CTOJLTﬁ>FUGEE ”ﬁiSA R _SURVIVORS BILL

(a)" PNAY ST 3120 32 (Serles),_Standard,Qrganiéatioﬁ,and Regulations

Three areas w111 be de51gnated for recoverlng evacuees.

Personnel search area (_IBD_BEEAK)

-d{a)v Have evacuees board one at a tlme

Package search area. (FOC'SLE). , Separate from the personnel
}bagg ge w111 be searched labeled and protected for the owner

‘aProce551ng area. (Pégi BEEAK! A two man plstol/shotgun armed
w111_be located 1n “the proce551ng area. »

”The_CDO/ACDO/OOD’w111 ensure the follow1ng add1t10na1

guards/watc 5. are manned and”ready at the tlme of plckup of evacuees-

: { S¢ urlty:watc es (as requlred) located at‘strateglc points
(one at each route) betWeen the personnel search area and ‘the " ,
proces51ng area and between the proce551ng area’ and holdlng area —-’armed w1th
shotguns.v 2 L :

N _ (b) One guard escort for each Prlsoner of War,‘suspect
personnel, and defector_-— armed wi h a plstol i

S SN {e).” Guar ‘and sentry ass19nments may be mod ;
dlscretlon of the Phy31cal Securlty Offlcer dependent upon’ the numbers ‘of
personnel belng received aboard.

1;refu ees

. (5) Organization and processing of survivors/defect:

Encl (110)
‘Page 27 of 98

| m;;zﬁ

Encl (14)




'  Thig® tag will bear ‘the evacuee's name,

The Supply Officer w111 ‘ensure that an’
malntalned on. board and w111 dellver such tags to
“upon request when the prov1s1ons of thls blll

. o Sllence: ,ensure 511ence is malntalned by all non Shlp s
company, ensuring’ mmuuieatio _1s strlctly conitrolled.

2 Search ensure all personnel coming on board are
searched to the degreevand method spec1f1ed by the Phy51cal Securlty Offlcer

Encl (110)
“Page 28 of 98




n one’ sectlon of the s 1p, as far
control. | Evacuees a551gned to a
""compartment ' :

these alarms are sounded.

3 . Encl (110)
Paqe 29 o
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-Encl'(llO) o
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y reflect dlstorted hzvdwrltlng, or the name and:
1 9'-:"

 ‘secure_the paekage, and may be endorsed "FRAGILE

, soft spots

4 {9) Packages or parcel bombs may make a buzzing, thklng noafe or
sloshlng sound . ¥

(10) Pressure or re51stance may be .noted when remov1ng cont
‘an envelope or package.

Encl (110)
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WCO w1ll ensure adequate supplles of
hand}held mlrror . body armor (flak vest)« plastlc rlbbon and -
T n ) “eas) are'avallable to bomb search teams when PR

. Command Dutyioftlcerfand As51stant”éommand Duty Officerw'.The“CDO/ACDQ':f

i’ ) Evacuate COLE when deemed necessary, or:byhdirection of the
Commandlng Offlc “or Executlve Offlcer : ' :

: serv1ces (1 e.; Base Flre Department Med1ca1
Exp1051ve Ordnance Dlsp05a1 (EOD) Teams PWC etc ) when deemed necessary

(4)

Notlfy base authorities and.chain of command as necessary.

, . Admlnlstratlon Offlcer Ensure a copy of the Letter/Parcel Bomb
Recognltlon heck"Llst is posted in the Administration and Postal Offlces.

messa‘ge o

(i)w‘ﬁo not open the ‘article.

'(2) Do not put the article in water or in a confined space such as a
desk drawer or flllng cablnet

? ‘:.{" s iigf) Report location of articlegto'the 0oCD.

" (4) EVacnate arid isolate the immediate area.

| ‘ e b,*jPackage Bomb

“.(1) Do not touch a strange or susp1c1ous object/package

‘;(Z)W Report,location,of»snspicious iject/packagevto the_QbD.

.(3):'Evacuate and isoiate the'immediate‘area.

(4) Av01d use of radlos in the v1c1n1ty of the package .‘ﬁadio”

e frequency can cause premature detonation of an electric initiator (blasting
§ {5) 1Isolate water, ventilation and power cables to the are
f possible. :

R oo Encl (110)
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Bealert For "'r,.."-.P?atedv use °.,fr cert.a%n ,Y!érd.s or ;}?hraées'f
#iétendfér:acC§ﬁ£Si{fhétidﬁal OrifégiQﬁé}.r e v

'Tfy't&'géﬁjtheiballer’to anSwer‘the féllowing questigngf

2 What time is“it”set to explode?

e o S

3 What does the explosive look like? n;fgé'

4 wWhat kind of explosive material was used?

; | " Encl <110)
S Page 33 Of‘98 -




'COLEINST 5530.1A°

L s ‘ How w111 the dev1ce be detonated (i.e:
oxidation, heat, etc.)? S

After the spacenhas been searched consplcuously post a_51gn or

space. |
(8). Avoid conductlng random or spot checking of loglcal
when conductlng a detalled gearch. The bomber may not be a logi

(9) When searching topside areas, thoroughly check deck &réihg’and
various storage lockers. e

4 ‘Encl (110)

.. Page 34 of 98




. COLEINST 5530.1A

»‘of machlnery spaces and other speclalizedfspace
x,rely famlllar w th the space Be alert forg

‘ Allvhands ‘will
58 fled materlal prlor to evacu'tlng ‘spaces (time

' The evacuated 1nd1v1duals w111 report to a safe area, a minimum
haway from the threatened area, as determlned by the Commandlng

o The dec151on to keep mission essentlal personnel on ‘board-is at
the dlscretlon of the Commandlng Offlcer, Executlve Offlcer or CDO/ACDO

P Actlon. The actlon to be taken w111 depend upon the 1nformatlon
piobtalned fro | ‘the caller and w111 result in the settlng of one of three Bomb
'*;Condltlon w th approprlate actlon as outllned below-

’ I & 5 B Bomb Condltlon I. Telephone threat no locatlon or time
l ' 1nformat10n obtalned

| i' ;fvfi’“fA e (a) Sound Securlty Alert. Muster SSDF at Armor' and crew at
E”Quarters.. Conduct rapld search of ship's spaces using the. SSDF looklng for’

{b) Set modlfled Materlal Condltlon ZEBRA maln deckg%

?ﬁfﬁg
E {(c) BAlert the Naval Station Duty Officer and local éé Fot £§§

Detachment of the bomb threat. Notification of local authorltles in a forelgn
port is at the discretion of the Commanding Officer or in his absence, ‘the
CDO. .

5 : v Encl (110)
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—10vpersonne1) to search space Choose ;
i f 0551ble (1 e., englneers ‘to search’ Auxiliary

 found, conduét a;dgtafléa sea$cgfb£"the

',W'Teiephohe threat, exact lpcation?and timq"b

EHCI ; (110 e
‘ Pagé:36_of 98




b. A natlonal or 1nternat10nal 1nc1dent resultlng in actual or potentlal
1nternat10nal repercu551ons creatlng ten51ons oxr unde51rable relatlons between
» and other countrles :

~ COLEINST 5530.1A =

1t1a elbomb threat/bomb threat hoax call The caller w111
ly "THIS IS[A DRILL YOU HAVE A BOMB ONBOARD THIS IS A

.:‘phone:call to the 00D descrlblng the details of the bomb threat.&

The Duty'Sectlon w1ll

’ (a) Review procedures for issuing the approprlate Operatlonal
Report (OPREP) and organlze and conduct a search for the bomb

T e V(b) Check damage control procedures for internal exp1051on, fire
_and floeding. S

[112)r”The Evalnator'Will:”

- (a) Coordlnate, when Necessary, with appropriate observers, the
conduct of the drlll locatlon of explos1on, damage and timing.

, ~(h) _Coordinate timing if not already contained in the Schedule
of Events‘(SQE) (i;e;’-explosion +45 minutes from delivery of letter).

I ';(¢)' ﬁeﬁiew'ship-s instructions on reporting and conduct of
‘'search. Sl S e :

(d) Rt the: approprlate time, deliver a letter ox 1n1

Evaluator will ‘monitor ship ‘control reaction and functions in resp.f £ ¥
letter/call. {Ship actions - commence OPREP procedures; initiate bomb search)

{e) Monitor search per ship's doctrine.
Encl (110
7 Page 37 of 99




e’s“’éft_e_r the lett‘:_veg.%'ivs de '
ade previously with damage’
PORT SIDE, THIRD DE

“Encl (110)
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length?

irmail, registered, certified or special delivery? . -

‘Marked "PERSONAL",. *CONFIDENTIALY; “PRIVATE" ‘or "FOR YOUR EYES ONLY?"

FIGURE 15-1 _ Encl (110)
Page 39 of 98
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FPIGURE 15-1 (CON'T) Encl (110)
Page 40 of 98
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RIES INSTRUCTION

REQ EOD SERVICES BE PROVIDED AS FOLLOWS' ‘

EQUESTED. (E G. . RESPONSE' TO EXPLOSIVE ORDNANCE

QUANTITY OF BOATS AVAILABLE'TO RECOVER '
'SERTION DELIVERY MODE IS

PRESENT CONDITION OF SHIP (E.G., DAMAGE SUSTAINED,

i : ~ Encl (110)
’vFIGURE 15-2 Page 4]_ Of 98
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COLEINST ssjo;iaw_'

”ASMA L CRAFT/E ATIN 'ﬁﬁvxc'

e dev1ces or challenge 1ntruders in a hlgh
““the boat creates a layered defense. ‘A determlned attacker
’ boat before approachlng COLE-

port authorltles, fr1end1y alrcraft asset commands,
horltles upon announcement of an 1ncreased

"fFAA or local host natlon
:ﬁ_THREATCON.

-:b; CSO will® ensur'__ eratlonal readlness of surface and air search radars
e and communlcatlon systemsvrequlred by thlS b111 '

el weo Wlll’

- ; -(1) Ensure operatlonal readlness and combat capab111ty of -arms
requlred by thlS blll. § :

e (2) Ensure Securlty Force and SSDF perso; e1 are tralned and
quallfled to operate weapons they may be 1ssued as requlred by thls blll;

d._ COMMO w111 ensure adequate communlcatlons equlpment is available for
Securlty Force and SSDF personnel as deemed necessary by the WCO.

CICO w111 ensure CIC watchstatlons and lookouts are tralned and manned
as requlred by this bill. '

f. The First Lieutenant will provide boats, boat crews and appropriate
' equipment necessary for establishing a picket boat defensive perimeter around
COLE.

Encl (110)
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~]IDS/TIC

15 n/a " RSC CIC

15 , As Required | ASA | cic

~|"15/60 n/a GFCS Cic

60 |n/a . |EP 2 Oper |MT 51

—le8 . _ [nla — |n/a T 50 cal sta |

_60  e n/a ' ni/a ' Bridge‘

15752 n/a Bridge

52 T |n/a n/a T | As Required

168 n/a n/a 01 Main Deck |
As Required

2 Encl (110) .. .
Page 43 of 98




COLEINST 5530.1A

‘ boat's task is to keep an 1ntruder
'_1dent1f1cat10n and target

, (a) Intruder turns and flees. Do not pursue. Protect the
target. Be alert for’diverSions. :

. _ (b) Intruder evades and continues toward target. Contact the
,.OOD 1mmed1ate1y and accelerate qulckly ‘out of the 1ime ~Af fire. “Aﬁtgmbt o

3

Encl (110) -
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COLEINST 5530.1A

} (1) In the Un1ted States, 1ts terrltorles and possess1ons.> In the
event of a w1llfu1»vlolat10n~of the securlty orders ”nd regulatlons, the :
v1olators must be"taken 1nto us ”dy and dellvered 1mmedlately to the custody

rov151 ns of thls enclosure Inheffectlng the
ommandlng Offlcer shall ensure that the

Encl (110)
2 Page 47 of 98




~ COLEINST 5530.1A

ion and Regulations

well as the sh:.p's waterl:.ne to prevent sw1mmers from spott:.ng‘
' DF personnel posted top51de, and to prov1de Securlty

) N‘boat ‘contacts.

(4) Post a watch at the ship’'s searchllghts to illuminate small boats
or sw:.mmers s:.ghted

SR (5) D1rect the OOD to J.llumlnate topsi®~ Adecks and waterl:.ne (360
degrees). v - Encl (110) LR
RRES [ I Page 48 of 98 _ ;cl- '(19’2")‘_




L - instruct watchstanders to inform the Quarterdeck 1mmed1ately.
1f susp1c10us or’ threatenlng act1v1ty occurs.

a.

b. Estaﬁiish_;rﬁedjpiéket ﬁéat'patrolj(tow'barbéd”ﬁire,vweightéa).

G. ﬁéqﬁééf:héiigpptéf iaﬁfdes) ofvimMédiate area.

_Encl (110)




COLEINST 5530.1K -

PNAVINST 5530 14 (serlesf, Phy51ca1 Securlty a d Loss Preventlon

me form of- terrorlst
Implementat::.on of

¥ deterﬁ\:l.ned by
'le for 1mplementatlon under

on the ‘threat, eeptinge_ney P

12) Brief crew on threat _sh:,p's security and securlty precautions tn
be taken while ashore

‘ Lo - R EnC:L (110)
(3) Iss‘iﬁetwayay radios to all topside sentries. page 50 of 98




Secuflty Force/SSDF personnel and plcket boat patrols

{19) Use divers (if avéi;ablé) for_periodic hull inspectioﬁs.

. Encl g1y
. o Pa'e 51 vof 98




',j(zo) Post For’castle and Fantall Securlty Watches‘

‘TRestrlct_t_ps1de pa551ng of any word concernlng ship sjfaﬁﬁihgi'

vFoul fllght deckv‘ '

s (27) ;Occa51ona11y turn sh1p s screws, engage main eductors and cycle
rudders k » Sle :

(28) ‘ViSiting will be limited to invited guests of the Commandiné‘:
Officer_, : ' S i v : B

s) Post signs in local language (s) to explain visiting and loitering
restrl tions. = - Cop n s o - T

' chorage’; THREATCON BRAVO. In addition to tho

: e actions'taken for
THREATCON ALPHA B

(l) 'Issue“firearms to Quarterdeck and SSDF security personnei.

(2) Place sentry w1th shotgun 1n51de the superstructure where he can
‘prov1de cover for Quarterdeck watch personnel.

'*(3) .50 callber machlne guns w111 be mounted and covered.

: N v (4) D;stlnctlve llberty attlre (i. e., 11berty Jackets, Shlp s hats,
L T ete.) will noﬁibe worn.on llberty. - 5 :

i - (5) Des1gnate and brlef plcket boat crews. Prepare boats and'place
3 crews on flfteen mlnute alert If situation warrants, make random plcket boat
patrols in 1mmed1ate v1c1n1ty of COLE w1th the RIB Boat crews w111 be. armed

per enclo.sures (8) and (1'?) » ’ | | , Eg? g@ﬁ {' ?ﬁ

(6) " Comsider 1ncrea51ng number of persofinel per duty sectlon.

(7) Post additional topside watches to Visually search surrounding
waters and waterline.

(8) Relieve watches at irregular intervals. Encl (110)
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(23)

Rev'iév’r'riot/cr'owd' con"'trol asylum a.nd bomb’ thré'at pi'oc‘ed"i’ire‘sf; .

(24) Mon:.tor local communlcatlons {ship- ~to- Shlp, TV radlo, pol:.ce

o i ;o (26) Request local author:LtJ.es publicize that boats/small craft are .

A {2 'ew l:.berty pol:.cy 1n light of the threat and rev :
. ,"_,_necessary to ma:mtaln safety and se' urlty of sh:Lp and c w»

; . not to approach COLE
- ; ; (27) Rev:.ew 1nd1v1dua1 actlons in THREATCON CHARLIE for possible
AR T J.mplementatlon.

- Encl (110)
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'COLEINST 5530.1A

HREATCON CHARLIE. In addition to those measires outlined

Man_one or more repalr 1ockers . “Establish .communications with an

ion grenadeebe“topsiﬁelwetéhes, Fb:eeaéfle‘andl

Set Maferial Coﬁdiﬁion ZEBRA main deckyand below. E

Secure from 1n51de all unguarded entry p01nts to Fmtnviav ~E eha

UL © Encl (110)
5 : S Page 54 of 98

' ship.




’'intervals. e

12i)

rt notice in

Anchorage - THREATCON DELTA.. Attack 1mm1nent or has commenced

Rev1ew securlty plans and keep them avallable. Keep key

Con51stent w1th local rules, regulatlons and status of forces‘

(5) Issue twol,ay radlos to all top51de and p1er sentrles

(6) Prov1de Quarterdeck watchstanders w1th means to‘c tac

D) Three fire hoses w1ll be rlgged one each on the forecastle, a
mldshlps and fanta11

- {8) Secure véice communlcatlons will ‘be establlshed w1th all U s.
Navy ships presen ; :

e K ~ Encl (110)
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Install rat guards on moorlng 11nes, messenger lines and hoses,

.:(25)

S v . : v , ; EnCl (110)

—_— g (2'7) Use_d:.?vexj:s' fq;f_; per:l.odlc hull 1nspect:|.ons.




- COLEINST 5530.1A

(28) Occa51onally turn shlp s screws, engage ma1n eductors and cyclefi

. rudders.

s1de - THREATCON BRAVO In addition to_those measures i

o -si plemented
for THREATCON ALPHA I

Mount and cover 50 caliber machine guns.

(2)’ Rev1ew llberty pollcy in llght of the threat and. revise as
necessary ‘to- maintain safety and securlty of’ Shlp and crew.

'_ZQIssue‘firearmsuto bﬁartefdéck and SSbFESecurity personnel.

;f(s) Relieve_watches at 1rregu1ar 1ntervals.

(7) Place sentry w1th shotgun inside the superstructure ‘where he can
prov1de cover for Quarterdeck watch personnel

'_(QY ‘Cancel a11 v151t1ng.’:

IR ' (9) Malntaln capablllty to get underway on 2 hours notlce_or as
spec1f1ed by SOPA. Consider p0551b1e relocatlon s1tes (dlfferent
pler/anchorage) " Rig brow/accommodatlon ladder for 1mmed1ate ralslng/removal.

{10) Request 1ncreased host natlon security assistance (i.e.
pollce/mllltary presence on pler)

{11) Request local author1t1es publlclze that boats/small cvf'
not to approach COLE E

e (12) De31gnate and brief picket boat crews. Prepare boats and place
.cYews on fifteen mlnute alert If situation warrants, make random picket hoat
V patrols in immediate vicinity of COLE with the RIB. Boat crews will be armed
per enclosure (17).

: Encl (110)
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'supply:for Sec rlty Force, SSDF and AF personnel

(21) Review. riot/crowd control, asylum and bomb threat procedures.

lem nted for THREATC ALPHA and B’RAVO-
' 1) Establ:.sh C neus patrol w1th two armed picket boats.

4 . (2) Muster SAT, BAF and RF. Position SAT and BAF at designated

: ' _l_pc:gtion(s) . Deploy RF to au_gm‘éht Security Force personnel. .
AR e e Encl (110)
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on ?or more»repalr 1ockers Establishchﬁﬁuﬁiqat;oné”witﬁaéh;

from inside all unguarded entry points to i

_ (22)'>Turn”5hi535“sctéws and cycle rudders atvfféquent and iifggulax
intervals R ' '

(23) ng addltlonalyflre hoses. Fire hoses will be charged When
. manned just prlor to actual S o -

o w0 Lo Encl (110)




 COLEINST 5530.1A

(24)_,' 'fy port serv1ces to. arrange pllot serv1ces on short notlce in
' the event t K

' Perm t o ly nece"sary personnel t»p51de.




Encl (110)
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 COLEINST 5530.1A

at construction, conversion,
‘thereto as spec:Lf:Lcally ‘
comrnerc1a1 shlpyards, repalr

contractor person, 1 prlor to b ng"' 1ssued a badge sticker. The P'_:
respon51b1e for promulgatlng stlcker colors to be used during defl';_

. avallablllty‘perlods Badge colors will not be duplicated within 2

period.

D : ' ' ' ' Encl (110)
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" COLEINST 5530.1

‘s ! B

Ha) OPNAVINST 3120 32 ”(Ser:.es) P

Standard Organization and Reguiéitioﬁs_

st be taken during the onload process. t
etachment 1tse1f_‘

el ass:.gned at de51gnated areas of embarkat:.on.

: Ass:.gn orié tra:.necl_ quallf:u.ed a.nd properly equlpped Shl P P PR R
company secur:.ty :'nspector at ea ,h' des:.gnated area of embarkatlon. ?}% R ER I

‘ {3) Act as llalson w:.th embark:.ng unit's embarkatlon offlcer

obtaining names of detachment securlty :Lnspectors a551gned to each designated
area of embarkatlon.

Encl (110)
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e of

item is vfound?

Encl (110)
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'COLEINST 5530.1A -

_ When requlred by SOPA
e statloned.‘

e. - Provide eatly7wafning for ships at the pier.

f. 'Upon unauthorlzed 1ntru51on or attempted intrusion, sound a Security
Alert by us1ng one of th”;follow1ng methods

Encl (110)
page 65 of 98

(1) Enexglze:Qul’ss alarm system (if installed)




COLEINST 5530:1A

y%]¢) -commercial contractors

Encl (110)
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COLEINST 5530.1A

NOTE: D‘ENSURE CONTRACTOR IS AUTHORIZED FOR WORK AT THE PIER.‘ IF NECESSARY,
 CALL THE QUARTERDECK OF THE SHIP SCHEDULED TO HAVE WORK DONE.

t Emerge cy‘and law enforcement personnel 1nc1ud1ng laval

- In

. Han Carr1ed Items‘f'

: (1)_ Spot check hand carrled 1tems for prohibited items such as
o flrearms and"xp1051ves. S

Sdellvered - Do not unseal any envelopes.

'Commerc1a1 contractor, PWC vendor or Navy Supply Center (NSC)
, ial ‘to ongoing shlp/pler malntenance or repair. For: this
fpﬂrbESe, essent1a1 1s deflned as those vehlcles ‘which may be phys1cally
_attached to | ’

Other commerc1al contractor, PﬁC vendor or NSC vehicles with &
x Ld access to the pler only to dellver parts,

T?manlfest or 1nv01ce~cons1gn1ng-goo“s to a‘shlp at the Pler

Y b. Personal vehicles are not authorized access to the pier except for
; those designated by Commander, Naval Base (COMNAVBASE) area SOPA, or Pier
3 SOPA. :

Encl (110)
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, it is necess
‘Brow té Yegain control of resolve & problém; |

- Encl (110) o

Enel (27)




Before reliev the watch, small arms will be inspected.

he weapon.

1de and lock 1t open f V;sua 1y lnspect tﬁat the

therefore




_;Issue'“No Escor

Vlsltor5'> ‘clearance or ’vVerlfy 1dent1ty and
~wisit. authorlzatlonvon flle)ﬂ.conflrm reason for,,

Notlfy cognlzant
‘department

Encl (110)
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_COLEINST 5530.1A

SR Salesman/vendors hav1ng7J
‘ T off1c1al b'51ness onboard

‘ have a mousta .
now has one, the. OOD should inspect the reverse side of the
?card to further verlfy 1dent1ty of person(s) .

; The unlform w1ll correspond to the rank/rate shown on the Armed

AT pdroéé:: ’tlflcatlon Card.

L "'lcj Explratlon date w111 be checked. 1If expired, the identifioation
card will e,conflscated by the OOD ' ' o " :

(d)ﬂ The entlre 1dent1f1catlon card will be checked for ev1dence of
’tamperlng (Spllt plastlc,”erasures, unclear photograph etc ). .

v ”the‘wat;h‘by bo

and off- 901ng POOW. ResultS'of the badge 1nventory will be logged in ‘the
VlSltOr s Log- and reported to the '00D. An additional watch may be assigned to
assist the POOW durlng busy periods.

»
4

Encl (110)
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'e dev:.ces, etc.) :Ls not brought on board
_zed mate_z.al (tools, test equlpment Automatic
e, etc ) ‘and c1a551f1ed documen"o frrm 'lnmnna

9 B Bncl [110)
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- Person’ (VIP)
e Commanding Offi
ot =

. Encl (110)
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degrees of abuse potential. .
and new products may be added. These
Med al’and'bental Matefial'Bulletin.

C mmanding Offlcer to designate certain
'  any security measures 1m11ar to

and Alcohol requlre
_e Controlled Med1c1nal Inventory
Work1ng stock may be kept

!d. Security. Schedules I and II Drugs, Schedule III Narcotics, and
" Alcohol reéﬁifEISPECiai"h ling and accounting to provide adequate protection '
against drug® abuse, carelessness, theft, ‘and misappropriation. Accordingly,’
the follow1ng measures,“in dition to those prescribed elsewhere in thls

bill, shall be enforced in COLE

Encl (110)
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?to accompllsh destructlon After certlflcatlon is completed fapproved by the
: Commandlng offlcer and 51gned by the members w1tne551ng destructlon, the '

'the M_dlcal'Department and’ should be the backbone of drug stock ‘and’ supply in
any Navy Medlcal Faclllty. .

. (3) Only those 1tems whlch have been llcensed and approved by the -
v Food and Drug Admlnlstratlon for sale in the U.S. are authorlzed fory iNg %Y )
‘_‘Nava Medlcal facllltles. ot

(4) Investlgatlonal drugs w1ll be stored and processed through the
pharmacy serv1ce as outlined in BUMEDINST 6710.49 series.

{5) Caustic acids such as glacial acetic, sulfuric, nitric,
concentrated hydrochloric, or oxalic acid will not be issued to wards or
outpatients but will be stored in separate lockers, clearly marked as to

3 .
, Encl (110)
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epted fire

: and platlnum Speé:.al dental metals are
l to mod:.fy thelr propert:.es for dental

.Encl (110)
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FIGURE 12-1 SECURITY FROM UNAUTHORIZED VISITORS BILL

tigust 20' 1954 =

'(CS, 1t 1s hereby ordered that no person ; :
P or L

“nboard this unlik “shall come ’
ee any ob]ect to touch the unlt w1thout the

for not more than one year, or both as prov1ded;

Encl (110)
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LESSON TOPIC

CLASSIFICATIO Unclassified

ALLOTTED LESSON TIME: 1.0 Period
INSTRUCTIONAL  REFERENCES: N

. i o , i : ' 2. Select statement
1.  OPNAVINST 5530.14B S _

tactics commonly us
.groups.

2. DOD Directive 2000.12, DOD Combatting
: Terrorism Program

. INSTRUCTIONAL AIDS

1. Chalkboard and related -equipment

I. INTRODUCWION

A. Lesson Ob]ectlves

Select statements that 1dent1fy
norganlzatlon of terrorlst groups

“Select - ‘statements that, 1dentify .commonly Co e :
Jused by terrorlst .groups. . : . RS S P om0

Toud

LR

TSSOn Orlentatlon

Importance of lesson content.

g6 3O 08 °P®d

Cl o A A very real. threat exists f




86 30 18 9beg

II.

Toug

(ott)

 1s>the best dete',_
1aga1nst 1nd1v1duals

LeSson'pchess

. a.

Lecturev

PRESENTA ION

'Te ms and Deflnltlons

Written5end of course‘test :

famlly members ‘whose grade, assv

orists.have
lof ruses-and
‘them.to
ir targets.

"sonnel witk ..
coupled.
n’itiative", o
st attacks.:

gnmey
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Toug

(0TT)

5. . Terrorism -

“itinerary or symbolic value m
.especially. attractlve or. accessib
-;target -

The calculated use 0
““threat of violence ‘to inculcate
. coerce or ‘to intimidate government

polltlcal

Contemporary Terrorlsm

1. .fThe ex1stence of a highly efflcve

- is a factor in any terrorlst scenari

ﬂfTechnology gives terrorlsts

.»telev151on
“b.. There is seldom a day when te
: fact1v1t1es aren't publicized, i
headllnes in the newspaper

; c. The result is that terrorls

becoming more violent in ord"ﬂj

‘publicity
2. f Communications

a. Technologlcal advancements ‘i
decades have enhanced the te

capabilities. for operatlng;'

the world

b. This factor has contributed

international terrorism int
‘and has changed the terrorlm

in the’ pursult of goals that are generally
religious, or 1deolog1ca1;f

" "to-gain. worldwide attention .o

edia network

r1me tlme

cts are

0 gain

nithe:last two
rrorist's
-any part of

he growth of . .

> last decade

rom a local
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Toud

(0TT)

freedom flghter to’ an 1nt r ;th

“to securlty

Terrorlst Profile

1rf?51t is notiaccurate to say that t
terrorist, but some cha

T"typlcal";
appear 1n'many terrorlsts

ﬁkf’ They:are often well-armed

elements.

a. Hardcore leadershlp

A.fana;;cal,

-gf*Theygmay have crlmlnal mo‘
,1deologlca1 pOllthal or. re

lgof thelr organlzatlon

; nat. sometlmes
“front and operating .

nal“tﬁ?édt ;f

ristics do

ndvusefofi

mdtivationé;*v=

to thefcansejf

everal

'ay out plans ;
roup o B

ndf“

,degree of




dqgf‘jAétiVe:Supporters

Touy

(0TT)

86 J0 pg sbeg

. Passive supporters

~legitimacy <

o maintain

».Secrecyis maintained: by use of-a

meell" structure. One unit may;havej?mfﬁ“»

. .only one point of contact with another
7 unit o :

1;’support.operati°n' They pr
{a) séfe:hoﬁées

. -Weapons

_Ammunition

‘f(dfiéFood'

-active




(1) '.aSympathet:Lc o
-dlrectly 1nvo”‘

(2  They may’ not’ even
e 14@a1ms of the organlzatl

E. Terrorlst Operatlons
1. :eTerrorlst operatlons are. general
“a. De51gned to make an 1mpact

b. Well'planned and Qrganized

c. Over in 6 to 60 seconds

do vSuccessful

3 _ 2. Most operatlons are conducted wi
e ’ -~ schedule

3... The target ‘is generally llg tly
: unprotected

a. An alert securlty force membe”

86 Jo Gg abeg .
(0TT) Toud

i[.and may be called off 1f the'target pers n or




oug:

86 IO 9g she

(o11)

;.instaliatid _d6es.something-qnexp'c e

priests and’nuns
Police

iMiliﬁary

' Telephone repairman

fAirline:personﬁelﬂ

. -Tactics

a. Bomblngs'-— May use. bombs of_any degree of
gophistication placed to* de‘ ;

cause flres and create casual

(1) ﬁThlB is ‘the most ‘comm
.-accounting for more ‘th
-.terrorist 1nc1dents o
.decades ' S

: Bombs.; are ine‘xpens ive

&;They are dellvered in
”Iways-

ing‘suicide

i a ) Vehicle bombs,_
' bombers, charges

cars and device 1ntended to kill .

fplaced in parked;; ff
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b.
C.

3

3

Q

I__l

i_\

‘_\

[an)

— I

'1(2);

d.

" Hijacking

(1)

1nstallatlon

“Arson

(1)

ifihotels

‘(2)1

h the mell at the

Hijacked vehicles give
- legitimate means with!
" approach, or gain enti:

Hijacked . alrllners o
>;guarantee intense medla coverage

‘Not used often. H
disrupt and destroy’ pu
political headquarter

Haéff,

Most frequently used stz

whlch to

Y to a: mllltary

\used to
utilities,
ctories and

ing device is.

the delayed action 1nCend:ary device

Ambush
(1)
(2)

- operation

.Well planned ambushes

The terrorists choose
place for the ambush a

seldom fail

the
nq b

tlmevandj
ehearse the:
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puoeg
-0
H
‘00

ITIT.
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SUMMARY :

A. Terms and Deflnltlons-
B. Contemporary Terrorlsm
C. Terrorist Profile

D. ThefTerrorist Groop,
E. Tefg¢r195*6pef;tians

Hostage taklng

:EThey may stay at7 he’ scen
{confrontatlon w1th authorlt

o#In elther case, they,
- ~as conditions for the
_hostages’“

’.aTerrorlsts may take a h staqe to a

make demand
ease of the

of the

r-a direct
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vl.OFPeriods
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ogre

'PRESENTA

fLesson process

Importance of lesson content

Threat levels and threat ¢
(THREATCONS).are tools u:

_prepare realistic measu
”p0331b1e terrorlst atta

their: duties fit'in to .th
posture of- the command.'
1nstallat : '

Student

nditions
to help commands

=_nderstand ‘how
overall security
ivity or

Lecture

o guard agalnst

g 143 ozlqa)

ice (NCIS) will o

hreat

(110)
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‘ssessment

{NCIS malntalns close 1

» xpedltlous_meanS““

At e c:mmand'detects
blnformatlon NCIS is n

‘ampllfylngmdetalls

Part of the threat assessme

NCIS w111 follow up by

ison with the FBI
Iocal law

cting the
tary
by_the most

e deflned ae

‘p is present
able to gain
b locale

ssessed or
ility to conduct

rated ahti. U.S..

d intent to |

rorist activitY“t{

ol (110)
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© Targeting - Current credible information on
. siactivities indicative of
'f*spec1flc terrorlst opera ions

‘7f¢ftarget1ng must be present.
-4j1ntent10ns may or:may no‘g

:“T,ngh - Ex1stence. Capabl.'

7LMgdium” "Ex1stence,

. must be present

' be present

.. Low - Existence and capa
' present.. History may or| ma

eparatlons for

ternal
derations that
~terrorist
dntentions

.based on the

y‘or may not

Ey must be’

bili
 not*be present

~capability may

(110)
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hreat of p0531ble terr
~but ‘warrants: o)

eats and improve:
t jin antiterrorism

vels of terrorist. ..
kies ahd'pErsonnel

is to 1dent1fy

d more et
st act1v1ty 5l

ndition is ’
ccurs. or when

(110)
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o agalnst the

_the

! lvn is’ declared
oc Urred or

pEC1f1c locatlon-

Threat Assessments ,
Threat. .‘Condlt ions '(THREATCONS)

p_ementatlon ofgage

(110)
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LESSON TOPIC:

INSTRUCTOR QUALIFICATIONS

CSDO QUALIFIED E- 6 OR ABOVEAOV pfvo

| TRAINING PERIOD 1 HOUR

INSTRUCTION REFERENCES:

A.  COLEINST 3300.55 (Series)
B. Navy Law Enforcement Equipment

Manual, Feb 1987

C. Navy ‘Physical Securlty Equipment

Manual, July 1986
INSTRUCTIONAL MATERIALS:

iClass II Body Armor
Kevlar Helmet
Standard Baton
heads ts o
Night Vision Goggles
MCU-2/P Gas Mask
_Inspection Mirrors

Qo U aw's

TRAINING OBJECTIVES

w!evww

PHYSICAL‘ ECURITY EQUIPMENT

ecurity

“FORCE PROTECTION OFFICER.

IPogﬁablé;handheld‘radios with




' D. Hav1ng the proper equlpment on hand al
. 3SDF flex1b111ty to respond to any 51tuatlo W

"E. . The SSDF-will have-theffollowing equipmen'

Toug

.86 30 96 obeg
(011)
¥

available
their abil
incident.

C. All necessary equlpment should be avallafp
well malntalned T o

least amount of force" requlred and to ensure:
safety to SSDF personnel

available for use:

1) Sultable Weapons. The SSDF may use
pistol, ‘the 7.62mm M-14 r1fle,
shotgun,
may be carrled onboard COLE

2) -BQdeAﬁmqrr*?”'

syiwelghs approx1mately
: 'top,low veloc1ty rounds
avalla 1e through supply

the 12- gauge\fip.
or other.special purpose weaponsvth*




8630 [ obeg

. . LESsoN

PHYSICAL SECURITY EQUIPMENT :

OUTLINE OF INSTRUCTION

b. . Class II Plus Body Afmor,uwn1Ch must be

purchased commerc1ally, is spec1f;c

designed to stop bullets. It is llghter;'

lly'

more comfortable, and.will. stop rounds ﬁrom

high veloc1ty weapons

3)  Kevlar Helmets These provide enha

nced: -

protection against fragmentation and w1ll stopf;f'

low to medium veloc1ty bullets.
4) Standard Batons.

a. When employed correctly, the
nlghtstlck can be an effective, no

means of deterring, restraining, or

apprehending an individual.

b. If used 1mproperly, however,gt
can cause serious or even fatal 1nj

c. The standard baton is made of

1. 1/4 inches.in’diameter.

(0TT) Touz

*gmm$~rarge muscle groups such as the thl
e, UPPEr arm.
wsm ,

fﬁ}

It is most effective. when used

he baton :

urles.

, hard WOOd
or polymer, approximately 26 inches

Tong and

agalnst
gh cr

'RELATED INSTRUCTOR AcTi\

3)- Demonstrate Kevl‘:

to tralnees

g Demonstrate Batc
trainees- ' .

>n3t0“

.lmets[
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OUTLINE OF INSTRUCTION

e. Pri ,
~_security personne

5) Portable‘handheldsradios;with.head ets

o re belng threa en
'Tfa ‘weapon . other than a gun.

: 1tuatlons wher

'RELATED INSTRUCTOR ACTIVIT

" “trainees

et

Rale communlcatlons “gan prov de

*secure,

or at Yeast rellable, means

tactlcal dlrectlons,
information that may-

COLE's security force to neutrallze,:“

threat

6) FlaShlights

7)  Night Visioniéogéiesf'

8) fMCU—Z/P Gas Masks
9) Inspectlon errors

REVIE”?AND SUMMARY

or other v1tal
increase the

" To be used ingsearéhés g?

tralnees 2 :
7y DemonstratefNVG57
tralnees ' »_,,_ ‘;f
0 8) Demonstrate gas’
~ trainees: S e
9). Demonstrate mlrrOr;

36) Demonstratetflashllghtsﬁtqif,



