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USSCOLE FORCE 
PROTECTION CELL 

• Mission - The mission of the USS COLE 
Force Protection Cell:is to increase Force 
Protection awareness, training, and 
effectiveness to ensure the safety of the 
crew of USS COLE, their families, and 
protect the ship itself from potential hostile 
attacks. 
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USS COLE FORCE 
PROTECTION CELL 
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• Organization. 
~ 

~~'¥I Title = Force Protection Officer! 
Physical Security Officer/FPTT 
Leader 

Name=LT 
& c .. 

Training Level = FPO completed 
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USS COLE FORCE 
PROTECTION CELL 

• Organization Cont. - Force Protection Assistants 
(FPA) 

Title = Intel Branch 
.. d 

Name = lSI _-
Training Level = FPO course -TBD 
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USS COLE FORCE 
PROTECTION CELL 

• Organization Cont. - Force Protection Assistants 
(FPA) 

Title = Physical Security Branch 
Name=MAI 
Training Level = FPO course - TBD 
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USS COLE FORCE 
PROTECTION CELL 

• Training Requirements: Force Protection Cell 
Individual 

ENS 
lSI __ _ 

MAI'-
BMC 
FCC 
GMC 
GMC 

• 

Role 
• "tit • " .. "'" FP"O ~"4· 

MJ?,() 

AFPO 
;.., ¥~ 

FPA 

FPA, FPTT 

."~~r~, FPTT 
FPA, FPTT 

.. FPA FPTT , 
FPA 

Training Required 
none 

FPO 

FPO 

FPO 

FPO, SSEW, SSET 

FPO, SSEW, SSET 

FPO, SSEW, SSET 

SSEW, SSET 

n9ne (could complete FPO) 
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COLEINST 3300.55 

(6) Maintain a Security Alert Instruction, reference 
(g), detailing specific procedures for Security Alerts. 

(7) Act as the Training Group Supervisor for the FP 
Training Group in accordance with reference (f). This training 
group will consist of the FPO, AFPO, and all Anti-Terrorism 
Training Officers (ATTOs). 

(8) Act as the Training Group Supervisor for the SSDF 
Training Groups in accordance with reference (f). There will be 
one training group for each inport duty section. Training will 

·cover physical security procedures, counter-terrorism 
procedures, counter-surveillance procedures, individual 
protective measures, and security alert drills. 

(9) Schedule and coordinate a Force Protection Readiness 
Review (FPRR) once during each Inter-Deployment Training Cycle 
in accordance with reference (c). 

d. The Anti-Terrorism Training Officers (ATTOs) will: 

(1) Assist the AFPO in the administration and 
documentation of Level I AT training. 

(2) Act as Training Team Leaders, in accordance with 
reference (f), for the SSDF Training Group in their designated 
inport duty section. 

(3) Liaison with the CDO to supervise and conduct 
training with their SSDF Training Group. 

(4) Support the CSDO and CDO as the FP expert for their 
designated inport duty section. 

7. Procedures. 

a. The FPO will conduct a FP Program Review meeting once 
each quarter consisting of the AFPO, ATTOs, and CSDOs. This 
committee will review the FP program and discuss proposed 
changes. 
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b. The AFPO will conduct a Threat Assessment Review meeting 
consisting of the ATTOs ten days prior to every port visit. The 
purpose of this meeting will be to review current :iritelligence 
and develop a THREATCON Measure Implementation Plan. 

8. Review. The FPO is responsible" for the annual' review' of 
this instruction. 

Distribution: (COLEINST 5216.1B) 
List 1, Class A 

5. 
COLEINST 3300.55 

KIRK S.LIPPOLD 



Date: __________ __ 
From: Assistant Force Protection Officer 
To: Commanding Officer 
Via: Executive Officer 

Force Protection Officer 

Subj: THREATCON MEASURES IMPLEMENTATION PLAN 

1. Duty sections will implement the following THREATCON 
measures in in accordance with theater 
THREATCON and intelligence information: 

THREATCON ALPHA IMPLEMENT RAM 

1. Brief Crew on Threat 
2. Brief Security Team on Threat 
3. Review Security Plans 
4. Secure and inspect unused spaces 
5. Remind Crew to be alert 
6. Review access control procedures 
7. Ensure watchstanders have comms 
8. Coordinate Security with SOPA 
9. Deploy Barriers 
10. Random vehicle inspection 
11. Random bag inspections 
12. Regulate Shipboard lighting 
13. Rig covers and rat guards 
14. Raise accomm ladder 
15. Increase Security drills 
16. Review THREATCON Bravo 

THREATCON BRAVO IMPLEMENT RAM 

17. Maintain THREATCON ALPHA 
18. Set YOKE main deck and below 
19. Post pier sentries 
20. Restrict Vehicle Access to pier 
21. Post additional watches 
22. Post signs in local language 
23. Inspect transport boats 

WAIVE 

WAIVE 

Enclosure (1) 







COLEINST 3300.55 

Page 1 of2 

TUPIC/LTG LESSON 
~~~£~f 

I. COUNTER-SURVEILLANCE 

COUNTER-SURVEILLANCE PROCEDURES 

II. PHYSICAL SECURITY 

PHYSICAL SECURITY EQUIPMENT 
THREAT ASSESSMENT 
USE OF DEADLY FORCE 
SECURITY FROM UNAUTHORIZED VISITORS 
HOSTAGE SITUATION/INCIDENT PROCEDURES 
DEFECTORS/REFUGEES/DISASTER SURVIVORS 
SUSPICIOUS PACKAGES/MAIL BOMBS/BOMB THREATS 
ANTI-SMALL CRAFT/FLOATING DEVICE 
REPEL BOARDERS 
ANTI-SNEAK ATTACK/ANTI-SWIMMER 
TERRORIST THREATCON RESPONSE .FP~l.,2 

OVERHAUL/SHIPYARD SECURITY 
EMBARKATION SECURITY 
PIER SECURITY 
QUARTERDECK PROCEDURES AND VULNERABILITIES 
SECURITY FROM UNAUTHORIZED VISITORS 

III. ANTI-TERRORISM 

BASICS OF TERRORISM 
THREAT LEVELS/THREATCONS 
TYPES OF TERRORIST ATTACKS . ,FP-20 
IDENTIFYING POTENTIAL TERRORIST ATTACKS 
RESPONSES TO TERRORIST ATTACKS FP~22 

IV. PROTECTIVE MEASURES 

INDIVIDUAL PROTECTIVE MEASURES FP-23 
FAMILY PROTECTIVE MEASURES FP-24 
SHIP PROTECTIVE MEASURES FP-25 

Enclosure (2) 
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LESSON C GUIDE 
PHYSICAL SECURITY EQUIPMENT 

OUTLINE OF INSTRUCTION 

b. Class II Plus Body Armor, which must be 
purchased commercially, is specifically 
designed to stop bullets. It is lighter, 
more comfortable, and will stop rounds from 
high velocity weapons. 

3) Kevlar Helmets. These provide enhanced 
protection against fragmentation and will stop 
low to medium velocity bullets. 

4) Standard Batons. 

a. When employed correctly, the standard 
nightstick can be an effective, non-lethal 
means of deterring, restraining, or 
apprehending an individual. 

b. If used improperly, however, the baton 
can cause serious or even fatal injuries. 

c. The standard baton is made of hard wood 
or polymer, approximately 26 inches long and 
1 1/4 inches in diameter. 

d. It is most effective when used against 
large muscle groups such as the thigh or 
upper arm. 

FP-02 

RELATED INSTRUCTOR ACTIVITY 

3) Demonstrate Kevlar Helmets 
to trainees 

4) Demonstrate Baton to 
trainees 

FP-02-3 
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GUIDE 
PHYSICAL SECURITY EQUIPMENT FP-02 

OUTLINE OF INSTRUCTION RELATED INSTRUCTOR ACTIVITY 

5) 

e. Primarily used in situations where 
security personnel are being threatened with 
a weapon other than a gun. 

Portable handheld radios with headsets. 

a. Radio communications can provide a 
secure, or at least reliable, means of 
communicating real time intelligence, 
tactical directions, or other vital 
information that may increase the ability of 
COLE's security force to neutralize the 
threat. 

6) Flashlights 

7) Night Vision Goggles 

8) MCU-2/P Gas Masks 

9) Inspection Mirrors. To be used in searches 

F. REVIEW AND SUMMARY 

5) Demonstrate radios to 
trainees 

6) Demonstrate flashlights to 
trainees 
7) Demonstrate NVGs to 
trainees 
8) Demonstrate gas mask to 
trainees 
9) Demonstrate mirror 

FP-02-4 
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2. THeJi9LLOWING GUIDANCE FOR IMPLEMENTATION OF THREATCON MEASURES IS 
PROVIDED TO ACHIEVE MAXIMUM TRAINING BENEFIT WITHOUT UNECESSARY COST 
OR IMPACT TO DAILY OPERATIONS: 
2.A. ASHORE MEASURES (REF C): 
THREATCON IMPLEMENT RELAX ELIMINATE 
ALPHA 1 THROUGH 9 NONE NONE 
BRAVO 11,13,15,16,17,19,20 12,14,18,22 NONE 

21,23,24,25,26,27 
CHARLIE 30,33,35,36,37,39 31,32,34,38 NONE 
DELTA 41,42,47,48,49,50 NONE 43,44,45,46 
THE DEGREE AND LENGTH OF EXECUTION IS AT CO'S DISCRETION FOR ALL 
MEASURES LISTED AS IMPLEMENTED AND RELAXED. RECOMMENDATIONS 
FOR RELAXED SHORE MEASURES ARE: 
MEASURES 12 AND 31: VERIFY PROCEDURES. NEITHER OVERTIME EXPENSES NOR 
EXTENDED WORKING HOURS ARE DESIRED. 
MEASURE 14: RELOCATE EASY TO MOVE ITEMS AT LEAST 25 METERS FROM 
BUILDINGS AND MAKE EVERY EFFORT TO MOVE VEHICLES AT LEAST 25 METERS 
FROM BUILDINGS DURING NON-WORK HOURS. DURING WORK HOURS CERTAIN 
BUILDINGS MAY BE SELECTED TO EXERCISE THE 25-METER RESTRICTION. 
MEASURE 18: APPLIESTO MESSES, CLUBS, AND ALL BUILDINGS WHICH 
RECEIVE FREQUENT DELIVERIES AND HOST LARGE NUMBERS OF PEOPLE. RANDOM 
INSPECTIONS OF DELIVERIES SHOULD BE CONDUCTED AND COMMANDS SHOULD 
VERIFY DELIVERY POINTS HAVE THE MEANS TO CONDUCT PROPER INSPECTIONS. 
MEASURE 22: RELAXATION OF INSPECTION OF PERSONNEL ENTERING A FACILITY 
IS AUTHORIZED DURING HIGH VOLUME ACCESS TIMES. 
MEASURE 32: COMMANDER'S DISCRETION TO MINIMIZE IMPACT DURING PEAK 
TRAFFIC HOURS. 
MEASURE 34: COMMANDER'S DISCRETION AS FEASIBLE. HOWEVER, THOSE 
INSTALLATIONS THAT REQUESTED OPFOR SHOULD CONSIDER FULL 
IMPLEMENTATION FOR TARGETED BUILDINGS. 
MEASURE 38: COMMANDER'S DISCRETION FOR LOCATION AND DURATION THAT 
BARRIERS REMAIN ERECTED. 
2.B. COMBATANT SHIPBOARD THREATCON MEASURES (REF D). 
THREATCON IMPLEMENT RELAX ELIMINATE 
ALPHA 1 THROUGH 16 NONE NONE 
BRAVO 17,18,19,21,22,25, 20,26,27,45 23,24,40,41 

28-39,42-44,46 
CHARLIE 47,48,52,53,54, 49,50,55,57 51,59 

56,58,60 
DELTA 61 62,64 63 
THE DEGREE AND LENGTH OF EXECUTION IS AT CO'S DISCRETION FOR ALL 
MEASURES LISTED AS IMPLEMENTED AND RELAXED. RECOMMENDATIONS FOR 
RELAXED COMBATANT SHIPBOARD MEASURES ARE: 
MEASURE 20: PIER ACCESS DETERMINED BY PIER SOPA AND WILL BE 
RESTRICTED TO MISSION CRITICAL PERSONNEL AND VEHICLES. 
MEASURES 26 AND 53: LIMITED TO SHIPBOARD ACTION. COORDINATION WITH 
PORT AUTHORITY NOT REQUIRED. 
MEASURE 27: COMMANDER'S DISCRETION BASED ON SHIPS OPERATIONS AND 
ENVIRONMENTAL CONSIDERATIONS. 
MEASURE 45: EXERCISE REPORTING ONLY, CONTACT WITH LOCAL AUTHORITIES 
NOT REQUIRED. 
MEASURE 49: LIBERTY RESTRICTIONS NOT REQUIRED. COMMANDS SHOULD 
EXERCISE EMERGENCY RECALL PROCEDURES. 
MEASURE 50: COMMANDS PARTICIPATING IN JTFEX 00-2 PREPARE TO GET 
UNDERWAY lAW JTFEX SORTIE PLAN. NON-JTFEX PARTICIPANTS MAY ELECT TO 
CONDUCT FAST CRUISE. 











ENS_ 
From: 
Sent: 
To: 

Cc: 

Subject: 

COMNAVSURFLANT _NORFOLK_ VA//N412A 1/N41 A/N412/N412A/N811@ 
Wednesday, April 19, 2000 10:57 AM 
ALLOFFICERS@COLE.NAVY.MIL; ALLHANDS@COLE.NAVY.MIL; 
NAVSURFLANT _SHIPS@ 
COMNAVSEASYSCOM_WASHINGTON_DC@; 
CINCLANTFL T _NORFOLK_ VA@NAVSEALOGCEN_MECHANICSBURG_P 
A@; NAVSEALOGCEN_FSO _JACKSONVILLE_FL@; 
FISC_PUGET_SOUND_WA@; NAVICP _MECHANICSBURG_PA@; 
FL TILOACT _PORTSMOUTH_ VA@ 
FORCE PROTECTION (FP) ALLOWANCE EQUIPAGE LIST (AEL) METAL / 
181715Z APR 00 SMN 00045/11000 

CLASSIFICATION: UNCLAS 
ACTION PRECEDENCE: R 0 UTI N E 
SSIC: 04000 
DTG: 181715Z APR 00 

BT 
MSGID/GENADMIN/COMNAVSURFLANTII 
DETECTORII 
REF/A/GENADMIN/COMNAVSURFLANT N41/221547Z MAR 0011 
AMPN/REF A ANNOUNCES DISTRIBUTION OF FORCE PROTECTION EQUIPMENT 
ALLOWANCE LISTS AND DIRECTS SHIPS TO DOWNLOAD AND PROCESS APPLICABLE 
ASI PRODUCTS TO GENERATE OPN FUNDED REQUISITIONS.II 
POC/ROBERT KILLIUS/L T/N412A/-ITEL:(757) 836-3423ITEL:DSN 836-342311 

PAGE 02 RUCOMCB4311 UNCLAS 
POC/STEVE REE D/SKCS(SW /SCW)/N412A 1 /-/TEL:(757) 836-3493 
ITEL:DSN 836-3493// 
RMKS/1. AS DIRECTED REF A, SHIPS SHOULD BE ORDERING NEWLY ALLOWED 
FORCE PROTECTION EQUIPMENT IDENTIFIED ON THE AELS DELIVERED BY NORMAL 
ASI PROCESS. THIS MESSAGE PROVIDES UPDATED INFORMATION CONCERNING 
THE ITEMS ON THESE AELS. 
2. AELS 2-320024501, 2-320024502, AND 2-320024503 PROVIDE AN 
ALLOWANCE FOR HAND HELD METAL DETECTORS FOR ALL SHIP CLASSES EXCEPT 
MCMS/MHCS. MCMS AND MHCS RECEIVED THEIR ALLOWANCE FOR METAL DETECTORS 
ON AEL 2- 320024357. SOME SHIPS THAT HAVE ALREADY SUBMITTED 
REQUISITIONS BASED ON THESE ALLOWANCES MAY HAVE SEEN REQUISITION 
CANCELLATION STATUS FOR THE HAND HELD METAL DETECTOR, NSN 
1HSOOOO-LL-CQA-6961. THIS ITEM IS BEING PROCURED UNDER CONTRACT BY 
FISC PUGET SOUND BUT IS NOT RECOGNIZED UNDER THE NICN PROVIDED. TO 
ENSURE PROPER REQUISITION PROCESSING, ALL SHIPS SHOULD CANCEL ANY 
OUTSTANDING REQUISITIONS FOR THIS NICN AND REORDER, USING STANDARD 
OPN REQUISITIONING PROCEDURES (VO FUND CODE, RTG ID NUV) WITH THE 
WORD METALDETECT IN THE NSN FIELD, CARD COLUMNS 8-18 AS STATED IN 
THE MSG QUOTED BELOW. LEAVE EXTRA COLUMNS BLANK. 
3. SHIPS ARE REMINDED THAT ALL FORCE PROTECTION OUTFITTING 

PAGE 03 RUCOMCB4311 UNCLAS 
REQUISITIONS MUST BE SUBMITTED BEFORE THE END OF THE CURRENT FISCAL 
YEAR TO TAKE ADVANTAGE OF AVAILABLE FUNDING. IF YOU HAVE NOT 
ALREADY DONE SO, YOU MUST DOWNLOAD THE APPROPRIATE ASI PRODUCTS 













Measure 44. Where possible, monitor local communications (ship to ship, TV, radio, police 
scanners. Etc.). 

Measure 45. Inform local authorities of actions being taken as the THREATCON increases. 

Measure 46. Review individual actions in THREATCON Charlie for possible 
implementation. 

(4) THREATCON Charlie: This condition is declared when an incident occurs or intelligence 
is received indicating that some form of terrorist action against installations and personnel is 
imminent. Implementation of this Threat Condition for more than a short period will 
probably create hardship and affect the peacetime activities of the ship and its personnel. 

Measure 47. Maintain appropriate THREATCON Alpha and Bravo measures. 

Measure 48. Consider setting material condition zebra, second deck and below. 

Measure 49. Cancel liberty, execute emergency recall. 

Measure 50. Be prepared to get underway on short notice. If conditions warrant, request 
permission to sortie. 

Measure 51. Block all vehicle access to the pier. 

Measure 52. If the threat situation warrants, deploy picket boats to conduct patrols in the 
immediate vicinity of the ship. Briefboat crews and arm them with appropriate weapons, 
considering the threat, the local environment, and fields of fire. 

Measure 53. Coordinate with host nation/local port authority to establish small boat 
exclusion zone. 

Measure 54. Deploy the SSDF to protect command structure and augment posted watches. 
Station the SSDF in positions that provide 360-degree coverage of the ship. 

Measure 55. Energize radar and/or sonar, rotate screws and cycle rudder(s) at frequent and 
irregular intervals, as needed to assist in deterring, detecting or thwarting an attack. 

Measure 56. Consider manning repair locker(s). Be prepared to man onerepair locker on 
short notice. Ensure adequate lines of communication are established with Damage Control 
Central. 

Measure 57. If available and feasible, consider use of airborne assets as an 
observation/force protection platform. 

Measure 58. If a threat of swimmer attack exists, activate an anti-swimmer watch. 

Measure 59. In non-U.S. Government controlled ports and if unable to get underway, 
consider requesting augmentation security forces by the FL TCINC. 

[heir/oj) Fef266/00 















USS COLE (DDG-67) 
SECURITY TRAINING EXERCISE 

HOSTAGE SITUATION 

DATE: WATCH SECTION: DUTY SECTION __ _ ------
DUTY SECTION ASSIGNMENTS 

C])O 
CSDO 

SECTION LEADER 
DUTY GUNNERS MATE 

The CSDO will brief the Section Leader & CDO on upcoming exercise. Prior to the briefmg, a safety walk-thru will be conducted. 
When it is determined that it is safe to train, the following evolutions/casualty control drills will be conducted: 

6 

9 

,Wi' '. : ~ 

TBD 

USE APPROPRIATE FORCEIPROCEDURES TO RETRIEVE 
HOSTAGE 
SECURE AND DEBRIEF 

TRAINING COMPLETE 

Casualty Control DrilJs to be con d d·f ucte I any: 

SPACE 
CSMC 

MESS 
DECKS 

MESS 
DECKS 

EVENT TIME CASUALTY SPACE 

The folJowing limitations/non-standard conditions exist: NONE 

Submitted: ________ _ Reviewed: _________ _ 
FPTT COORDINATOR WEAPONS OFFICER 

Reviewed: ________ _ Approved: _________ _ 
EXECUTIVE OFFICER COMMANDING OFFICER 

ASPER 
WATCHBlLL 

CSDO/ DUTY GM 

ALL SECURITY 
PERSONNEUCDO/ 

CSDO 
CDO/CSDO 

CASUALTY 
INSERTER 



USS COLE (J?DG-67) 
SECUIUTY TRAINING EXERCISE 

DISTURBANCE ON THE PIER 

WATCH SECTION: DUTY SECTION __ _ DATE: ____ _ 

DUTY SECTION ASSIGNMENTS 
CDO 

CSDO 
SECTION LEADER 

DUTY GUNNERS MATE 

The CSDO will brief the Section Leader & CDO on upcoming exercise .. Prior to the briefing, a safety walk-thru will be conducted. 
When it is determined that it is safe to train, the fo]]owing evolutions/casualty control dri]]s will be conducted: 

4 TBD SATIBAFIRF MAN FIRE HOSES WITH WEAPONS AT A TBD 
STANDBY AREA 

5 TBD SHARP SHOOTER IS PLACED AT A HIGH POINT ON THE TBD 
SHIP 

6 TBD SECURE AND DEBRIEF MESS 
DECKS 

9 TBD TRAINING COMPLETE MESS 
DECKS 

'f Casualty Control Drills to be conducted I any: 

EVENT TIME CASUALTY SPACE 

The following limitations/non-standard conditions exist: NONE 

Submitted: ________ _ 
FPTT COORDINATOR 

Reviewed: _~-:--__ -:-=:-=-=
EXECUTIVE OFFICER 

Reviewed: 
-~---------

WEAPONS OFFICER 

Approved: _________ _ 
COMMANDING OFFICER 

CSDO/SAT&BAF/· 
RF 

CSDO 

ALL SECURITY 
PERSONNEUCDO/ 

CSDO 
CDO/CSDO 

CASUALTY 
INSERTER 









LESSON IC GUIDE 

COUNTERSURVEILLANCE FP-26 
OUTLINE OF INSTRUCTION RELATED INSTRUCTOR ACTIVITY 

A. Everyone is susceptible to a terrorist attack 

and most attacks are planned weeks ahead, beginning 

with a steady watch on the target. 

B. Being able to observe and assess a situation 

and the people involved is the first step in 

countersurveillance. 

C. There are phases of surveillance beginning 

with target selection and assessment and culminating 

with the operational and attack phase. 

D. With regards to a base or ship, terrorists are 

looking for specfic characteristics of our forces, 

such as alert sentries and reactions to suspicious items. 

E. Surveillance can be done utilizing different forms such 

as by foot, vehicles, or the more advanced leading. 

F. Proactive countersurveillance begins with learning 

What is normal to eventually recognize the abnormal. 

FP-26-2 
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LESSON IC GUIDE 

COUNTERSURVEI LLANCE 

OUTLINE OF INSTRUCTION 

G. If surveillance is occurring and recognized, then it 

must be reported. Confrontation is usually not the 

best idea and should be avoided. If confrontation 

does not seem to pose a threat, utilize a Field 

Interview Card to remember what happened later. 

H. Practicing how to utilize descriptive words when 

describing vehicles, people, and situations to develop 

skills for proactive countersurveillance. 

I. After reports of surveillance, the situation 

1S evaluated, the next shift notified, and records 

of the "sightings" are kept to compare to past and 

future reports. 

J. REVIEW AND SUMMARY 

FP-26 

RELATED INSTRUCTOR ACTIVITY 

Hand out FII cards 

Show vehicles, people, 

and license plates for a 

Moment and then ask 

audience to describe. 

FP-26-3 
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FBI Bomb Recognition Tips 

Letter and Package Bomb Indicators 

Source. From FBI Files 

RECOGNITION POINTS 

• Excessive Postage 
• IncorreCttitles . 
• Titles but no Names 
• Misspellings of Common Words 
• Oily Stains orDiscoloration's 
• No Return Address 
• Excessive Weight 

Rigid Envelope 
• Lopsided or Uneven Envelope 
• Protruding Wires or Tin Foil 
• Visual Distractions 
• Foreign Mail, Air Mail and Special 

Delivery. 
• Restrictive Markings such as 

Confidential, Personal, etc. 
• Handwritten or Poorly Typed 

Addresses 
• Excessive Securing Material such as No Return 

Masking Tape, String, etc. Address 

PRECAUTIONS 
• Never accept mail, especially packages, at your 
home in a foreign country. 
• Make sure family members and clerical staff 
know to refuse all unexpected mail at home or 
office. 
• Remember: It May Be A Bomb. 
Treat it as suspect. 

NO RETURN 
Address 

Rigid or Sulky 

STRANGE ODOR 

Page 1 of 1 



UNCLAssn=I'ED 

SUhle inahoEfOet~cti()n 

1. Thefollowing is. a listofmethoQspersonnel can empl9Y to assistin det~pting 
surveill?l.nce. This Hs,t is not aHinclusive, intended more CiS a guide for pe(sonnel 
noftralned in sLJrYe'iHanceactivities. Recommend pier sentry be equipped with 
pen/paperto facilitate reporting suspected/actual activity. ' 

a. GtiatdedEntf~rices 
< ;, :~,' '., ; 

1. M~hia"y n()t~ v~hCicl~'slicen~epIClte, make, modeJ, and color as they 
appfb~'Gh. ' ...•....• <.J ' .... ' •.... , ........ , ........... ,....... ' . ,' ... '.' . ..... . ..•.. ' , .' ........ ' . 

2. Merlt~lIy note'anyoddHi~s, Le.,damage to vehicle, license plates, datals on 
the Vehicles as ttl$Y approach. 
3. M~Mt~jlynotetheV~hjvles'ocCLJPants as.theyappr08yh. 
4. Wh~rrch~qking icfehtific~tionp~-~er$; engage theocqupantsin conversation, 
i.e., a:·~r~.etlngevqKil1g a r~s,pqfl~~ frol11 theoccllpant(s). 
5. M¢nt¥llly note physical description of the occupants. 
6. Mentally note the contents of the vehicle (may also serve as a method of 
engagil1g' conversation) 
7. MEHjt~lly note: physical attributes of personnel approaching via foot, bicycle or 
othertharr vehicular. 
8. MerttaJly n()te items carried by personnel approaching via foot, bicycle or other 
than vehicular. ' 

b. Public Domain - be aware of surroundings 

1. Generally note who and what is in the area. 
2. Vary routes of approach, i.e., taking the same route to work, gym, shopping, 
etc. makes an easy target. 
3. Be alert to repetitive sightings of people that appear out of place. 

c. Suspicious Activity 

1. Vehicles passing same areas frequently or at slower than normal rate. 
2. Vehicles with multiple passengers. 
3. Dirty vehicle - clean license plate (or vice versa) [indication of recent change] 
4. Personnel lingering in area or passing by frequently 
5. Note/survey windows in near-by buildings for anything out of the ordinary 
(open window - cold day 1/ closed window - hot day; frequent movement at the 
window; new fixtures installed. 
6. Personnel or vehicles making evasive movements 

UNCLASSIFIED 



UNCLASSIFIED 

POTENTIAL INDICATORS OF TERRORIST ACTIVITY 

1. SURVEILLANCE OF US PERSONNEL & FACILITIES 

- PERSONS WHO SEEM OUT OF PLACE SEEN REPEATEDLY NEAR 
US FACILITIES OR PLACES FREQUENTED 

- BYUSPERSdNNEL ... -
- PERSONS WATCHING, PHOTOGRAPHING, OR VIDEOTAPING US 

FACILITIES, US MILITARY PERSONNEL, 
DEPENDENTS AND CIVILIAN EMPLOYEES AND CIVILIAN 
ESTABLISHMENTS FREQUENTED BY US PERSONNEL 

2. VANDALISM OF US FACILITIES 

- VANDALISM ACCOMPANIED BY THREATS, WARNINGS, OR ANTI
US STATEMENTS 

- APPARENT VANDALISM AFFECTING SECURITY MECHANISMS 
(E.G., PERIMETER LIGHTS OR CAMERAS DISABLED) 

3. ANTI-US PROPAGANDA AND GRAFFITI 

- LEAFLETS, SPRAY PAINTED MESSAGES, SLOGANS 
- OPEN SOURCE ANTI-US ANNOUNCEMENTS (RADIO, TELEVISION, 

NEWS, PAPERS AND MAGAZINES) 

4. DEMONSTRATIONS 

5. BOMB THREATS 

- BOMB THREAT FOLLOWED BY SURVEILLANCE 
- PERSONS OBSERVING OR VIDEOTAPING RESPONSE TO BOMB 

THREAT (E.G., SURVEILLANCE OF EVACUATION PROCEDURES, 
ASSEMBL Y/STAGING AREAS, ROUTES, REINFORCEMENTS, 
RESPONSE TIMES, ETC.) 

6. OTHER THREATS TO US PERSONNEL & FACILITIES 

- THREATS MAY BE DIRECT OR THROUGH THIRD PARTIES SUCH 
AS HOST NATION OR STATE SPONSORED ORGANIZATIONS, 
SOCIAL/FRATERNAL GROUPS, ETC.) 

UNCLASSIFIED 






